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Executive Summary 

Congress directed, in the 1 994 National Defense Authorization Act (NDAA), that the 
Counterproliferation Program Review Committee (CPRC) be established to review activities and 
programs related to countering proliferation within the Office of the Secretary of Defeiwe (OSD), 
Departmem of Energy (DOE), U.S. Intelligence,andthe Joint Chiefs of Staff (JCS). The high 
level national commitment to counter proliferation threats is reflected in the CPRC s membership 
It is chaired by the Secretary of Defense, and composed of the Secretary of Energy (as Vice Chair), 
the Director of Central Intelligence (DCI), and the Chairman of the Joint Chiefs of Staff (CJCS). 
The CPRC is chartered to make and implement recommendations regarding interdepartmental 
activities and programs to address shortfalls in existing and programmed capabilities to counter the 
proliferation of nuclear, biological, and chemical (NBC) weapons of mass destrucUon (WMD) and. 
their means of delivery. In the 1997 NDAA, Congress broadened the CPRC's responsibilities and 
specified that the CPRC also review activities and programs of the CPRC-rcpresented 
organizations related to countering paramilitary and terrorist NBC threats. The findings and 
recommendations of the CPRC's annual review for 1998 are presented in this, its fifth annual 
report to Congress, 

Organizationally, the Deputy Secretary of Defense has been designated by the Secretary of 
Defense to perform the duties of CPRC Chairman, and the Assistant to the Secretary of Defense 
for Nuclear and Chemical and Biological Defense Programs (ATSD(NCB)) has been designated . 
by Congress as CPRC Executive Secretary. The CPRC Standing Committee, established in 1996, 
meets regularly and is actively working to perform the duties and implement the recommendations 
of the CPRC The Standing Committee is composed of the ATSD(NCB) (as Chair); the Director, 
Office of Nonproliferation and National Security, DOE (as Vice Chair); the Special Assistoit to 
the DCI for Nonproliferation; the Deputy Director for Strategy and Policy, Jomt Chiefs of Staff 
(Plans and Policy, J-5); and the Assistant Secretary of Defense for Special Operations/Low- 
Intensity Conflict (ASD(SO/LIC)). It should be noted that the Defense Reform Imtiative (DRI) 
currently being implemented within the Department of Defense (DoD) calls for the elimination of 
the ATSD(NCB) position. The Deputy Secretary of Defense is working to ensure that appropnate 
DoD officials will cominue to support the CPRC and its Standing Committee, consistcm with the 
CPRC's congressional charter. 

To guide its program review process, the CPRC established the Areas for Capability 
Enhancements (ACEs) to characterize those areas where progress is needed to enhance both the 
warfighting capabilities of the Combatant Commanders, including the Commanders-in-Chief 
(CINCs) and the overall ability to satisfy the demands of U.S. nonproliferation and 
counterproliferation policy. The ACEs define those priority areas where additional capabilities are 
needed to meet the challenges posed by the proliferation of NBC weapons and their means of 
delivery (NBC/M), including those posed by paramilitaiy and terrorist NBC threats. They also 
serve as a basis to assess progress in meeting the mission needs of the CPRC-represented 
organizations for countering proliferation. The ACEs are reviewed annually to ensure that they 
continue to reflect the integration of the warfighting needs of the CINCs and the overarching 
national security objectives they support 
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The ACEs reflect evolving needs and shortfalls that change as threats evolve and become 
better understood and as research and development (R&D) and acquisition programs mature, 
enabling new operational capabilities. Updated and current ACEs serve to improve the focus of 
future programmatic and managerial efforts to counter NBC/M proliferation and NBC terrorist 
threats. Each CPRC-represented organization individually prioritizes the ACEs in accordance 
with their own departmental mission needs to more accurately reflect each organization's response 
to countering proliferation and NBC terrorism. The counteiproliferation ACEs for 1998 are listed 
in Table 1 . Only one change was made in the ACEs.during this year's review. ACE priority 4 
(DoD priority) was broadened to include National Missile Defense (NMD) as well as theater 
ballistic missile active defense. 



Table 1: The Counterproliferation ACEs for 1998 



ACl 


I Priorities 


Areas for Capability Enhancements (ACEs) 


DoD 


DOE 


US 
INTELL 


1 


X 

«7 


1 


Detection, Identification, and Characterization of BW Agents 


2 


u 


% 


Detection, Characterization, and Defeat of NBC/M Facilities 
with Minimal Collateral Effects 


3 


8 


A 


Detection, Characterization, and Defeat of Underground 
Facilities with Minimal Collateral Effects 


4 




2 


Ballistic Missile Active Defense 


5 


2 


5 


Support for Special Operations Forces and Defense Against 
Paramilitary, Covert Delivery, and Terrorist NBC Threats 


6 


4 


6 


Provide Consequence Management 


7 




7 


Cruise Missile Defense 




7 


8 


Collection, Analysis, and Dissemination of Actionable 
Intelligence to Counter Proliferation 


9 




13 


Robust Passive Defense to Enable Sustained Operations on the 
NBC Battlefield 


10 




9 


BW Vaccine RDTifeE and Production to Ensure Stockpile 
Availability 


11 




14 


Target Planning for NBC/M Targets 


12 




n 


Prompt Mobile Target Detection and Defeat 


13 


1 


15 


Detection, Tracking, and Protection of NBC/M and NBC/M- 
Related Materials and Components 


14 


9 


12 


Support Export Control Activities of the U.S. Government 


IS 


5 


10 


Support Inspection and Monitoring Activities of Arms Control 
Agreements and Regimes 
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The CPRC focused its annual activity and program review on identifying key R&D and 
acquisition program accomplishments and milestones illuminating planned near-, mid-, and long- 
te^ ^abiHty^-^^^^^ CPRC has found that a P~dcnt,time-phasedj2^^^^^ to * 
ch^lenges posed by NBC/M proliferation and NBC terrorist threats is m place and solidly under 
way Sough it ^11 take several years to achieve the goals and objectives of the numerous 
Zer^s responding to these challenges, the CPRC can report that progress contmues to be made 
TiSS^ ACETori^ areas. This progress continues to strengthen U.S. capabilities for countenng 
p'oStion aS^NBC terrorism Id includes: i) the rapid fielding of essential capabilities; u) 
ToSng and focusing interorganizational R&D and acquisition activities; in) ^'^P«ndme 
S^temTon^ cooperative activities; and iv) improving the integratto^ management and oversight 
of activities and programs related to countering proliferation and NBC terronsm. 

Commensurate with the seriousness of the threat. DoD. DOE. and U.S. Intelligence have 
each made serious commitments to enhance national capabilities to counter the prohferation of 
NBCM ^^NBC terrorist threats. The combined DoD and DOE investment m countering ttiese 
i^ea^s^ver $6.4 billion for Fiscal Year (FY) 1999. approximately an 18% increase over the FY 

998 oi^^^^^^^^ billion. DoD's investment in areas strongly related to coun^n.rohfei^on totals 
over $5 9 billion in FY 1999, of which nearly $4 billion is for air and missile defense. This 
Lirs fS^^ las year's investment of just under $4.9 billion (a 20% increase due 
mSy to n"e*es in active drfense-related budgets), reflecting DoD's steady commitment m the 
Te of continuing budget constraints. It must be emphasized that counteiproliferation efforts 

^erag the subLtial investments made in maintaining the r 

infrastmcture necessary to provide for the basic common defen^ of the ^^f^^^"^^^^ 
budcets the bulk of its counterproliferation investment in air and missile defenses (DoD ACE 
pS 4 ^d 7)7^^^^^ monitoring, and verification activiUes of arms control 

SSments (DoD ACE priority 15); maintaining a robust NBC passive defense capability (DoD 
aSo ty 9); ^^^^ and characterizing biological warfare (BW) agents DoD ACE priority 
t)?furS Special Operations Forces (SOF) and defending against P^^^^^^^;^'^-^' 
NBC Sweats (DoD ACE priority 5); and prompt mobile target detection and defeat (DoD ACE 
priority 12). All budget figures in this report arc from the Presidem s Budget. 

DOE continues to increase its investment in nonproliferation activities with $51 5.2 million 
reQuestedforFY1999,up5%overlastyear. As part of its core national nonproliferation 
Zr^ DOE focuses I the tracking and control of nuclear weapons-related matenals and 
components (DOE ACE priorities 1 and 9). supporting the inspection and monitoring of anns 
coZu^ements (DOE ACE priority 5). and defending against and m Jja^ng tiie consequences 
of covert delivery and NBC teaorist threats (DOE ACE priorities 2 and 4 . DOE IS also 

^Intinuinrite t«^^^ development efforts in the detection, identification, and characterization 

rBW^dchll^^^^^^ 

m programs to counter proliferation are discussed in a separately bound "Intelligence Amiex to 
this report. 

Since the May 1997 CPRC report was submitted, the following key activities have been 
undertaken and accomplishments achieved by DoD. DOE. and U.S. Intelligence to enhance the 
^tX^ental respLe to countering NBCM proliferation and NBC terronst threats. 
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Summary of Kev DoD Activities 

• DoD's Counierproliferation Initiative and the Counterproliferation Council The Defense 
Counterproliferation Initiative is the DoD-widc effort to meet the military challenges posed by 
the proliferation of NBC/M. To ensure that DoD's broad counterproliferation policy objectives 
are met and that implementation of the Counterproliferation Initiative is integrated and focused, 
the Secretary of Defense established the Counterproliferation (CP) Council composed of senior 
DoD civilian and military officials in April 1996. 

• DoD 's Counterproliferation Support Program. At the heart of DoD's Counterproliferation 
Initiative is the Counterproliferation Support Program, established in 1994 specifically by the 
NPRC/CPRC to address DoD shortfalls in counterproliferation capabilities. This program, 
currently managed by ATSD(NCB), uses its budget to leverage DoD R&D and acquisition 
programs to meet the counterproliferation priorities of the CINCs and accelerate the deployment 
of enhanced capabilities to the field. Currently, the Counterproliferation Support Program is 
targeting several of the 15 ACEs where leveraged support can be decisive. The 
Counterproliferation Support Program also conducts technology development activities with the 
DOE National Laboratories, U.S. Intelligence, and several DoD agencies and organizations. 

• TIte Counterproliferation CONPLAN 0400 and the CINCs' Counterproliferation Required 
Capabilities. The CJCS*s Counterproliferation CONPLAN 0400, which directs CINC planning 
to implement national level counterproliferation policy, has been coordinated by the Joint Staff 
and is being used by each of the CINCs to develop their own area-specific counterproliferation 
CONPLANs (concept plans). These area-specific CONPLANs are due to the Joint Staff for 
review in August 1998. The CINCs* Counterproliferation Required Capabilities are currently 
being revalidated by the Joint Staff. 

• Implementing the Comprehensive Nuclear Test Ban Treaty (CTBT). Since the establishment 
of the CTBT Preparatory Commission (PrepCom) and the Provisional Technical Secretariat 
(PTS) in early 1997, implementation activity has increased considerably. DoD*s Deputy for 
Nuclear Treaty Programs has kept pace with CTBT implementation by enhancing R&D 
activities to fulfill the President's CTBT Safeguards program; installing Treaty-required 
International Monitoring System (IMS) stations on U.S. territory and working with over 10 other 
Treaty signatories on bilateral cooperative IMS installation projects; advancing the transition of 
the Intemational Data Center to the FrepCom; developing specifications and an international 
tender offer for the Treaty's Global Communications Infrastructure; and continuing to provide a 
wide range of technical support to the PrepCom and PTS. 

• The Quadrennial Defense Review (QDR) and the National Defense Panel (NDP). The QDR, 
issued in May 1997, outlines an overarching defense strategy for the 21'^ century, including 
ensuring preparedness against NBC/M proliferation and NBC terrorist threats. Its tenets are to 
institutionalize counterproliferation as an organizing principle in every facet of military activity 
and internationalize these efforts by encouraging friends, allies, and future coalition partners to 
cooperate with the U.S. in countering these threats. The QDR emphasizes the need for increased 
focus and funding for enhanced capabilities to counter NBC/M threats, including improving the 
CW/B W detection and protection capabilities of U.S. forces and maintaining NMD as a high 
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DoD priority. The NDP report underscores the QDR's findings to improve force protection, 
detection, and active defense capabilities against NBC weapons. 

CoumerproHferationPIus-Up Funding, I" Q^R. the Secretory of Defense di^^^^^ 
billion increase in funding over the Future Years Defense Plan (FYDP, i.e.. FY 1999-2003) to 
address shortfalls in counterproliferation-related capabilities, primarily for proteciuve measures 
against CW threats. The budget issue review team, composed of OSD, Jomt Staff, and mUitary 
department representatives, allocated $732 million for passive defense programs. $146 million 
for counterforce programs, and $87 million for U.S. Special Operations Command 
(USSOCOM) programs. A plamied increase of $35 million for active defense programs was not 

allocated. 

► Ongoing Advanced Concept Technology Demonstrations (ACTDs). To accelerate the fielding 
of advanced technologies and capabilities to counter NBC/M threats, four ACTDs are under 
way i) the first Counterproliferation Counterforce CPl ACTD is enhancmg capabilities for 
defeating CW/BW targets, ranging from soft aboveground facilities to hardened underground 
facilities! with minimal collateral effects; ii) the follow-on Counterproliferation Counterforce 
CP2 ACTD is providing expanded options for defeating hardened and underground NBC/M 
targets while minimizing collateral effects; iii) the Joint Biological Remote Early Warning 
System fJBREWS) ACTD is providing enhanced capabilities for early warmng of BW attacks; 
and iv) the Portal Shield (formerly Air Base/Port) ACTD is improving capabilities for detection 
and warning of BW attacks at fixed facilities. 

. Proposed Restoration Operations ACTD. As a result of the Consequence Management 91 1- 
Bio ACTD the "Chem War 2000" exercise, and a number of studies conducted by the Air Force 
and the Joint Staff, a new "Restoration Operations" ACTD is under development to examine the 
doctrine, tactics, techniques, procedures, and equipment required to recover quickly firom 
CW/BW attacks on ports, airfields, and other fixed sites. 

. Hard. Deeply Buried, and Tunnel Target Defeat Programs. The Joint Service Hard and 
Dceoly Buried Target Defeat Capability acquisition program is analyzing over 60 weapon 
system concepts and plans to recommend a small subset for further development to A^^^^ 
Acquisition Board in October 1998. The Defense Special Weapons Agency (DSWA) Hard 
Target Defeat and Tunnel Defeat Demonstration programs continue to evaluate technology and 
operational needs for detecting, characterizing, and defeating this class of targets. 

. Reprioritized Funding/or USSOCOM. Counterproliferation is a principal mission of 
USSOCOM, and Special Operations Forces may be called upon to enforce U.S. 
counterproliferation policy long before the authorization of direct military action. SOF can carry 
out measures to interdict shipments of NBC weapon-related materials, provide deep 
reconnaissance to locate NBC/M. and conduct precision strikes to «q)ture or neutralize In 

recognition of these capabilities, the Deputy Secretary of Defense has again directed additional 
fVinding to supplement SOF-related budgets over the FYDP. 
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DoD's Force Protection Initiative. Efforts by the CINCs, Services, DoD agencies, and the Joint 
Staff to enhance force protection capabilities (including against NBC weapon threats) for U.S. 
forces worldwide continue. Requirements are being defined, and R&D and equipment needs are 
being coordinated throughout DoD. Force protection site assessments are being conducted by 
DS WA, and 1 00 assessments are planned during 1 998. 

ne Domestic Preparedness Initiative* DoD is the lead federal agency in enhancing local first 
responder capabilities to respond to terrorist incidents involving NBC weapons. Led by 
ASD(SO/LIC), DoD is: i) conducting "Train the Trained' programs for emergency rcsponders in 
the 120 largest U.S. cities; ii) establishing a Joint Chemical Biological Rapid Response Team 
and enhancing the Chemical Biological Incident Response Force (CBIRF); iii) supporting the 
911 -Bio ACTD and other R&D activities to improve consequence management capabilities; iv) 
establishing satellite broadcast training and Chemical/Biological and Stress Management 
Special Medical Augmentation Response Teams for the medical management of CW/BW 
casualties; and v) working closely with the Federal Bureau of Investigation (FBI), the Federal 
Emergency Management Agency, and other federal, state, and local authorities to provide DoD- 
unique NBC response capabilities and expertise to improve overall intergovernmental 
emergency response. 

Key Active Defense Activities. Following a "family of systems" approach, DoD continues to 
press forward in the development and deployment of enhanced systems for active defense 
against ballistic missile, air, and cruise missile threats. Elements of the PATRIOT Advanced 
Capability (PAC-3) system are being deployed, and procurement of additional assets is under 
way. PAC-3 and Navy Area Defense system testing and upgrades development are continuing. 
Theater- wide defense systems and the Airborne Laser are on track to reach their scheduled 
deployment targets. The National Missile Defense program is in the final stages of selecting a 
Lead System Integrator and on track for an FY 2000 deployment decision. As a result of 
congressional plus-up funding, several active defense programs were restructured to accelerate 
their development pace and reduce technical risk through additional testing. 

Key US. Air Force Counterproliferation Activities. The Air Force developed a comprehensive 
Master Plan for Counterproliferation describing its strategy as a force developer and provider by 
assessing capabilities, defining Air Force counterproliferation requirements to support the 
warfighting CINCs, identifying shortfalls and deficiencies across the coimterproliferation 
mission spectrum, and prescribing measures to correct them. The Counter Chemical and 
Biological Warfare Roadmap was developed to further define Air Force counterproliferation 
capabilities. Based on CINC war game results, three new studies were initiated: Counter 
Chemical and Biological Warfare Operations Counterforce, Sustaining Air Mobility Operations 
in a WMD Environment^ and Fighting the Base. To address one important shortfall^ the Air 
Force has undertaken concept exploration to identify the most promising alternatives to 
neutralize or defeat CW/BW agents while minimizing collateral damage and effects. The Air 
Force also established two integrated process teams (IPTs): the NBC Ability-to-Survive-and- 
Operate IPT and the Nuclear and Counterproliferation IPT. 

The Joint Vaccine Acquisition Program for Biological Defense. The need to produce vaccines 
at a pace rapid enough to match any anticipated battlefield demand is a high CPRC and CINC 
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priority. A solid acquisition strategy based on comprehensive analyses is in place, and a 10-year 
prime systems contract to develop and procure Food and Drug Administration (FDA)-licensed 
vaccines to protect U.S. forces from BW agents was awarded in November 1997. Inoculation of 
active duty and reserve forces with a commercially available. FDA-licensed anthrax vaccine is 
under way. 

• Science and Technology Strategic Planning for Counterproliferation. The strategic planning 
process for DoD's science and technology (S&T) program was enhanced again this year with the 
issuance of Dob's Hard Joint Warfighting S&T Plan. "Chemical/Biological Warfare Defense 
and Protection" and "Counter Weapons of Mass Destruction" are two of the ten Joint 
Warfighting Capability Objectives identified in the plan. The Joint Warfighting S&T Plan is 
incorporated into the Defense Planning Guidance, and its Joint Warfare Capability Objectives 
receive funding priority in DoD's FYDP. 

• Other Key DoD Activity and Program Accomplishments, Well over 100 DoD programs are 
strongly supporting national efforts to counter NBC/M proliferation and NBC terrorist threats. 
Over the past four years, substantial progress has been made in these programs and other 
activities to improve fielded counterproliferation, nonproliferation. and NBC counterterrorism 
capabilities and to establish the necessary groundwork for continued advances. Selected 
accomplishments of these activities and programs are highlighted in Table 2. 



Summary of Kev DOE Activities 

• Chemical and Biological Agent Detection R&D. This program was established at 
congressional direction in recognition of the Department's significant expertise in the chemical 
and biological sciences resident at the National Laboratories. The development and selection of 
R&D projects is closely coordinated with DoD and U.S. Intelligence. Projects have been fiinded 
based on the Laboratories' expertise and potential to address CW/BW military defense needs 
and the consequence management needs of civilian first responders. 

• Detecting and Characterizing Worldwide Production of Nuclear Materials and Weapons. 
DOE continued development of complementary active and passive remote sensing technologies 
to detect and characterize foreign nuclear materials production activities. Acquisition of special 
nuclear materials is the most important step in nuclear weapons proliferation. Therefore, the , 
ability to detect the processes associated with the production of special nuclear materials is a 
critical proliferation prevention capability, arid the ability to detect such production remotely is a 
powerful deterrent. A highlight during the past year was tiie ground-based demonstration of a 
hyperspectral infrared imaging spectrometer to detect and identify proliferation-related effluents. 

• Monitoring Worldwide Nuclear Testing. DOE continues to develop ground-based technical 
methods specifically intended to support tiie CTBT IMS. By providing critical forensic data and 
unequivocal proof of a nuclear detonation, radionuclide monitoring techniques serve as an 
important tool for CTBT verification. DOE developed an automated radioiiuclide particulate 
detector that was commercialized by the Air Force. The detector system was delivered to the 
Air Force in January 1998. The prototype of an automated xenon gas detector will be delivered 



ES-7 



Table 2: Highlights of DoD's Response to the Counterproliferation ACEs 



DoD ACE Priority 


Selected Accomplishments in DoD Counterproliferation Programs 


1. Detection, Identification, and 
Characterization of BW Agents 


• Developing the Joint Biological Point Detection System for all Services 

• Accelerated development oT advanced early warning BW agent detection systems 

• Continuing the Portal Shield ACTD and the JBREWS ACTD 

• Continuing production of the Biological Integrated Detection System P31 to equip a second Army 
BW detection company 


2. Detection, Characterization, and 
Defeat of NBC/M Facilities with 
Minimal Collateral Effects 


• Conducted integrated sensor, weapon, and targeting tool field tesu for NBC/M and underground 
facility defeat and collateral effects mitigation as part of the Counterproliferation CP 1 ACTD 

• Initiated the follow-on Counterproliferation Counterforce CP2 ACTD 

• Agent defeat weapons system concepts collected from industry and DoD/DOE labs for evaluation 


3. Detection, Characterization, and 
Defeat of Underground Facilities 
with Minimal Collateral Effects 


• Initiated the joint DSWA/DIA Tunnel Defeat Demonstration Program* integrating intelligence, 
operational, and acquisition priorities for tunnel defeat 

• See ACE #2 entries above 


4. Ballistic Missile Active Defense 


• Several programs restructured to accelerate acouisition and reduce technical risk 

• Successful flight tests for PATRIOT PAC-3 missile and NMD kill vehicle concepts 

• Airborne Laser successfully completed PDRR Program Requirements Review and scaled laser 

• TH AAD and Airborne Laser components exercised in various field exercises 

• Navy initiated actions to accelerate Navy Area TBMD ship deliveries within FYDP 

• National Missile Defense elevated to Major Defense Acquisition Program and Lead System 

InlrorAfnr mntrnctnr t(i he ulfrcted in Mav 

• SBIRS-High EMD contract for 5 satellites awarded and Preliminary Design Review completed 

• Theater ballistic missile defense lower-tier system procurement transitioned back to BMDO 


5 . Support for Special Operations 
Forces and Defense Against 
Paramilitary^ Covert Delivery, 
and Terrorist NBC Threats 


• Continued development of specialized technologies and equipment prototypes to assist SOr and 
Explosive Ordnance Disposal teams in countering CW/BW threats 

• Enhanced coordination of Joint Service exercises and readiness sustainment activities 

• Formed organizational structure and initiated facility assessments to enhance U.S. force protection 


6. Provide Consequence 
Management 


• Improved the Marine Corps Chemical Biological Incident Response Force 

• Provided consequence management training for First Responders to respond to CW/BW attacks 

• Provided satellite broadcast traininaon medical management of BW casualties 

• Establishina resional Army SpeciatMedical AuxmenUtion Response Teams 


7. Cruise Missile Defense 


• Technology sharing and synergy with ballistic missile defense programs is continuing 


8. Collection, Analysis, and Dis- 
semination of Actionable Intelli- 

^ence lo v^ounicr rruiiicraiiuii 


• Athena counterproliferation intelligence "information space'' under development to support 
mission planning and operations 

• See the Intelligence Annex to this report for additional programs 


9. Robust Passive Defense to 
Enable Sustained Operations on 
the NBC Battlefield 


9 Continued deployment of critical NBC detection and warning, individual and collective 
protection, and decontamination systems for use throughout tiie battlespace 

• Continuinff advances in CW/BW medical defense RDT&E 

• Additional funding for CW/BW defensive equipment to meet operational requirements 


10. B W Vaccine RDT&E and 
Production to Ensure Stockpile 
Availability 


• Prime systems contract awarded in November 1997 for the Joint Vaccine Acquisition Program 

• Fulfilled DoD prescribed stockpile level of anthrax vaccine 

• Decision to vaccinate U.S. forces against anthrax; vaccinations under way 


\ 1 .Target Planning for NBC/M 
Targets 


• User acceptance of integrated target planning and weaponeering tools by CINC USEUCOM for 
use in Bosnia as part of Operation Joint Endeavor along with other upgrades from the CPI ACTD 

• CW/BW agent defeat assessment tools under development 


l2.Prompt Mobile Target Detection 
and Defeat ^ 


• Development of a foliage penetrating radar and other sensors to defeat camouflage, concealment 
and deception; new capabilities for near real-tinne exploitation of wide area iniagery 

• Demonstrated operational utility of C4I systems for rapid dissemination of intelligence to users 


13. Detection, Tracking, and Protec- 
tion of NBC/M and NBC/M-Re- 
lated Materials and Components 


• Deployment of prototype Specific Emitter Identification System for identifying ships at sea 
suspected of transporting NBC/M or related materials; fleet integration via upgrades of existing 
signal processors with an SEI capability scheduled for FY 1999. 


14 ^iinnnrt Fvnort Cnntrol 

Activities of the U.S. 
Government 


• Reviewed over 21,000 export license applications for military and dual*use technologies 

• Enhanced the ''Wassenaar Arrangement,*' a new multinational export control framework 

• Militarily Critical Technologies List Part U, WMD Technologies, published 


15. Support Inspection and 
Monitoring Activities of Aims 
Control Agreements and 
Regimes 


• Helped Ukraine, Belarus, and Kazakhstan to become non-nuclear weapons states 

• Technology R&D for CW/BW arms control treaty implementation, monitoring, and verification 

• Continuedinspection, monitoring, and escort support for NBC weapon arms conu-ot u-eaties 

« Eliminated 84 SLBM launchers, dismantled 255 ICBMs and 37 heavy bombers, and sealed 1 1 7 of 
194 nuclear weapons test nannels and bore holes in FSU states 

• Consolidated funding of R&D programs under DSWA to improve CTBT implementation 

• Continued development of a ^lotnTcontinuous threshold monitoring network and data fusion 
knowledae base and communications network for CTBT verification 
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to the Air Force and follow the same path for commercialization during FY 1998. Both detector 
systems will be available for use by the CTBT IMS. 

• Securing Nuclear Materials in Russia and States of the Former Soviet Union (FSU). 
Material protection, control, and accounting (MPC&A) cooperation is now under way at over 50 
sites across Russia and the FSU states, providing improved security for approximately 650 
metric tons of weapons-useable nuclear material (i.e., in the form of metals, oxides, solutions, 
and scrap). This is enough material to produce over 40,000 nuclear weapons. Cooperation now 
includes virtually all known sites possessing such materials. The program anticipates 
completing upgrades at these sites by the end of 2002. 

. Initiative for Proliferation Prevention with Russia and FSU States. The main objectives of 
this program are to identify and develop nonmilitary applications for defense technologies and 
create long-term jobs for FSU weapons scientists and engineers. To date, more tiian 375 
projects have been initiated, including over 300 laboratoiy-to-laboratory projects and over 75 
industiy cost-sharing projects. About 85% involve institutes in the Russian Federation. While 
emphasis remams on nuclear technology, the scope of the program includes chemical and 
biological technologies as well. Because of this program, more than 3,000 former weapons- 
related technical personnel are now engaged in non-wcapons-related projects involving 
materials science, biotechnology, instrumentation, and medical isotopes. 

. Strengthening the Nuclear Nonproliferation Regime, DOE's efforts have helped to promote 
adherence to tiie Nuclear Non-Proliferation Treaty (NPT). increase the effectiveness and 
efficiency of the International Atomic Energy Agency (IAEA), and promote regional 
nonproliferation measures. DOE, with support from the National Laboratories, provides 
equipment, technologies, and expertise to the United Nations Special Commission (UNSCOM) 
on Iraq and the IAEA that assist in monitoring and performing intrusive inspections m Iraq and 
North Korea for verifying compliance with the NPT. 



Summary of Kev 11.S. Int elligence Activities 

Many of U.S. Intelligence's activities cannot be described in tiiis unclassified setting. The 
classified Intelligence Annex to this report contains a more thorough discussion of the activities 
and successes of U.S. Intelligence. 

• Intelligence Community Support for Counterproliferation. In response to the CJCS's 
Missions and Functions Study and the Counterproliferation CONPUN0400, U.S. Intelligence 
continues to work closely with the Joint Staff in support of the CINCs. The Defense Intelligence 
Agency's (DIA) Office for Counterproliferation Support, the Joint Staffs (J-2. Intelligence) 
executive agent for counterproliferation issues, continues to implement its CJCS-approved 
Military Intelligence Action Plan. 

• Strategic Planning Process. U.S. Intelligence, through its corporate strategic and evaluation 
planning process, continues to develop new initiatives to support efforts to counter proliferation. 
This ongoing process contributes to Uie National Needs Process and tiie National Foreign 
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Intelligence Program, the Joint Military Intelligence Program, and the Tactical Intelligence and 
Related Activities Program and Planning Guidance. A major benefit of this effort has been the 
placement of a number of DoD personnel within the DCrs Nonproliferation Center. This has 
helped integrate intelligence support into DoD counterproliferation needs and actions. U.S. 
Intelligence continues to expand its relations with law enforcement officials to assist in 
developing initiatives to counter proliferation. The FBI and U.S. Customs Service, for example, 
have assigned senior agents to the Nonproliferation Center to assist in this endeavor. 

• Operational Planning Process. DIA is linking counterproliferation intelligence production 
more directly to the CINCs' planning process. DIA is taking guidance from the Joint Strategic 
Capabilities Plan and direction from the CINCs* J-2s, J*3s (Operations), and J-Ss, enabling U.S. 
Intelligence to more clearly define and satisfy the intelligence requirements necessary to support 
CINC counterproliferation contingency planning and operations. 

• Intelligence Successes. Some intelligence successes that can be described here include: 

• Support to State Department efforts providing actionable intelligence to UNSCOM's 
inspection and monitoring activities in Iraq; 

• Continued efforts to provide law enforcement officials with indicators that C W and BW 
are about to be used; 

• Support to congressional committees, including a report that reviewed and evaluated 
nonproliferation programs in the National Foreign Intelligence Program FY 1998 budget 
submission; and 

• Refining a detailed set of information needs, known as, Nonproliferation: Compendium 
of Country-Specific Priority Intelligence Needs and Actions, to guide intelligence 
collection and analysis. 



CPRC Findings and Recommendations 

The CPRC finds, as evidenced by the numerous program and activity accomplishments 
cited in this report, that the seriousness of NBC/M proliferation and NBC terrorist threats, and the 
need to enhance capabilities to counter them, are recognized throughout DoD (including OSD, the 
Joint Staff, Services, and CINCs), DOE, and U.S. hitelligence, "Countering proliferation^' is now 
an established and institutionalized priority within each of the CPRC-represented organizations. 
The development of capabilities to counter NBC terrorist threats is also beginning to receive added 
attention throughout DoD, DOE, and U.S. hitelligence. These efforts reflect the President's firm 
conmiitment to stem NBC/M proliferation and negate terrorist NBC threats. Moreover, as 
decision makers, policy makers, and warfighters continue to reprioritize their nonproliferation, 
counterproliferation, and NBC counterterrorism policy and strategy objectives, the CPRC will 
continue to review related DoD, DOE, and U.S. Intelligence activities and programs to ensure that 
they continue to meet evolving needs and requirements; The CPRC's recommendations for 1998 
are summarized in Figure 1 and discussed below. 



ES-IO 



1998 CPHC Heptirt to Congress 



1998 




• V|^pi^V9 thf President's FY 1|9| 
brganizs^ons Addressing ksyMdi 
and NBC terrorism 

• Continus to Address tiie Needs and l^equirements for Countering 
Proilferation and NBC Terrorisfn as Hl|ti Priority Jtfms in ^nual 

. Budget Dwe|opmentProcesiiiV;;'V::y^^^^ \^::'^■;:"•'■;>^^: 

• Continue Close Coordination of R^D and Acquisition Activities and 
Programs among DoD, DOE, and U.S. Intslilgence, Including the 
Continuation of Working Groups in the Following Areas: 

• Establishing validation standards for NBC hazard pirsdiction inodsis 

• Intsgratsd RiD planning for advanced hyperVuttra-^psetral CWmW detectors 

• .Integrated R40 and acquisition planning for unattended grouhd sensors 

• Expand International Cooperative Activities and Engage International 
Partners In Countering Global NBC/M Proliferation and NBC Terrorist 
Threats 

• Review and Reprioritize the Counterprollferation ACEs to Reflect 
Progress and Newly Emerging Priorities 



Figure 1. CPRC Recommendations for 1998 

The FY 1 999 President' s budget addresses priority activities and programs for countering 
NBC/M proliferation and NBC terrorism. Therefore, the CPRC recommends that the FY 1999 
President 's budget for each of the CPRC-represented organizations be authorized and 
appropriated by the Congress. 

Countering proliferation and NBC terrorism are challenges that will have to be addressed 
for the foreseeable future. Although the activities and programs proposed in the FY 1 999 
President's budget will continue to produce substantial progress in national capabilities to counter 
NBC/M proliferation and NBC terrorist threats, areas of capability shortfall will remain. 
Therefore, the CPRC directs each represented organization to continue to address 
nonproliferation. counlerproliferation, and NBC couunterterrorism needs and requirements as 
high priority items in their FY 2000 and out-year budgets. In light of the CPRC's fmding that the 
need to enhance U.S. national capabilities to counter proliferation is established and 
institutionalized within the DoD, DOE, and U.S. Intelligence, the CPRC has not identified specific 
programmatic options for FY 2000. The CPRC expects the normal budget development processes 
of each CPRC-represented organization to be adequate to ensure a robust, integrated program for 
countering proliferation and NBC terrorism and satisfy congressional direction to formulate future 
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programmatic options. However, key areas for progress addressing certain specific aspects of the 
ACE priorities have been identified for special consideration during budget development activities 
(see Section 9, Table 9.2). 

The CPRC recommends a continuation of the close coordination of counterproliferation- 
related R&D and acquisition activities and programs among DoD, DOE, and U.S. Intelligence. 
To this end, the CPRC directs the CPRC Standing Committee to continue to maintain its 
interorganizationa] coordination and oversight of R&D and acquisition activities and programs to 
ensure that the integrated response of DoD, DOE, and U.S. Intelligence in meeting the ACE 
priorities, which has characterized their cooperation to date, continues. 

Last year, the CPRC established Working Groups in three specific areas where improved 
interorganizational coordination can improve the efficiency, cost-effectiveness, and responsiveness 
of R&D and acquisition activities. These Working Groups are actively working toward: i) 
establishing and implementing 'Validation standards" for NBC weapon effects dispersion and 
hazard prediction models; ii) developing a user/developer integrated cooperative R&D plan for 
advanced state-of-the-art active/passive hyper-/ultra-spectral sensors for chemical and biological . 
detection to improve coordination and synergize the efforts of the ongoing R&D activities of the 
CPRC-represented organizations; and iii) developing a user/developer integrated R&D and 
acquisition plan for unattended ground sensors to improve cooperation within the developer 
community and enhance prospects for user acceptance and "buy-in** of this maturing technology. 
The Working Groups have made progress in pursuing their goals and objectives, including, in 
particular, improving user involvement in the R&D/acquisition process. The CPRC recommends 
that these Working Groups continue their activities, working closely with the Nonproliferation and 
Arms Control Technology Working Group (NPAC TWG) R&D Focus Groups and other 
appropriate interagency and departmental entities, until their objectives have been met or until the 
CPRC is satisfied that their functions can be assumed by the appropriate R&D/acquisition 
authorities. 

Recognizing the global nature of NBC/M proliferation and NBC terrorist threats, the 
CPRC recommends continuing the development of international cooperative efforts to counter 
these threats by expanding existing cooperative activities in R&D, proliferation prevention, and 
NBC counterterrorism being conducted by DoD, DOE, and U.S. Intelligence and by working with 
the policy community to engage international partners to participate in cooperative R&D and 
acquisiton efforts in the future. The CPRC's inmiediate goal is to facilitate a broad interagency 
discussion among CPRC-represented organizations to encourage the establishment of additional 
international cooperative R&D efforts (beyond NATO), while expanding existing cooperative 
efforts, and, eventually, to explore possibilities for establishing joint acquisition programs. The 
CPRC continues to encourage and endorse cooperation with our international partners through 
joint activities and programs, including international information-sharing conferences and outreach 
programs addressing the threats of NBC/M proliferation and NBC terrorism. 
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The CPRC, through its Standing Committee, will continue to review and update the 
counterproliferation ACEs, reprioritizing them as required This process is central to ensure that 
the ACEs continue to reflect the integration of CINC warfighting required capabilities and the 
overarching national security policy and strategy objectives they support. Updated and relevant 
ACEs assist the CPRC in meeting its program review responsibilities, while improvmg the tocus 
of future programmatic and managerial efforts among the CPRC-represented organizations to 
counter NBC/M proliferation and NBC terrorist threats. 
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1. Introduction and Overview 

In this section the purpose, duties, responsibilities, and statutory reporting requirements of 
the Gounterproliferation Program Review Committee (CPRC) are described. Definitions of key 
terms used in this report are provided, including a definition of the scope of the CPRC s activity 
and program review responsibilities. The multi-tiered response and operational objectives 
required to counter the proliferation of nuclear, biological, and chemical (NBC) weapons and their 
means of delivery, including NBC terrorist threats, are discussed to provide some background and 
context for the activity and program descriptions that make up the bulk <>f,*J« «POrt-./»naUy. *e 
new counterproliferation Areas for Capability Enhancements (ACEs) for 1998. modified smce the 
1997 CPRC report, are described. 



1.1 nescription and Purpose of th e CPRC 

This is the fifth annual report of the CPRC, chartered by Congress to report on the 
activities and programs of the Department of Defense (DoD) (which includes the Office of the 
Secretary of Defense (OSD) and the Joint Chiefs of Staff (JCS)), Department of Energy (DOE), 
and U.S. Intelligence related to enhancing U.S. capabilities to counter the proliferation of NBC 
weapons of mass destruction ( WMD) and their means of delivery (NBC/M). 

1 1.1 The Counterproliferation Program Review Committee. Section 1605 of the 
National Defense Authorization Act (NDAA) for Fiscal Year (FY) 1994 (Public Law No. 103-160, 
107 Stat. 1845, November 1993) established the Nonproliferation Program Review Committee • 
(NPRC) and requested the Secretary of Defense to submit a report to Congress concerning 
nonproliferation activities of Executive Branch agencies. The NPRC issued its findings m a May 
1994 Report to Congress entitied Report on Nonproliferation and Counterproliferation Activities 
and Programs. Congress modified the charter of tiie NPRC in Section 1502 of the FY 1995 
NDAA (Public Law No. 1 03-337, 1 08 Stat. 291 4. October 5, 1 994), replacing the NPRC with the 
CPRC and focusing its review responsibilities on nonproliferation and counterproliferation 
activities and programs of DoD, DOE, and U.S. Intelligence. The CPRC is chaired by the 
Secretary of Defense and composed of the Secretary of Energy (as Vice Chair), the Director of 
Central Intelligence (DCI), and the Chairman of the Joint Chiefs of Staff (CJCS). The CPRC s 
membership is indicative of the high level, interdepartmental response necessary to achieve 
national nonproliferation and counterproliferation policy and strategy objectives to counter ttie 
proliferation of NBC/M and NBC terrorism. 

In the 1997 NDAA (Section 1309 of Public Law No. 104-210. 110 Stat. 2710, 1996). 
Congress extended the authority of the CPRC until the year 2000 and designated tiie Assistant to 
the Secretary of Defense for Nuclear and Chemical and Biological Defense Programs 
(ATSD(NCB)) as tiie Executive Secretary of the CPRC. It also amended the purposes of the 
CPRC to include ensuring the development and fielding of technologies and capabilities "/o 
negate paramilitary and terrorist threats involving weapons of mass destruction:' In addition, tiie 
Deputy Secretary of Defense was designated by tiie Secretary of Defense, in a memorandum dated 
November 1996, to perform the duties, consistent with the CPRC's charter, of tiie Chairman of the 
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CPRC. This action served to equalize the level of representation of CPRC principals among the 
CPRC -represented organizations, particularly regarding DoD, where the Deputy Secretary chairs 
DoD's internal Counterproliferation Council (see subsection S.1.3). The CPRC Standing 
Committee was also established in November 1996 by the CPRC. The Standing Conmiittee 
enables the CPRC to be more proactive in fulfilling its responsibilities under the law. It meets 
regularly and is actively working to perform the duties and implement the recommendations of the 
CPRC. The Standing Committee is composed of the ATSD(NCB) (as Chair); the Director, Office 
of Nonproliferation and National Security^ DOE (as Vice Chair); the Special Assistant to the DC! 
for Nonproliferation; the Deputy Director for Strategy and Policy, Joint Chiefs of Stalff (Plans and 
Policy, J-5); and, in recognition of the new statutory role of the CPRC in counterterrorism 
activities, the Assistant Secretary of Defense for Special Operations/Low-Intensity Conflict 
(ASD(SO/LIC)). 

It should be noted that the Defense Reform Initiative (DRI), currently being implemented 
within DoD, calls for the elimination of the ATSD(NCB) position. While implementation of the 
DRI is under way, many aspects of the reorganization remain in development and have yet (at the 
time of this writing) to be finalized. Nevertheless, the Deputy Secretary of Defense is working to 
ensure that appropriate DoD officials will continue to support the CPRC and its Standing 
Committee consistent with the CPRC's congressional charter. Additional details regarding the 
DRI may be found in subsection 5. 1 .2. 

Dudes and Responsibilities. The CPRC is directed by Congress to: i) identify and review 
existing and proposed capabilities and technologies for supporting U.S. counterproliferation policy 
and efforts, including efforts to stem the proliferation of NBC/M and negate paramilitary and 
terrorist NBC threats; ii) prescribe requirements and priorities for the development and 
deployment of effective capabilities and technologies; iii) identify deficiencies in existing 
capabilities and technologies; iv) formulate near-term, mid-term, and long-term programmatic 
options for meeting identified requirements and eliminating deficiencies; v) establish priorities for 
programs and optimize funding for capability and technology development; vi) identify and 
eliminate undesirable redundancies or uncoordinated efforts in the development of such 
technologies and capabilities; vii) encourage and facilitate interagency and interdepartmental 
funding of programs; viii) ensure integration of DOE programs into the operational needs of DoD 
and U.S. Intelligence through technology demonstrations and prototype development; and ix) 
annually assess committee actions and the status of committee reconmiendations and report their 
findings to Congress. Excerpts from the 1994, 1995, and 1997 NDAAs establishing and defining 
the authority and responsibilities of the CPRC are provided in Appendix A. 

LL2 CPRC Annual Reporting Requirements. Congress directed the Secretary of 
Defense to submit to Congress, not later than May 1'^ of each year, a report of the fmdings of the 
CPRC. Congress specified that the report contain the following information: i) a complete list, by 
specific program element, of the existing, planned, or newly proposed capabilities and 
technologies reviewed by the CPRC; ii) a complete description of the requirements and priorities 
established by the CPRC; iii) a comprehensive discussion of the near-term, mid-term, and long- 
term progranunatic options formulated by the CPRC for meeting the CPRC's requirements and for 
eliminating identified deficiencies, including the annual funding requirements and completion 
dates established for each such option; iv) an explanation of the recommendations made by the 
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CPRC together with a full discussion of the actions taken to implement them; v) a discussion and 
assessment of the status of each CPRC recommendation during the fiscal year preceding the fiscal 
year in which the report is submitted; vi) identification of each specific DOE program that the 
Secretary of Energy plans to develop to initial operating capability (IOC) and each such program 
that the Secretary does not plan to develop to IOC; and vii) for each new technology program 
scheduled to reach operational capability, a recommendation from the CJCS that represents the 
views of the Commanders-in-Chief (CINCs) of the unified and specified commands regarding the 
utility and requirement of the program. This report is in response to that request. 

Since 1 995 the CPRC has submitted an annual report to Congress on May l" of each year 
detailing its findings and recommendations. (The first NPRC report was published in May 1994.) 
The 1996, 1997. and 1998 (pending) reports are available on the World Wide Web as part of 
DoD's ACQ Web site at http://www.acq.osd.mil/cp. 

l.U Definitions. In this report, "proliferation" refers to the spread of nuclear, biological, 
and chemical weapons and their means of delivery (denoted "NBC/M") - commonly referred to as 
weapons of mass destruction (i.e., "WMD"). There is still no universal and consistent use of terms 
to designate these weapons either within or among the CPRCrepresented organizations. In this 
report the term "NBC/M", defined above, will generally be used because of its greater specificity 
(compared to the term "WMD") and because it serves to emphasize the important distinctions that 
exist between nuclear, biological, and chemical weapons and in the corresponding means required 
to counter them. Nevertheless, the term "WMD" is still used occasionally in the report, 
particularly when referring to counterproliferation- and counterterrorism-related policy and 
strategy objectives (where the term is fi-equently used). It should also be noted that the term 
"nuclear weapons" is meant to include radiological weapons as well as the more familiar large 
energy yield nuclear fission/fusion weapons. 

1.1.4 Scope of the Report. In addition to countering NBC/M, this report also deals with 
the technologies and capabilities to defeat the infrastructure elements required to support the 
production, storage, and deployment of NBC weapons and their delivery systems, in particular 
ballistic and cruise missiles. Technologies and capabilities to negate paramilitary and terronst 
NBC threats are also addressed. The report focuses on existing and emerging proHferant states, 
but also considers the proliferation of NBC/M fi-om China, certain states of the former Soviet 
Union (FSU), and Third World nations. 

DoD, DOE, and U.S. Intelligence (i.e., the "intelligence community") are responsible for a 
wide variety of tasks to prevent, deter, and counteract NBC/M proliferation and NBC terrorism. 
The specific responsibilities of DoD, referred to as "counterproliferation" and "combating 
terrorism" (which includes "counterterrorism" and "anti-terrorism"), span the spectrum from 
military operations and warfighting to supporting diplomatic efforts and include: i) supporting 
proliferation prevention and intelligence activities; ii) implementing and verifying anns control 
treaties; iii) deterring the use of NBC weapons; iv) defending against NBC/M; v) enabling 
effective operations in the presence of NBC/M; and. should it become necessary, vi) maintaining a 
robust capability to find and destroy NBC weapon deliveiy forces and their supporting 
infrastnicture elements with minimal collateral effects. DoD's roles in combating terrorism 
include: i) protecting U.S. forces from paramilitary and terrorist threats (generally referred to as 
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"anti-terrorism"); ii) supporting interagency counterterrorism activities; iii) working with federal, 
state, and local authorities to support "First Responded emergency response teams (i.e., those first 
on the scene); and iv) providing consequence management assistance in incidents involving NBC 
weapons. 

DOE'S "nonproliferation'' responsibilities include activities and programs in nuclear 
proliferation prevention, intelligence support, treaty monitoring, countering terrorism, and 
technology development to support these responsibilities. DOE*s extensive expertise in the 
chemical and biological sciences residing in the National Laboratories is leveraged to improve 
passive defenses against the use of chemical and biological warfare (CW/BW) agents. In addition 
to countering CW/BW teirorism, DOE's coimterterrorism role includes providing the Nuclear 
Emergency Search Team (NEST) to respond to acts of nuclear or radiological terrorism. 
Components of both DoD and DOE provide valuable assistance supporting the lead role of the 
Federal Bureau of Investigation (FBI) in handling NBC counterterrorism activities in the U.S. The 
activities and programs of U.S. Intelligence for "countering proliferation'* summarized in this 
report and in the companion "Intelligence Annex*' (separately bound), address the broader 
intelligence efforts necessary to prevent, detect, and react to the proliferation of NBC/M and NBC 
terrorism, 

1.1.5 Scope of Programs Reviewed by the CPRC. The CPRC reviews those DoD, DOE, 
and U.S. Intelligence programs strongly related to countering proliferation and NBC terrorism. In 
the past, the CPRC defined these programs as those research and development (R&D), acquisition 
(including procurement), and Operational and Maintenance (O&M) programs that were: i) 
established and implemented in resj)onse to and consistent with NPRC/CPRC recommendations 
and that, if eliminated, would necessitate significant modification of the CPRC-endorsed 
initiatives to achieve the recommended improvements in capabilities outlined in previous 
NPRC/CPRC reports to Congress; and ii) other programs strongly related to countering 
proliferation and NBC terrorism that directly address the counterproliferation ACE priorities. (See 
Section 1.3 below.) Beginning with last year's report, the CPRC is including military construction 
(MILCON) programs that are strongly related to countering proliferation and NBC terrorism and 
that directly support ACE fulfillment. 

In general, existing and ongoing DoD, DOE, and U.S. Intelligence programs strongly 
related to countering proliferation and NBC terrorism include those R&D, acquisition, and 
selected O&M and MILCON programs that are directly related to the counterproliferation ACEs 
and that support the counterproliferation functional areas and the operational objectives for 
countering NBC/M proliferation and NBC terrorism defined in Section 1.2 below. 

It should be noted that general purpose defense and defense infrastructure programs, such 
as acquisition programs for the various military weapon delivery platforms, are not considered to 
be strongly related to counterproliferation because they contribute to the basic capabilities of U.S. 
military forces that underiie all military capabilities, not just those associated with countering 
NBC/M proliferation and NBC terrorist threats. U.S. nuclear forces are also not included in the 
CPRC*s review because of their fundamental role in ensuring the basic deterrence strategy of the 
United States, which transcends U.S. counterproliferation policy. Such acquisition programs 
would still continue largely unaffected should NBC/M proliferation threats suddenly disappear. 
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Figure 1.1 Countering Proliferation: A Multi-Tiered Approach 




supporting export control activities; assisting in the identification of potential proliferants 
before they can acquire or expand their NBC/M capabilities; and, if so directed by the 
National Command Authority, planning and conducting interdiction operations; 

• Strategic and Tactical Intelligence - to provide to policy and operational organizations 
actionable foreign intelligence on the identity and characterization of activities of existing 
or emerging proliferant states and groups to support U.S. efforts to prevent the acquisition 
of NBC/M weapons and technology, cap or roll back existing programs, deter weapons 
use, and adapt military forces and emergency assets to respond to these threats; 

• Battlefield Surveillance - to detect, identify, and characterize enemy NBC/M forces and 
associated infrastnicture elements (using DoD and intelligence assets) in a timely manner 
to support combat operations, such as targeting and mission/strike planning activities, and 
provide timely post-strike battle damage assessment (BDA); 

• Counterforce - to target (using battlefield surveillance and other intelligence assets) plan 
attacks, deny, interdict or destroy, and rapidly plan and conduct restrikes as necessai^ 
against hostile NBC/M forces and their supporting infiastnicture elements while 
minimizing collateral effects; ^ 

• Active Defense - to protect U.S., allied, and coalition forces and noncombatants by 
intercepting and destroying or neutralizing NBC weapons delivered by ballistic missiles 
cruise missiles, multiple launch rocket systems, artillery, and aircraft while minimizing ' 
collateral effects that might arise during all phases of intercept; 

• Passive Defense ~ to protect U.S., allied, and coalition forces against NBC weapons 
effects associated with NBC/M use, including measures to detect and identify NBC 
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aaents individual and collective protection equipment for combat use NBC medical 
^itn^e vaccines for BW defend, and NBC decontamination technolog.es; and 

. Countering Paramilitary, Covert Delivery, and Terrorist NBC Threats - to protect 
Su^l^d civilian perTonnel. facilities, and logisti^^^^^ 
r^cu7class of NBC threats and manage the consequences of these threats both m the 
U.S. and abroad. 

The activity and program descriptions provided in Sections 5 through 8 of the import are generally 
organized with respect to these basic functional areas. 

1.2.2 Operational Objectives. To meet mission objectives for countering P~Wer»tion 
and ensurine that related interdepartmental R&D and acquisition programs lead to deployed 
^IbSs that^ requirements of the combatant CINCs, key operational objectives have 

S^^S f^ed by^^^^ I I for each counterproHferation functional 

When shSs are identified, CPRC-endorsed initiatives will be established to improv. 



Table 1.1: CPRCIdentified Operational Objectives for Countering Proliferation 



Counterproliferation 
Functional Area 


Objectives 1 

1 Effective and Cooperative Interagency Support in Export Controls. Treaty | 
Verification, and Inspection Support - * 1 

i Detection, Tracking, and Protection of NBC/M-Associated Materials. 
Components, and Technologies 1 

• Effective and Timely Data Correlation and Fusion _ 1 


• Proliferation Prevention < 

i 


j • Strategic and Tactical 
1 Intelligence 


• Accurate. Comprehensive. Timely, and Actionable Foreign IntelHgeocc m 1 
Support of National Strategy for Countering Proliferation 1 

• EffectiveH'imelv Dissemination of Operational Intelligence to Users 1 


1 • Battlefield Surveillance 


• Accurate NBC/M Target Identification and Characterization 1 

• Time-Urgent Response and Situational Awareness Support 1 

• Prompt. Reliable Post-Strike Damage Assessment and BDA 1 

• High Kill/NeutraUzation Probability against Hardened, Underground, and Mobile 

NBC/M Targets r *• 1 

• Collateral EffecU Characterization, Minimization, and Neutralization I 

• Time-Urgent Response 1 

• Prompt Targetine and StrikeAlestrike Planning — _ 1 


1 • NBC/M Counterforce 


1 • Active Defense 


• Cost-Effective, Wide Area, Low Leakage Active Air ana Missile Defenses 

• Collateral Effects Minimization/Neutralization — J 


1 • Passive Defense 


• Prompt. Accurate NBC Agent Detection, Identification, and Early Warning 1 
. Individual and Collective Protection, Decontamination. Medical Response, and 

Post Exposure Therapies that Minimize Casualties, Performance Degradation, 
and Operational and Logistical Impacts 

• A vailabilitv of Effective BW Vaccines J 


1 • Countering Paran\ilitaiy, 
1 Covert Delivery, and 
1 Terrorist NBC Threats 


• Joint Interagency Readiness against NBC Threats in the U.S. and Overseas 

• Prompt, Effective World-Wide Response | 

• Timely and Effective Consequence Management 
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U.S. capabilities in a timely manner by accelerating the fielding of technologies and capabilities 
that satisfy the operational requirements of the CINCs and other U.S. government organizations. 

1.3 The 1998 Counterproliferation ACE« 

EvotutionoftheCounterproliferationACEs, The ACEs were first defined by the CPRC 
in their 1995 report to Congress. They were developed by combining the NPRC's "Areas for 
Progress" with the Joint Staff and CINC counterproliferation required capabilities established by 
the Deterrence/Counterproliferation Joint Warfighting Capabilities Assessment (JWCA) team. 
The ACEs were established to characterize those areas where progress is needed to enhance both 
the warfighting capabilities of the CINCs and the overall ability to satisfy the deniands of U.S. 
nonproliferation and counterproliferation policy. The May 1996 CPRC report to Congress 
characterized the ACEs as •'defin[ing] those priority areas where additional capabilities are 
required to meet the challenges posed by WMD proliferation threats. They prioritize the 
counteiproliferation-related responses to interdepartmental policy needs and, in particular, reflect 
the operational requirements of the Unified Commands for countering proliferation." The' ACEs 
serve a variety of purposes including: "guid[ing] the CPRC's program review process"; providing 
"a umfied basis for reviewing and assessing future progress in meeting counterproliferation and 
related nonproliferation mission needs" of the CPRC-represented organizations; providing broad 
guidelines for R&D and acquisition program investments; and defining programs that are "strongly 
related to countering proliferation," which are those programs that address, or are directly related 
to, the ACE priorities. 

The AC Es are reviewed and reprioritized as necessary on an annual basis to ensure they 
continue to reflect the integration of CINC required capabilities and the overarching national 
security objectives they support. The ACEs were extensively modified and reprioritized in 1996 to 
"improve the focus of future programmatic and managerial efforts to counter the threat of WMD 
proliferation." The review and reprioritization of the ACEs was completed under the auspices of 
the CPRC Standing Committee. Each CPRC-represented organization prioritizes the ACEs in 
accordance with its own departmental missions to more accurately reflect each organization's 
response to countering proliferation and NBC terrorism. Nevertheless, there continues to be 
unanimous agreement among the CPRC-represented organizations on the ACE list as a whole. 

Summary of the CPRC's ACE Review. The CPRC directed the CPRC Action Officers, 
under the auspices of the CPRC Standing Committee, to review the ACEs and recommend 
modifications for CPRC consideration. Represented organizations included each of the Services 
the Joint Staff, Office of the Secretary of Defense (ATSD(NCB), ASD(SO/LIC), ASD(Strategy ' 
and Threat Reduction), and ASD(Command, Control, Communications and Intelligence)), DoD 
Agencies, DOE, U.S. Intelligence, the National Security Council (NSC), and the Office of 
Management and Budget (0MB). The CPRC Standing Committee members and Action Officers 
participating in the ACE review are listed in Appendix B. 

While there were no changes in ACE priorities, one key wording change was made in the 
ACEs since last year's report to encompass both National Missile Defense (NMD) one/ theater 
missile defense as an ACE priority. In particular, ACE number 4 (DoD priority), "Theater 
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Ballistic Missile Active Defense," was broadened to read "Ballistic Missile Active Defense. 
?abri 2 UsTs he^^^^ counterproliferation ACEs for 1998 and includes the pnor.t.zafons of each 
c$KC.iv^^X^^^^^ The Deterrence/Counterproliferation JWCA team, working with 

fhe ONC t^s. plans to complete its review of the CINC CounterprohferaUon Required 
clpabUUi^ hi 6?tOber 1998. V CPRC intends to use the int 
de^ for its next annual review of the ACEs and issue a revised set of ACE pnonlies m its 
1999 report to Congress. 



Table 1.2: The 1998 ACEs and ACE Priorities of the CPRC-Represented Organizations 



ACE Priorities 


Areas for CapaDiiity ji»nnancciiii:iii» yrk^M^^yj i 


DoD* 


DOE 


US 
INTELL 


I 


3 


1 


Hptection Identification, and Characterization of BW Agents 


J 


6 


3 


■Detection, Characterization, and Defeat of NBC/M Facilities with 1 
Minimal Collateral Effects 1 




o 
a 


4 


Detection, Characterization, and Defeat of Underground Facilities 
vyith Minimal Collateral Effects ! 


1 ■* 




2 


Ballistic Missile Active Detense j i 


1 c 

1 ^ 




5 


Support for Special Operations Forces and Defense Against 
Paramilitary, Covert Delivery, and Terrorist NBC Threats 


1 ^ 


4 


6 


i'rovide Consequence Managemem i 


1 7 




7 


Cruise Missile Defense 1 


8 


• 7 


8 


Collection, Analysis, and Dissemination of Actionable 
IntelliKcnce to Counter Proliferation — 


1 ^ 




13 


Robust Passive Defense to Enable Sustained Operations on the 
NBC Battlefield ; 


10 




9 


BW Vaccine RDT&E and Production to Ensure Stockpile 
Availability \ 


11 




14 


Target Planning for NBC/M Targets 


i 




11 


Prompt Mobile Target Detection and Defeat 


13 


1 


15 


Detection, Tracking, and Protection of NBC/M and NBC/M- 
Related Materials and Components 


1 


9 


12 


Support Export Control Activities of the U.S. Government 


1 


5 


10 


Support Inspection and Monitoring Activities of Arms Control 
Agreements and Regimes 



• includes both the OSD and JCS 
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1.4 Organization of the Report 

The remainder of tlie report is organized as follows. Section 2 reviews the findings and 
recommendations of the CPRC made in last year's report and stmunarizes the CPRC's approach 
for reviewing and assessing future progress in activities and programs related to countering 
proliferation and NBC terrorism. Section 3 provides a considerably updated and expanded 
overview of worldwide NBC/M proliferation and NBC terrorist threats, and Section 4 summarizes 
national and departmental policy perspectives and implementation strategies for dealing with these 
threats. Section 5 provides detailed descriptions of DoD activities and programs that are strongly 
related to countcrproliferation and that directly address the countciproliferation ACEs. Program 
accomplishments, new initiatives, key milestones, and other new developments achieved since the 
1997 CPRC report was issued are highlighted. DOE nonproliferation programs related to 
countering proliferation, including new initiatives and accomplishments, are discussed in Section 
6. U.S. Intelligence programs and activities to counter proliferation are briefly described in 
Section 7, with the details provided in the separately bound "Intelligence Annex" to this report. 
The integrated DoD, DOE, and U.S. Intelligence responses to field improved capabilities and 
technologies to counter NBC paramilitary and terrorist threats are reviewed in Section 8. The 
findings and recommendations of the CPRC are provided in Section 9, which also summarizes the 
integrated interdepartmental response for countering NBC/M proliferation and NBC terrorism. 

Six appendices are also included in the report: Appendix A provides a chronology of 
documents establishing the CPRC and excerpts of the congressional statutes that define the scope 
and responsibilities of the CPRC; Appendix B lists the CPRC program review participants; 
Appendix C provides tabular summaries of DoD activities and programs strongly related to 
countering NBC/M proliferation and NBC terrorist threats, including key program 
accomplishments, milestones, and budget profiles for FY 1999 (President's Budget); Appendix D 
provides DOE'S FY 1999 budget profile for its nonproliferation activities and programs strongly 
related to countering proliferation; key counterproliferation-related Worid Wide Web sites are 
listed in Appendix E; and an acronym list is provided in Appendix F. Finally, a separately bound 
Intelligence Annex has been prepared by U.S. Intelligence to describe joint U.S. Intelligence, DoD, 
and DOE intelligence programs related to countering proliferation. 
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2. status of the CPRC's 1997 Findings and Its Approach to Assessing Future 

Progress 

This section contains a summary of the status of the implementation of the CPRC's 1997 
fmdincs and recommendations, an overview of the progress in addressing the coratcyrohferation 
ACEs (in terms of investments by the CPRC-represented organizations), and a brief description of 
the CPRC's basic approach for assessing future progress in meeting the poUcy and strategy 
objectives for countering NBC/M proliferation and NBC terrorism as embodied m the ACEs. 

^ 1 Tmnlementatinn nf the CPRC * 1007 Finding and Recommendations 

The key 1 997 CPRC finding was that the seriousness of NBC/M proliferation and NBC 
terrorism threats and the need to enhance capabilities to counter them were recognized throughout 
the DoD (including OSD. the Joint Staff, Services, and CINCs). the DOE, and U.S. Intelligence 
Citing the many accomplishments documented in last year's report, it was clear to the CPRC that 
"countering proliferation" was an established and institutionalized priority within each of the 
CPRC-rcpresented organizations. The CPRC made several recommendations to continue and 
strengthen the interdepartmental response to countering proliferation, and the progress made to 
date on implementation is summarized below for each 1997 CPRC recommendation. 

Address CounterproUferaiion-RelatedNeeds and Requirements as High Priority Budget 
Items To continue the progress being made in strengthening U.S. capabilities, including 
initiatives leading to rapid fielding of essential capabilities and improved integration aid 
management oversight of counterproliferation-related activities and programs, the CPRC urged 
Congress to approve the President's FY 1998 and out-year budgets of DoD DOE. and U.S._ 
Intelligence related to countering proliferation. Congress approved most of the President s FY 
1998 budget request and supplemented it in key areas. The President's FY 1999 budget request is 
over $6 4 billion in combined DoD and DOE counterproliferation-related activities and programs, 
approximately an 18% increase over the FY 1998 request. The CPRC-representcd organizations 
continue to treat nonproliferation. counterproliferation. and NBC counterterronsm needs and 
requirements as high priority items in their budget development processes. (Details of the U.S. 
Intelligence budget for countering proliferation are provided in the Intelligence Annex to this 
report.) i 

Continue Close Coordination of R&D and Acquisition Programs among DoD, DOE, 
and VS. Intelligence. Planning, coordination, and other activities related to management 
oversight expanded significantly in response to CPRC recommendations. The CPRC St^^mg 
Committee continues to serve as a proactive vehicle to ensure close cooperation among the CPRC- 
represented organizations and coordination of their R&D, acquisition, and management activities 
which have characterized their integrated response in addressing the counterprohfetation ACE 
priorities to date. In addition to the Standing Committee, CPRC Action Officers, representing a 
variety of organizations within tiie DoD (including OSD, the Joint Staff. Services, and DoD 
Agencies) DOE, U.S. Intelligence, NSC, and OMB, meet regularly to address intcrorganizational 
issues related to countering NBC/M proliferation and NBC terrorism. Many CPRC Action 
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Officers also participate in other interagency organizations, including the Nonproliferation and 
Arms Control Technology Working Group (NPAC TWO), the Technical Support Working Group 
(TSWG) of the NSC Interagency Working Group on Counterterrorism. and the intelligence 
community's Intelligence Program Review Group, further enhancing interdepartmental and 
interagency coordination. 

CPRC Action Officers conduct the CPRC Annual Activity and Program Review to assess 
and disseminate the status of DoD, DOE, and U.S. Intelligence activities and programs strongly 
related to countering proliferation and NBC terrorism. The puipose of this review is to carry out 
the CPRC's responsibilities in support of U.S. nonproliferation, counteiproliferation, and NBC 
counterterrorism policy in the areas of: i) ensuring the development and deployment of effective 
technologies and capabilities; ii) identifying unnecessary redundancies and uncoordinated efforts 
in development activities; ili) establishing funding priorities for programs; iv) encouraging 
interagency support and cooperation in fielding enhanced capabilities; and v) ensuring that DOE 
programs are integrated with the operational needs of DoD, the CINCs, and the intelligence 
community. 

\ 

To assist in coordinating R&D and acquisition activities, CPRC Action Officer Working 
Groups were established in three key areas to: i) establish validation standards for NBC hazard 
prediction models; ii) develop a user/developer integrated R«feD plan for advanced hyper-/ultra- 
spectral CW/BW detectors; and iii) develop a user/developer integrated R&D and acquisition plan 
for unattended ground sensors to improve developer coordination and user acceptance. The 
central focus of these Working Groups is to provide an interdepartmental perspective on the issues 
to be addressed and to secure early and active user community (i.e., Joint Staff, CINCs, Services 
and other "operator" organizations) involvement in the R&D and acquisition process iii order to ' 
expedite the deployment of enhanced capabilities to the field. A summaiy of each of the Working 
Group activities is provided in Section 2.2. 

Improve Coordination with the NPAC TWG. The responsibilities of the NPAC TWG 
complement those of the CPRC. The CPRC has a broader focus, beyond nonproliferation and 
amis control R&D and technology development. CPRC responsibilities include both R&D and 
acquisition activities that directly support enhancements in fielded operational capabilities to 
counter all aspects of NBC/M proliferation and NBC terrorist threats, including the use of militaiy 
force. The NPAC TWG seeks government-wide coordination and cooperation among technology 
developers from federal agencies with similar programs. The CPRC and the NPAC TWG are 
working together to improve and expand cooperation by: i) leveraging NPAC TWG technology 
Focus Group membership and study results/documentation to support the CPRC Working Groups; 
and ii) identifying and eliminating undesirable or unnecessary redundancies between the two 
organizations. The DATSD(NCB)(CP/CBD) serves both as the CPRC Executive Secretariat and 
NPAC TWG Co-Chair. To ensure close coordination between the two groups, several CPRC 
Action Officers participate in NPAC TWG Focus Groups, while members from NPAC TWG 
Focus Groups have been included in CRPC Working Groups. This "de facto" coordination at the 
Action Officer level works to improve the efficiency of both organizations. Additional 
information on the NPAC TWG's role in nonproliferation and arms control activities may be 
found in Section 4.6. 
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Increase International Cooperative Efforts to Counter Global Proliferation 

Bering NBC/M proliferation. Current cooperative efforts are under -J^yJ^^^^^f ^^^^^^^ 
c„H maintain a dialocue with friends and allies in Europe (e.g., NATO), the Middle tast^e g., 

GuffXo^^^^^^ (GCC) states of Kuwait. Saudi Arabia. Om^ Bahr^n, 

S Td U^ted Arab Emirates), the Asia-Pacific Region (e.g.. Republic of Kore^ ^^F^' 
AuSkS and Eurasia (FSU states). TTiese activities provide a baseline for famre foreign mil tary 
^e^l p^^^^^^ for tedhnical cooperation. NATO is the ripest reg-n for cooperative 

S/TcqLhion activities. NATO allies, through the Senior Defense Group on ProUfe^^^^^^ 
(DG?) continuing to enhance ihteroperability and reorient forces to deal with post-Cold War 
SreL SXly out-of-area threats. The DGP is the central vehicle for .nstitutionahzmg 
^fu^t r^ and issues in NATO, defining prioritized capabilities, establishing 

jre sScture goals, and conducting armaments planning activities to estabhsh equipment 
acqulsS goal S andardization Agreements are used to support the cooperative development of 
enZ ed capabilities by creating a policy baseline and the necessary institutional and legal 
n"nts where technical cooperation can flourish. DoD and DOE continue to work c^^^^ 
with international organizations, including the International Atomic Energy Agency ( AEA) and 
The UnheTNations Special Commission (UNSCOM) on Iraq, to prevent the proliferation of 



NBC/M 



The CPRCrepresemed organizations remain committed to building international R&D and 
acquisition partnerships with allies and friends whose security and national interests are threatened 
bv NBC/M proliferation. The C PRC-represented organizationsseek to enco^age the 
establishment of additional international cooperative R&D and acqms.Uon ^^^^Xd II^^s 
wWle expanding existing cooperative efforts. The near-term focus will be on joint R&D activities 
tve^Te p^^^^^^^^ to cxpL into joint acquisition activities as tiie international partnerships 



mature. 



Revieu, and Reprioritize the CounterproHferation ACEs. As discussed m Section U, Ae 
annual ACE review was completed by the CPRC Action Officeis under the ^"^P^"^^^^*.^^^^ 
Standing Committee. There wer* no changes in ACE priont.es from last y<^. ^^'^ f^J^ 
Missile Defense was added to Th^^ter Missile Defense to create a new combined ACE pnon^for 
"ballistic missile active defense.'' Although each CPRC-represented organization priontizes the 
ACEs based on their own specific mission needs, there continues to be unanimous agreement on 
die ACE list as a whole. The CPRC Action Officers began exploring approaches for bnnging 
more rigor and structure to the amiual ACE review, including defining "fiilfillment cntena and 
"metrics" to assist in identifying when an ACE has been fulfilled. This subject is expected to be 
considered in more detail by the CPRC Action Officers in the coming year. 
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2.2 Summary of CPRC Working Group Activities and Other IiiiHarivi.« 



The key initiative implemented by the CPRC over the last year was establishing Working 
Groups in three important technology areas related to countering proliferation: i) establishing 
validation standards for NBC hazard prediction models; ii) developing an integrated R&D plan for 
active/passive hyper-Zultra-spectral CW/BW detectors; and; iii) developing an integrated 
R&D/acquisition plan for unattended ground sensors. 

The objectives of the CPRC Working Groups are to enhance the technology developer/iiser 
relationship and provide an interdepartmental R&D/acquisition perspective in each of the Working 
Group subject areas. The basic notion of having technology users (i.e., the Joint Staff, CINCs 
Services, and elements of OSD, DOE, and U.S. Intelligence) and developers work closely together 
early on in the R&D/acquisition process appears to be valid. As evidenced by the success and 
popularity (with both users and developers) of the ACTD approach to acquisition, early and 
aggressive user and developer cooperation is serving to expedite the deployment and force 
mtegration of new technologies and capabilities to the field. It is also the intent of the CPRC 
Working Groups to complement and. where possible, leverage related and ongoing activities such 
as those of the NPAC TWG Focus Groups. The CPRC Working Groups are using the expertise of 
the NPAC TWG Focus Group membership and available study results as points of departure for 
meeting Working Group goals and objectives. Terms of Reference have been established for each 
of the CPRC Working Groups, laying out goals and objectives, a technical approach, and a near- 
term schedule. The status of each of the CPRC Working Groups is described in subsections 2 2 1 



The CPRC has also taken preliminary steps to develop a future initiative to improve 
intelligence community support for countering NBC/M proliferation and NBC terrorist threats. 
These initial efforts are summarized in subsection 2.2.4. 

2.2.1 Working Group to Establish Validation Standards for NBC Hazard Prediction 
Models. The purpose of this Working Group is to establish a process for standardizing and 
integrating NBC hazard prediction model development and validation efforts among DoD, DOE 
and U.S. Intelligence consistent with and supportive of user community needs. It is chaired by the 
DoD with all CPRC organizations represented. Its scope encompasses all relevant DoD DOE 
(including the DOE National Uboratories). and intelligence community developer and ilser 
community activities. Key tasks to be undertaken include: i) review interagency model validation 
venficauon, and accreditation procedures; ii) review interagency NBC modeling and simulation 
requirements, including user community needs and requirements; iii) identify interagency NBC 
modelmg and simulation activities and ongoing efforts; iv) establish a continuing process for 
coordinating and integrating the development and use of NBC models throughout the user 
commumty; v) support the development of standards for model descriptions that assist users in 
selecting NBC modeling and simulation tools to meet their specific needs; and vi) establish 
validation standards that capture user community needs and requirements to guide fiihire model 
development. 

This CPRC Working Group is coordinating with tiie NPAC TWG's Proliferation Modeling 
Focus Group and a DoD modeling validation working group. This consortium will work to 
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identify and address specific technical problems with NBC dispersion and hazard prediction 
models and expand comparative testing of these models to clarify phenomena irnpacUng hazard 
prediction models, including source term coupling to dispersion characteristics, high resolution 
meteorological data, atmospheric/water transport, and variations in physiological response. 

2 2 2 Working Group to Develop an Integrated R&D Plan for Hyper-AJltra-spectral 
CW/BW Detectors. The purpose of this Working Group is to improve the coordination and 
synergize the efforts of ongoing R&D activities, while involving the user community and assisting 
them in developing operational requirements, to expedite the fielding of capabilities based on this 
technology. The Working Group is chaired by the DOE with representation across the full 
spectrum of CPRC-represented organizations. It intends to leverage existing interagency expertise 
(t e NPAC TWG Focus Groups) and expand participation to include other developer agencies 
wwie working to integrate the user community into the R&D planning process. For Ac near-term, 
this Working Group has been fully integrated into a Spectral Technology Integrated Product Team 
(IPT) directed by Congress to develop a cost-effective, interagency R&D plan for hyper-Zultra- 
spectral sensor systems. The IPT of CPRC-represented organizations was commissioned by the 
Executive Director for Intelligence Community Affairs and the Deputy Assistant Secretary of 
Defense for Intelligence and Security. The plan is documented in a February 1998 report to 
Congress entitled Spectral Technology Roadmap. The report: i) identified existing R&D programs 
focusing on developing spectral remote sensors including those to detect the production 
stockpiling and use of CW/BW agents; ii) documented the organizations involved and the goals, 
status and future plans of the identified R&D programs; iii) identified and involved associated 
user community organizations; and iv) described the future direction for spectral R&D and 
operational spectral sensing capabilities. Prior efforts to coordinate tiie R&D activities of the 
spectral community have resulted in closer collaboration and acceleration of R&D programs. 
Current emphasis involves transitioning this promising technology to operational use so tiiat it can 
demonstrate its utility in addressing countcrproliferation-related missions. 

2 2 3 Working Group to Develop an Integrated R&D/Acquisition Plan for 
Unattended Ground Sensors. The purpose of this Working Group is to develop an integrated 
R&D/acquisition plan to improve cooperation within the developer commumty and enhance 
prospects for user acceptance and buy-in of maturing unattended ground sensor (UGS) technology. 
The Working Group will identify customers for UGS technology and develop concepts for 
assessing and recommending technologies that may be appropriate for various users, "JcMmg 
operational DoD users. Its goal is to establish a Memorandum of Agreement among DoD, DOE, 
and U.S. Intelligence to share development activities and facilitate user involvement. The 
Working Group is chaired by the Intelligence community, with representation from all CPRC- 
represented organizations. This group identified complementary efforts within the NPAC TWG s 
UGS Focus Group, addressing specific technical questions associated with UGS technology, and 
the intelligence community's MASINT (measurement and signature intelligence) Committee s 
Unattended Sensors Technology Subcommittee, establishing concepts for coordinatmg R&D 
efforts. Cooperation and coordination among tiiese groups will improve information exchange 
among tiie CPRC-represented organizations, including potential user organizations. 

2.2.4 Improved Intelligence Support for Countering Proliferation Threats. At the 

suggestion of U.S. Intelligence, the CPRC began to explore approaches for improving long-term 
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(i.e., 10+ years in the future) threat projection and forecasting capabilities by the intelligence 
community in support of both operational and R&D/acquisition activities related to countering 
proliferation and NBC terrorism. The CPRC and the intelligence community strongly support 
strengthening the interagency process to ensure adequate intelligence support to DoD and DOE 
consumers in defining and characterizing current and future proliferation-related threats. This 
process should involve an ongoing dialogue among intelligence consumers and intelligence 
providers to ensure accurate interpretation of intelligence needs by the intelligence community, 
while instilling a corresponding understanding by intelligence consumers of the strengths and 
limitations of intelligence collection, analysis, and production. A basic goal is to help intelligence 
consumers ask better questions of intelligence suppliers. 

One key area where enhanced intelligence support is needed, by DoD in particular, is threat 
characterization in support of R&D and acquisition activities early on in tiic system acquisition 
cycle. Given the typical length of the acquisition cycle, long-term threat projections are required 
Long-temi tfireat projections are currently defined by the intelligence community in subject- 
specific Threat Environment Projections (TEPs). The Defense Intelligence Agency (DIA) 
currently produces a TEP on CW/BW threats, which has been well received by DoD consumers 
The TEP vehicle provides a good starting point for expanding long-term intelligence projections 
for the wide array of tiireats related to countering proliferation. The CPRC is exploring the 
possibility of commissioning a study by the Central Intelligence Agency's Integrated Regional 
Threat Group (IRTG) to assess intelligence capabilities and identify shortcomings in meeting the 
intelligence forecasting and threat projection needs of the CINCs and the R&D/acquisition 
community for the counterproliferation and NBC counterterrorism mission areas. The IRTG is a 
broadly represented "community group" Uiat includes representation from both the intelligence and 
user communities. It serves as the core of a long-range intelligence forecasting cell, focusing on ' 
regional intelligence analysis and production. The IRTG study would lay the foundation for 
enhanced intelligence community forecasting support and enable initial planning for improving the 
collection, analysis, and production of actionable intelligence to counter proliferation and NBC 
terrorism. 



2.3 Progress in Addres sing the Counterproliferation ACEa 

DoD, DOE, and U.S. Intelligence have each made serious commitments to address tiie 
threat posed by the proliferation of NBC/M and NBC ten-orism. Table 2.1 summarizes the FY 
1999 investments planned by DoD and DOE for each ACE priority. U.S. Intelligence's FY 1999 
investinents are discussed m tiie Intelligence Annex. The combined DoD/DOE investment for FY 
1999 is over $6.4 bilUon compared to nearly $5.4 billion in FY 1998, app«)ximately an 1 8% 
increase. DoD's investment for FY 1999 is over $5.9 billion, which compares favorably with last 
year's mvestinent of nearly $4.9 billion (i.e., a 20% increase due mainly to increases in active 
defense related budgets). DoD budgets the bulk of its counterproliferation investment in the areas 
of air and missile defense (DoD ACE priorities 4 and 7); supporting tiie inspection and monitoring 
of arms control agreements (DoD ACE priority 15); mamtaining a robust passive defense to enable 
sustamed operations in an NBC contaminated environment (DoD ACE priority 9); detection and 
chaiactenzation of BW agents (DoD ACE priority 1); supporting Special Operations Forces (SOF) 
and defending against paramilitary, covert delivery. 
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Table 2.1: Investments in the Counterproliferation ACEs 



ACE Priority 


Counterproliferation AC 


;es 


Couoterproliferation 
Related Investments 
for FY 1999 fSMI 


DoD 


DUL 


US 
IISTELL 




uou 


DOE 


us 

INTELL* 


1 


3 


1 


Detection, Identification, and Characterization of BW 
Agents 


22S.3 


19.0 




2 


6 


3 


Detection, Characterization, and Defeat of NBC/M 
Facilities with Minimal Collateral Effects 


110,5 






3 


8 


4 


Detection, Characterization, and Defeat of Underground 
Facilities with Minimal Collateral Effects 


4 


— 


2 


Ballistic Missile Active Defense 


3,997.4 


- 




5 


2 


5 


Support for Special Operations Forces and Defense 
Against Paramilitaiy. Covert Delivery, and Terrorist 
NBC Threats 


127.4 


48.3 




6 


4 


6 


Provide Consequence Management 


120.8 




7 




7 


Cruise Missile Defense 


C 






8 


7 


8 


Collection, Analysis, and Dissemination of Actionable 
Intelligence to Counter Proliferation 


1.5" 






9 




13 


Robust Passive Defense to Enable Sustained Operations 
on the NBC Battlefield 


476.1 






10 


- 


9 


BW Vaccine RDT&E and Production to Ensure 
Stockpile Availability 


49.1 


- 




11 




14 


Target Planning for NBC/M Targets 


54.4 






12 




11 


Prompt Mobile Target Detection and Defeat 


125.3 






13 


1 


15 


Detection, Tracking, and Protection of NBC/M and 
NBC/M'Related Materials and Components 


7.3 


319.3 




14 


9 


12 


Support Export Control Activities of the U.S. 
Government 


13.2 


9.2 




15 


5 


10 


Support Inspection and Monitoring Activities of Arms 
Control Agreements and Regimes 


600.4 


119.4 




* Picas 
Aciiv 

' Balli! 
CApal 


t see the 
ities ind 
tic missi 
silities. 


Intelligence Annex to this report. 

uded in DOE National Laboratories "Work for Others*' programs, 
le defense programs also support cruise missile defense 


• TOTALS: 


5,911.7 


515.2 





and terrorist NBC threats (DoD ACE priority 5); and prompt mobile target detection and defeat 
(DoD ACE priority 12). 

DOE'S investment for FY 1999 is $515.2 million, compared to $489.4 million in FY 1998, 
a 5% increase. DOE's nonproliferation focus results in concentration of its investment in tracking, 
protecting, and controlling nuclear weapon-related materials and components (DOE ACE priority 
1); supporting inspection and moiiitoring activities of arms control agreements (DOE ACE priority 
5); defending against and managing the consequences of covert delivery and terrorist NBC threats 
(DOE ACE priorities 2 and 4); detection, identification, and characterization of BW agents 
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through its new Chemical and Biological Nonproltferation Program (DOE ACE priority 3); and 
supporting export control activities (DOE ACE priority 9). 

While the higher priority ACEs generally receive greater investment, the distribution of 
investments among the ACEs shows some variability. This is due to a variety of factors, including 
variation in the state-of-the-art and maturity of key enabling technologies, differing development 
stages of program evolution, unequal opportunities for near-term (versus longer term) payoffs, and 
the fact that some ACEs simply will require greater investment than others (e.g., those requiring 
extensive R&D) to reach fruition. Consequently, it is difficult to judge progress in the ACEs 
simply by looking at the budget numbers. It requires a closer look at the accomplishments and 
planned milestones of all the programs addressing each of the ACEs - the subject of Sections S 
through 8 of this report. 

It must also be noted that several DoD and DOE programs related to countering 
proliferation respond to multiple ACE priorities. In these cases, budget values listed in Table 2.1 
are included under the ACE priority corresponding to the primary thrust of the program. (In the 
activity and program descriptions provided in Sections 5 through 8 and in Appendices C and D, 
the ACE priority listed first in the tabular sumiparies represents the primary thrust of the activity or 
program.) For example, while programs developing BW detection systems clearly support robust 
passive defense capabilities (i.e., DoD ACE priority 9), their primary thrust is addressing DoD 
ACE priority 1 . Similarly, several active defense systems under development have some 
capability to defend against cruise missiles, but, since their primary focus is ballistic missile 
defense, they are included under DoD ACE priority 4. The ACEs, like the CINCs' 
counterproliferation required capabilities, primarily focus on theater missile defense where the 
NBC/M proliferation threat is more immediate and substantial However, as longer range NBC/M 
threats proliferate, National Missile Defense takes on added counterproliferation significance. 
Finally, there is considerable overiap in DoD technologies and capabilities to detect, characterize, 
and defeat NBC/M and underground facilities, hence contributions in DoD ACE priorities 2 and 3 
are difficult to distinguish. The CPRC acknowledges that the investment breakout represented in 
Table 2.1 is necessarily subjective. Nevertheless, it provides a useful means, in broad terms, to 
characterize the commitments of DoD, DOE, and U.S. Intelligence in meeting the challenges 
posed by the counterproliferation ACEs. 



2.4 An Approach for Assessing Future Progress 

The key objective of the CPRC*s interdepartmental coordination process is to ensure that 
R&D and acquisition activities and programs address national policy and strategy objectives and 
provide a timely response to meeting the challenges posed by NBC/M proliferation and NBC 
tenrorist threats. This logical sequence is illustrated in Figure 2.1, which also identifies the key 
ingredients guiding the CPRC*s program review process (i.e., national policy and strategy 
objectives, the CINC's counterproliferation required capabilities, the ACEs, and departmental 
budgeting activities). The CPRC's program review process seeks to: i) determine if current 
program requirements are sufficient to meet current and future threats; ii) determine if current 
programs are adequate to meet requirements; iii) assess current and future capabilities; iv) identify 
current capability shortfalls and anticipate ftiture shortfalls; v) continue to define and prioritize the 
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Goal is to organiEC inf erorgantaitional counterprolifemtion- 
related activities and programs to address national policy 
and strategy objectives for countering NBC/M proliferation 
and terrorist threats. 




Prografw Asacssments 

• Are Requirements Adequate to 
Address Threat? 

- Are Programs Adequate to 
Meet Requirements? 

• Define Current and Future 
Capabilities 

• Identify Current Shortfalls and 
Anticipate Future Shortfalls 

• Re-Defme/Prioritize ACEs to 
Address Shortfalls 

• Identify Program Options for 
Consideration (within noimii 

departmenUJ budgeting activities) 

• Identify New Requirements for 
Future Programs 



Figure 2.1 Goals and Objectives of the CPRC Program Review Process 

APP. tn ^uide investments in addressing remaining capability shortfalls; vi) identify candidate 
^ for p™b^T(o^o^ options) for eonside«Uo„ wiftin departmental budgeting acnvnes 
n<^s ca^n. ami'neSTrmVility shortfalls; and vii) assi« 
reauirements for future programs to address longer-tenn anticipated shortfalls. The approach 
" praduce a „S„e fomartl looking «,d better integrated response to co.mt«NBC*< 
proliferation and NBC terrorist threats. 

The CPRC's annual activity and program review process is designed to ensure that R&D 
and acquisition activities and programs are tied to key policy and strategy o^^J^^^^^^' ^.^^ 
Sate a clear threat-response linkage. The CPRC ACE priorities are reviewed annually to 
^urethey com^^^^ to reflect those key areas where enhanced capabilities are needed by the 
C^CsSroperationalcomm^^^^ 

This structured rnethodology. illustrated in Figure 2.2. is the mechanism by which the CPRC seeks 
to^foimi r^D/acquisitifn management oversight responsibilities for establishing pro^atic 
priSs^diminatiS undesirable redundancies, and optimizing fi-<»-«^° ^^^^^^ 
development and timely deployment of effective technologies and capabilities to the field. In this 
way, the CPRC seeks to ensure the credibility of the multi-tiered approach to countering 
Z feration and. in parallel, ensure that each of the key CPRC-identified counterprohferation 
factional areas Lid operational objectives, defined in Section 1 .2 and embodied m the ACEs, are 
adequately and prudently addressed. 
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POUO'A 
SnUlHTir' 
OBJECTIVES 



CPRC 
►Prograni Review and 
Evaluation 




Identify Areas for 
Progress 



' Cmc Prior ilies" arc called out explicitly because of their importance in defining the counterproliferalion ACE prioriiies. 

Figure 2,2 The CPRC Activity and Program Review process 
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3. The Continuing Threat of NBC/M Proliferation and NBC Terrorism 

This section is devoted to a description by U.S. Intelligence of NBC/M proliferatipn and 
NBC tel^rist S T^ese threats drive'the policy, strategy and R&D and -q-sttton „ 
re!^Siscussed in the subsequent sections of this «port. 

Jnrlnrfe the dobal scooc of the problem, the threat of nuclear diversion, the CW/BW teironst 
S^f a?d the mili^ tf^^^^^ of CW/BW and their means of delivery. A brief review of baq s 
S^/lTl* rS^^^ For additional information on proliferation treats, (he reader 

fswf^d to the November 1997 OSD report entitled Pro/./eral«,n; Threat arui Response 
(available on the Internet at www.defenselink.mil/pubs/prolif97/). 

3.1 Introduction; Scope of the Problem 

At least 25 countries - some of them hostile to the United States - already have or may be 
developtngnu lear biological, or chemical weapons, or their missile delivery systems. Others are 
Sly engaged in the sale or transfer of NBC/M technology. Chemica and^or biological 
we^ons hav'e been used in recent conflicts (e.g., the Iran-Iraq War), and, as Ae 1995 Tokyo 
subway incident shows, terrorist attacks using CW agents have become a reality. 

The period of stability that accompanied global deterrence during the Cold War is over 
Unstable^egimes. shifting regional power balances, and terrorism dominie the and-^P^;^^^^^ 
The potential for catastrophic use of NBC weapons maybe greater than it has been m many 

NBC/M crises or avoid imminent disasters. 

In the event of a military conflict, U.S. armed forces are being equipped and trained ^o 
operate Tn an NBC environment. The capability to operate effective y m this environmen de,M.nds 
heavUy on intelligence to identify the specific threats U.S. forces will face at a given location and 
tir^e T^e Untial for rapid proliferation of sophisticated CW/BW capabilities makes this 
Zblem ven mo^ urgenUoday. To combat the NBC/M threat, U.S. and ^1'^^/°™^^^^^ 
Se characteristics of that threat very we//. Military intelligence needs a« specific and detailed, 
with a high premium on rapid delivery of analytical products m an operational environment. 

In recognition of the serious threat posed by NBC/M proliferation. U.S^ Intelligence has 
developed, and is implementing, a strategic plan that draws on the ^^^f^^"^^^.^ • . 
intelligence community. These intelligence activities are closely coordma ed with a'^^^r-^ * 
^Ucy defense, and law enforcemem communities. In many cases, the activities are oint. The 

goal is to provide policy makers with the intelligence support they need to: i) prevent the 
!LisiUonofNBC^ and related technology and technicalinsight by countnesan^^^ 

SjSro^ seeking such capabilities; ii) roll back existing prognuns and capabihti^ w^^^^^^^^ 
iii) deter the use of these weapons; and iv) adapt military forces and emergency assets to respond 
to the threat posed by these weapons. 
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Despite some successes for U.S. policy and U.S. Intelligence, technologies related to 
NBC/M threats continue to be available, and potentially hostile states are still developing and 
deploying NBC/M-related systems. Efforts to halt proliferation continue to be complicated by the 
fact that most NBC/M programs are based on technologies and materials that have civil as well as 
military applications. A growing trend toward indigenous production of NBC/M-related 
equipment is decreasing the effectiveness of sanctions and other national and multinational tools 
designed to counter proliferation. 

The intelligence community takes an active role in supporting U.S. government initiatives 
to strengthen export controls in supplier countries and to work with other countries to prevent the 
sale of NBC/M, advanced conventional weapons, and their related technologies. While it is an 
extremely difficult problem, U.S. government efforts have made some progress, making both the 
acquisition and development of NBC/M more difficult and costly for proliferators. 

Proliferation Prevention Interdiction Activities. Interdiction of NBC/M and the 
technologies necessary to acquire an NBC/M capability is a component in the proliferation 
prevention effort. Interdiction efforts are viewed as falling into three basic categories: i) 
preventing the transfer of materials through export controls and international nonproliferation 
regimes; ii) halting the transfer or the negotiation of transfer of materials through diplomatic and 
liaison initiatives; and iii) seizing proscribed materials in transit through law enforcement agencies 
in cooperation with the intelligence community. Interdiction efforts are an important part of 
overall nonproliferation strategy. By themselves they generally do not get countries out of the 
business of proliferation. They do, however, buy time for other initiatives that may be more 
successful in halting or rolling back an NBC/M program. U.S. export license applications of 
concern are scrutinized by a number of agencies, including the intelligence community. The U.S . 
is developing procedures to share appropriate end user information with key allies in an effort to 
strengthen mutual export control activities. Procedures for alerting other governments of 
impending transfers and tracking resulting actions are in place and working. Interdictions of 
shipments are occurring. 

Interdiction successes rest, in large measure, not on the quantity of information available to 
the policymaker, but on the quality. In licensing, for example, policymakers need unambiguous 
intelligence information before making a decision to deny a license, thereby denying a sale for the 
U.S. company. Demarches to other governments must be accurate or the U.S. will be accused of 
crying wolf and lose support from even friendly countries. Interdictions of shipments in transit 
often become international incidents, and a potential embarrassment if the targeted material is not 
found in the shipment. 

Actionable intelligence in support of interdiction efforts requires more than cooperation 
among U.S. intelligence, policy, and law enforcement agencies. It demands close working 
relationships between the U.S. and other foreign governments committed to halting the 
proliferation of NBC/M. Such relationships include intelligence sharing arrangements, but equally 
important are diplomatic, military, and scientific exchanges at all levels. 

Proliferation Prevention Challenges. As noted above, interdiction programs by 
themselves cannot halt the proliferation of NBC/M. Alternative suppliers and technologies, 
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increasing use of denial and deception, and a growing ability for indigenous P^f "'^^•^".^^^BC^ 
or theTr Smt^nent parts are opening new avenues to states or organizations detennmed to obu^m 
^ NBcXCaS The increasing diffiision of modem technology through the growth of the 
^?S!lLTmaWne it more difficult to detect illicit diversions of materials and technologies 
TeL™^^^^^^ U S. Intelligence is addressing these new challenges with more 

rJcreTs ve efforts that go beyond traditional cold war efforts aimed merely at understandmg 
weap^L^^^^^ U S. Intelligence is improving the way it mtegrates technical 

S"s ^th political, military, and diplomatic analysis to PJ->^^P°»->Ttt^^l^ 
infoLation on the motivations that drive foreign actions and decisions and on nfluemial 
oppStion forces that could support initiatives to diminish or eliminate the proliferation threat. 

Proliferation prevention efforts are further complicated by the fact that most NBC/M 
programs ! based on dual-use technologies and materials that have legitimate civilian or rn.htary 
apXToS imrelated to NBC/M. For example, chemicals used to make nerve agents are also 
used to make plastics and to process foodstuffs. , 

Nonproliferation regimes provide international standards to gauge and address behavior^ 
They provide diplomatic tools to isolate and punish violators. In the past few ye^. many stotes 
have jled these regimes and outsiders are encountering new pressures to jom. Procurement costs 
for NBC/M weapons are rising as the need for convoluted efforts to hide ^^Y^l'^l'^^'y"' 
sheer volume of international commerce, increased self-sufficiency, and the global diffiision of 
echLTogTand its dual-use nature make the regimes' road ahead a difficult one^ Intelligence will 
play ^ incrlingly important role in maintaining the effectiveness of nonproliferation regimes. 

Chinese and Russian assistbice to proliferant countries requires particular attention despite 
signs of progress. China's defense industiies are under increasing pressure to become profit 
making organizations - an imperative that can put tiiem at odds with U.S. interests m 
Interproliferation. Conventional arms sales have lagged in recent years, encouraging Chinese 
defense industries to look to NBC/M technology-related sales, pnmarily to Pakistan and Iran. 
Russia's export controls specifically regulate the transfer of missile-related ^f^^'^^^^^L... 
components But the system has not worked well, and proliferant countnes have taken advantage 
of its shortcomings. Iran's success in gaining technology and materials ftom ^^^^^^^^''^ 
combined with recent indigenous Iranian advances, means tiiat it could have a medium range 
mTsiJe much sooner tiian previously anticipated. China and Russia have been primary sources for 
proliferated missile-related technologies. 

Iran continues to be one of the most active countries seeking to acquire all types of NBC/M 
technology and advanced conventional weapons. Its efforts are focused on ^^q^^P^J^^I"''^ 
technology tiiat will give Iran an indigenous production capability for all ^rpes of NBC/M. ^ 
obtained Ae bulk of its CW equipment from China and India and sought dual-i^e biotechnology 
equipment from Europe and Asia, ostensibly for civilian uses. Numerous '"terdiction effort^^^^^^ 
the U S government have interfered with Iranian attempts to purchase arms arid NBC/M-related 
goods, but Iran's acquisition efforts remain unrelenting. Table 3.1 provides a brief overview of 
Iran's NBC/M programs. 



3-3 



Table 3.1: Iran's NBC/M Programs 



Nuclear 


• Attempting to acquire fissile material for weapons development. 

• Chinese and Russian supply policies are key to lran*s success; Russia has agreed to build power 
reactor. 

• Ratified the Nuclear Non-Proliferation Treaty and sighted the Comprehensive Test Ban Treaty. 


Chemical 


• Employed chemical agents on limited scale during Iran-Iraq war. 

• Produces chemical agents and is capable of use on limited scale. 

• ^#i»Vino Aitiir^ inH^nenri^nf imwItictMn canahtlitv* Chinese assistiince will be critical to lran*s success 

• Ratified the Chemical Weapons Convention. ' ' 


Biological 


• Possesses expertise and infrastructure to support biological warfare program. 

• May have small quantities of agent available; seeking larger capability. 

• Ratified the Biological and Toxic Weapons Convention. 


Ballistic Missiles 


• Maintains and is capable of using SCUD B/Cs and CSS-Ss. 

• Produces SCUDs with North Korean help. 

• Seeks to produce longer range missiles (1,000 kilometers or more). 

• Not a member of the Missile Technology Control Regime. 



Countries determined to maintain NBC/M programs over the long term have been placing 
significant emphasis on securing their programs against interdiction and disruption. In response to 
broader, more effective export controls, these countries have been trying to reduce their 
dependence on imports by developing an indigenous production capability. Many Third World 
countries, with Iran being the most prominent example, are responding to Western proliferation 
prevention efforts by relying more on legitimate commercial firms as procurement fronts and by 
developing more convoluted procurement networks. Should countries such as Iran ever become 
self-sufficient producers and exporters of NBC/M -related goods and conventional weapons, 
however, opportunities to prevent acquisition by other would-be proliferators will be dramatically 
limited. 



3.2 The Threat of Nuclear Diversion 

Although the threat of a massive nuclear attack involving hundreds or even thousands of 
nuclear weapons from the FSU has diminished, other threats have arisen: the potential acquisition 
of nuclear materials or even nuclear weapons by states hostile to the U.S. or by terrorists intent on 
staging incidents hannful to U.S. interests. The chilling reality is that nuclear materials, 
technologies, and expertise are more accessible now than at any other time in history * due in part 
to the dissolution of the Soviet Union and the region^s worsened economic conditions and political 
instabilities. This problem is exacerbated by the increasmg diffusion of modem technology 
through the growth of the world market, making it harder to detect illicit diversions of materials 
and technologies relevant to a nuclear weapons program. 

U.S. Intelligence is taking all possible measures to support U.S. government efforts to ensure 
the security of nuclear materials and technologies. Nevertheless, there are several reasons why the 
U.S. is concerned about the security of nuclear materials. 
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. Russia and the other states of the FSU are not the only potential sources of nuclear 
weapons or materials. 

. A few countries whose interests are inimical to the U.S. are attempting to acqu^^^^^^^ 
itself. 

. The effort required to become a nuclear power is being reduced. Years ago there were tjro 
linedTmerto w^^^^ pmliferators: the technical know-how for bmld.ng a bomb and 
±r^nmonoiZ fissile material. While it is by no means easy to make a n^cle^ 
wL^n Cwledge of weapons design is sufficiently widespread so that a concerted effort 
3sJcceed n at least developing a workable, albeit crude, design. The smgle greates 
i^J^d^em toT^ acquiring a nuclear capability is the acquisition of fissile material. 
Sr^a^^nstq^^^ fissile material in the form of highly enriched uranium or 
ol^^nTurboro^which require large muhi-biUion dollar development programs to 
?rXTnCndently. Today, fissile material is more susceptible than ever to bemg 
purchased, stolen, or otherwise acquired. 

The orotection of fissile material in the FSU has thus become more critical at the same 
1 he proiecuon oi . ^ institutional mechan sms that once curtailed 

portion of the world^s nuclear-relaled materials, technology, and information. 

The list of potential proliferators is not limited to states with nuclear weapons ^bition^. 
There Ji^^a^y non-Sate a«ors, such as separatists and terrorist groups, cnmmal org^>^tions 
LlinSuTtWeves who could choose to further their cause by using fissile or non-fiss le (but 
"la^ ivt^^^^^^ Despite press articles claiming numerous instances of nuclea. 

r^iSng r^^^^ U.S. Intelligence has no indications that any fissile matends have been 
LlSb^^^^^ organizations However, press reports have indicated possible terrons 
^tS in fJile materials. TT^ere are no indications of state-sponsored attempts to ann 

eS^reSon with nuclear material, fissile or non-fissile. Furthermore convenUonal 
"rns S^^^ explosives remain the most likely option ^-^l^^-^l^^^^^^^' 

™much easier'to use and can be effective as tools " ^^'^^^^^^^ 

Tgents are less expensive and easier to acquire than nuclear matenals. UnforUmtely^^ do^^^^^ 
preclude the poss^ility that a terrorist group could acquire enough nuclear inatenal, I^^ritiaUy 
Lt^ iSes. I conduct an operation, especially one specifically designed to incite pamc. 

A non-state actor does not necessarily need fissile material for its pinposes. Depending on 
the .zrouD's obiectives any radioactive material could suffice, but the use of non-fissUe matenals 
SiLlyS^^ 

^ioactive materials dispersed by a conventional explosive or f^en released acaden^ ly could 
Tause damage to property and the enviromnent and cause social, poll ical. and economic , 
S^pZ Ex Jples of non-fissionable. radioactive materials seen m press reports are cesium- 
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137, strontium-90, and coball-60. These cannot be used in nuclear weapons but could be used to 
contaminate water supplies, business centers, government facilities,- or transportation networks. 
Although it is unlikely they would cause significant numbers of casualties, they could cause 
physical disruption, interruption of economic activity, and psychological trauma to the work force 
and general populace and require some measure of post-incident clean-up. Non-state actors 
already have attempted to use radioactive materials in recent operations (e.g., Chechen insurgents 
threatening Moscow with radioactive waste). 

Traditional terrorist groups with established sponsors probably will remain hesitant to use a 
nuclear weapon for fear of provoking a worldwide crackdown and alienating their supporters. In 
contrast, a new breed of transnational terrorists, exemplified by the Islamic extremists involved in 
the bombing of the World Trade Center in 1993, might be more likely to consider such a weapon if 
it were available. These groups are part of a loose association of politically committed, mixed- 
nationality extremists, apparently motivated by revenge, political grievances, religion, or a general 
hatred for the West. 



3.3 The Terrorist Threat of Chemical and Biological Weapons 

The danger that a terrorist organization like the Japanese cult Aum Shinrikyo could acquire 
the capability to launch an attack using CW/B W continues to exist. U.S. Intelligence continues to 
assess and analyze the threat of a terrorist CW/BW attack. The Aum Shinrikyo attacks in June 
1994, in Matsumoto, Japan, which killed seven and injured 500, and on the Tokyo subway in 
March 1995, which killed 12 and injured 5,500, were the first instances of large-scale terrorist use 
of CW agents, but a variety of incidents and reports over the last three years indicate continuing 
terrorist interest in these weapons. 

Terrorist interest in CW/BW is not surprising, given the relative ease with which some of 
these weapons can be produced in simple laboratories, the large number of casualties they can 
cause, and the residual disruption of infrastructure they can precipitate. Although popular fiction 
and national attention have focused on terrorist use of nuclear weapons, CW/BW are more likely 
choices for such groups. 

• In contrast to the fabrication of nuclear weapons, the production of BW requires only a 
small quantity of equipment. 

• A knowledgeable and capable terrorist organization could theoretically employ BW/CW 
on a large scale as a "weapon of mass destruction," possibly causing thousands of 
casualties. Even very small amounts ofBW/CW can cause massive casualties. The fact 
that only 1 2 Japanese died in the Tokyo subway attack has tended to mask the 
significance of the 5,500 people who were treated or examined at medical facilities. 
Such a massive influx of injured - many critically - has the potential to overwhelm 
emergency medical facilities, even in a large metropolitan area. 

• Terrorist use of these weapons also makes them "weapons of mass disruption" because 
of the necessity to decontaminate affected areas before the public will be able to begin 



3-6 



t99H CPRC Report io Congrtss 



feeJing safe again. Inefficient dissemination of CW/BW, or even a hoax incident, could 
still result in substantial psychological impact in the target audience. 

Although the Aum Shinrikyo case demonstrates that terrorists can produpe CW they also 
mav be X to dirertly acquire these weapons via other means, including theft of agents from 
"se^h la^aciu^^^^^^ available poisons, theft of CW mumtionsheld by Ae 

m bTack market activity, and receipt of i^ady-made CW agents or munitions from a state 
Tpo^/ kTs unlikely that all such acquisition attempts will discovered and in>«.stigat^^ 
Son ofthe acquisition of BW is especially tro^^^^ Thereisnodoub tha the u e o^^ 
BwtuTdbedev^tating.pos^^^^^^ 

^;«r,mtino the dailv lives and business act vities of Americans and U.S. alUcs. Several states, 
?3 ng I^^yf^^^^^^^^^^ on the State Department's terrorist list highlighting the d^ger 

oTp^Sai^^^^^ of a terrorist's CW/BW program. alAough there is no evidence of 

^ate l^^sofs providing CW/BW or the technologies to produce them to terrorist groups. 

^ d The Military Threat of ChcP ^f o«» and Biologicai Weapoiti 

The military threat from CW/BW is greater today than it has ever been - particularly in 
regions where religious, ethnic, and/or economic suife are feeding the roots of conflict. 
Ex^ceS the problem is the worldwide proliferation of knowledge and technology related to 
CW/^Wa^^^^^^ Ready access to international computer ne^voA^ 

ZdZCL provides a would-be proliferant with unparalleled --ss to f^^^.^ 
creatlv accelerate the development of a CW/BW weaponization program (i.e., turning a stockpile 
of C W/^W ^^^^^^ a miUtarily significant weapon). Not only must U.S. forces be prepared for 
these threats; they must be prepared now. 

The costs of nuclear weapons, the requirement for large supporting 
need to acquire the many different technologies necessary for weapomzation are »;nnt.n^^^^^^ 
achieving a nuclear weapons capability. On the other hand, initiating a CW agent production 
capruty s a rather straightforward adaptation of basic industrial chemical processes. Similarly, 
B W agents can be produced by countries possessing a pharmaceutical vetennary or med.c^^ 
fnfr^Lture. For such countries, CW/BW production is technically feasible and can become a 
S with the acquisition of some specialized equipment, cooperation of appropriate scientists 
and engineers, and the political will to do so. TTie military effectiveness of CW/BW 
weaponization will depend on the overall support available from the country s military 
MJLtructure and the Lining and doctrine development it can provide. ^J^f. . 

modest investments a credible and effective CW/BW weaponization program can be established. 

Aimed at certain criticalnodes in the military infrastructure of the U.S.. either domestically 
or abroad, CW/BW could seriously disrupt the execution and tempo of military operations 
Contamination of mobilization/logistics nodes, ports, and other choke points created d»mng force 
Son (e.g.. the ports at Al Jubyal and Ad Dammam during the Gulf War) could delay the 
iS^n of m'i itary'campaigns. increase the exposure and vulnerability of troops, and Area^en the 
lery success of military operations. It is imperative, therefore, that U.S. forces be prepared to 
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Operate effectively in CW/BW contaminated environments while simultaneously being able to 
detect and identify threat agents, treat casualties, and remediate contaminated areas. 

The Soviet Union may have had the most advanced CW/BW programs in the world; at the 
veiy least) it certainly had the largest. Moscow has declared the world's largest stockpile of CW 
agents: 40,000 metric tons of chemical agent, mostly weaponized, including artillery, aerial 
bombs, rockets, and missile warheads. Key components of the former Soviet offensive BW 
program remain largely intact and may support a possible future mobilization capability for the 
production of agents and delivery systems. Moreover, work outside the scope of legitimate 
defense activity may be occurring now at selected facilities v^thin Russia. The collapse of the 
Soviet Union and the current economic and unemployment problems of the states of the FSU may 
have a significant impact in the coming years on the direction and pace of CW/BW development 
throughout the world. While not sanctioned by the standing governments of FSU states, 
individuals and organizations may be tempted to sell related knowledge and materiel for hard 
currency just to survive. Certainly, the scientists and engineers formerly employed in the Soviet 
CW/BW weapons complex could be vulnerable to this temptation. Just as the level of protection 
and control of nuclear materials has declined since the fall of the Soviet Union, so too could 
CW/BW knowledge and materials become vulnerable to pilfering by entrepreneurs looking to turn 
a quick profit in the international proliferation marketplace. 

Press reports indicate that the Soviet Union may also have developed C W agents that are 
harder to detect, protect against, and treat than standard nerve and other conventional CW agents. 
Russian officials do not deny research has continued but assert that it is for the purpose of 
developing defenses against CW, a purpose that is not banned by the Chemical Weapons 
Convention (CWC). Many of the components for new binary agents developed by the FSU are not 
on the CWC schedules of chemicals and have legitimate civil applications, clouding their 
association with CW development. Proliferation of knowledge and material associated with these 
CW agents to regions of instability or by rogue nations could severely impact U.S. national 
interests, national policy, and military strategy. The prospect of facing a country, such as Iraq, 
equipped not just with CW, but with CW for which wc do not possess adequate means of 
protection or detection, is a sobering thought. 

Another, less well understood, C W threat is the potential for a Bhopal-like industrial 
contamination event resulting from deliberate targeting of industrial facilities in populated areas. 
U.S. forces operating in industrial areas could face a combined threat of conventional CW agents 
and exposure to industrial chemicals released either deliberately by saboteurs or as a result of 
collateral effects associated with military attack operations (i.e., by friend or foe). 

Ballistic Missile NBC Weapon Delivery Systems. Ballistic missiles offer potential 
prolifcrators several advantages in delivering NBC weapons. This is evidenced by the fact that 
many of the states thought to possess or seeking to possess NBC weapons also have programs to 
develop or acquire ballistic missiles. ^Ballistic missiles are less expensive to acquire and sustain 
than a modem air force. They have a relatively low profile infrastructure, and the use of mobile 
launchers makes them far less vulnerable to U.S. offensive operations than, for example, manned 
aircraft with ties to fixed air bases. The U.S. experience in the Gulf War demonstrated the 
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exceptional challenge posed by mobile ballistic missile launchers to counterforce operations. 
PeSps ?he greatest atkction of ballistic missiles is the difficulty in defendmg against them. 

The potential for coercion is. perhaps, the long-range ballistic missile's greatest value to 
proliferators and the greatest challenge for those seeking to restrain them Beyond the.r coercive 
5Xe in threatening distant cities and tiieir ability to distract and tie up military resources seeking 
to counter them, ballistic missiles - if sufficiently accurate and/or letlal - can pose a dir«:t 
mimary tiireat ^ well. During the Gulf War. 25 percent of U.S. combat faUlitiesresulted from a 
iricUD missile strike on a makeshift barracks in Dhahran. Saudi Arabia. Whether as a terror 
weapon^ainLivilian populations or as a means to threaten the rear of US «md coalition forces, 
Stic missiles can be m effective offensive weapon, even in the midst of U.S. fupenonty^^ 
TOsTparticularly the case with NBC-armed ballistic missiles! Because of the.r ability to spread 
lethal effects over wide areas, arming ballistic missiles witii NBC weapons can, to some extent, 
compensate for a lack of missile accuracy. An inaccurate ballistic missile armed with 
conventional high explosives can be transformed from a militimly ineffective terror weapon to a 
mHitarily significant weapon by adding an NBC wartiead. Hence, those >^o seek to develop or 
acquire NBC weapons will likely seek to develop or acquire ballistic missiles as well, and 
sometimes, unfortunately, vice versa. 

Cruise Missile NBC Weapon Delivery Systems. Article 2 of tiie Intermediate Range _ 
Nuclear Forces (INF) Treaty provides a useful definition: "A cruise missile is an umnanned. self- 
propelled vehicle tiiat sustains flight through the use of aerodynamic lift over mos of its fli^t 
Cruise missiles may be even less expensive and more accurate than ballistic missiles, and their 
smaller size may make them an even more elusive target for countisrforce operations. 
Furthermore, tiiey may also be mo^e difficult to defend against tiian mamied aircraft because of 
their lower radar cross-section and flight characteristics. Cruise missiles tend to be small, easy to 
hide capable of being launched from a variety of mobile launch platforms (air, ground and sea 
based) without significant modifications to the missile, relatively hard to detect m flight, and 
potentially accurate to a few tens of meters (e.g.. via the Global Positioning System)^ Even 
unsophisticated general aviation aircraft and commercially available remotely piloted vehicles 
could be turned into an umnamied cruise missile of sorts and configured to accomplish a variety of 
militarily significant missions. Such aircraft are widely available and inexpensive to purchase, 
support and operate. Even Uiough short-range anti-ship cruise missiles are already widely 
available, there are only a few countries tiiat possess long-range, land-attack cnusemissiles. 
However, there are no technological barriers preventing even developing nations from developmg 
or purchasing these relatively inexpensive, potentially very accurate NBC weapon ddive^^ 
systems. Altiiough they can be designed to deliver tiieir payloads to great distances (both the U.S. 
and the FSU built cruise missiles with range capabilities of more than 3.000 km), tiie majonty of 
currentiy available cruise-type missiles have ranges typically less than about 500 km. 

Underground and Hardened NBOM Facilities, Some countries are concealing NBC/M 
facilities and protecting them from attack by constructing underground and other hardened 
facilities. Placing an NBC/M capability - a weapon, a deliveiy system, or an NBC weapon 
production complex - within an underground facility enhances a countiy's abihty \o conceal the 
facility's location, in addition to providing considerable protection against attack. Protection m 
such facilities may involve layers of concrete and steel roofs with earth cover. Otiier options 
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include the use of tunnels, including existing coal and salt mine complexes, and natural caves that 
can be both deep and extensive. Within a hardened complex such measures as blast doors, 
barriers, turns in tunnels, and expansion chambers can channel and deflect blast waves to mitigate 
their destructive effects. Modem excavating equipment has speeded the process of constructing 
such facilities while also reducing construction costs. The Iraqi shallow buried and hardened 
facilities attacked during the Gulf War were for the most part remnants of an earlier generation of 
protective facilities construction. Because of the success achieved by U.S. weapons against these 
facilities, a new trend has been observed; the increased use of deep underground structures, such as 
abandoned mines or tunnels, to protect high value militaxy assets. A proliferant state's NBC/M 
forces and "supporting infrastructure elements arc one such high value military asset. Libya's 
construction of the Tarhunah tunnel complex, a suspected large scale CW production facility, is an 
example of this trend reported in the press. This complex is illustrated in Figure 3.1. 




Figure 3.1 The Tarhunah Underground CW Production Complex 
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X K Iraq ! A Closer Loolc 

This section examines the magnitude of Iraq's NBC/M programs and underscores the 
complexity faced by international efforts to curb the spread of these weapons. Details about the 
breadth of Iraq's past CW/BW programs are, presented to demonstrate the broad range of weapons 
that a state sponsor of terrorism has available and could provide to terroriste if it so chooses. 

The unprecedented inspections conducted in Iraq by the United Nations (UN) have 
revealed much about Iraqi NBC/M programs. In the wake of the August 1995^«f^'^f'; ^f^^.^ 
Saddam Hussein's son-in-law. Husayn Kamil. the Baghdad government turned over to UNSCOM 
and the IAEA a large cache of NBC/M-rclated documents and revealed even more information m 
extensive discussions with both UN organizations. Despite severe war damage and over six years 
of UN inspections, Iraq retains the technological expertise to quickly resurrect its NBC/M program 
if UN inspections were ended. Iraq continues to hide critical NBC/M production equipment and 
material from UN inspectors. 

Iraq's Biological Warfare Program. No concrete information on the scope of Iraq's BW 
program was available until August 1995, when Iraq disclosed, after the defection of Husayn 
Kamil the existence of an offensive BW capability. Iraqi officials admitted that they had 
produced anthrax (8.500 liters), botulinum toxin (19.000 liters), and aflatoxin (2,200 liters) after 
years ofclaiming that they had conducted only defensive research. Baghdad also admitted 
preparing BW-filled munitions - including 25 SCUD missile warheads, aenal bombs, and aerial 
dispensers - during the Gulf War, although it did not use them. Iraq acknowledged researching the 
use of 155mm artillery shells, artillery rockets, a MiG-21 drone, and aerosol generators to deliver 
BW agents UNSCOM has destroyed a range of BW production equipment, seed stocks, and 
growth media claimed by Iraq for use in its BW programs. UNSCOM believes Iraq has greatly 
understated its production of B W agents and could be holding back such agents, which are easily 
concealed. 

Iraq resisted dismantling the Al Hakam BW production facility for nearly one year after 
disclosing in 1995 that it manufactured more than 500,000 liters of BW agents at the fiicility 
between 1989 and 1990. When UNSCOM finally pressed Iraq to destroy Al Hakam in the 
summer of 1996, Baghdad claimed that Al Hakam was a legitimate civilian facility designed to 
produce single-cell proteins and biopesticides. Al Hakam's remote location (55 km southwest of 
Baghdad) and the security involved in its construction suggest that Al Hakam was mtended to be a 
BW production facility from the outset. 

Baghdad has provided no hard evidence to support claims that it destroyed all of its BW 
agents and munitions in 1991 . UNSCOM Chairman Richard Butler stated that Iraq's most recent 
BW declaration, submitted in September 1997, "failed to give a remotely credible account of 
Iraq's biological weapons program." In late 1995, Iraq acknowledged weapons testing using tiic 
BW agent ricin, but did not provide details on tiie amount produced. Two years later, UNSCOM 
discovered documents that showed Iraq had produced the BW agent ricin. Iraq has the expertise to 
quickly resume a small-scale BW program at known facilities that currently produce legitimate 
items such as vaccines and other pharmaceuticals. Wittiout effective UN monitoring, Baghdad 
could probably begin production within a few days. For example, Iraq can convert production of 
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bippesticides to anlhrax simply by changing seed material. Figure 3.2 provides a historical 
summary of Iraq's BW development program. 

Iraq 's Chemical Warfare Program. Iraq had an advanced CW capability that it used 
extensively against Iran and against its own Kurdish population during the 1980s as summarized in 
Table 3.2. Iraqi forces delivered CW agents (including mustard gas and the nerve agents sarin and 
tabun) in aerial bombs, aerial spray dispensers, 1 20mm rockets, and several types of artillery shells 
both for tactical military purposes and to terrorize rebellious segments of the population. Iraq 
maintained large stockpiles of CW munitions and had a major production capacity. UNSCOM 
supervised the destruction of more than 40,000 CW munitions (28,000 filled and 12,000 empty), 
480,000 liters of CW agents, 1 ,800,000 liters of chemical precursors, and eight different types of 
delivery systems - including ballistic missile warheads - in the past six years. Following Husayn 
KamiPs defection, Iraq disclosed that it: i) produced larger amounts of the nerve agent VX than it 
previously admitted; ii) acknowledged, despite previous claims it only conducted research, that it 
had conducted pilot production of about four tons of VX from 1988 to 1990; iii) researched in- 
flight mixing of binary CW weapons before the Gulf War - an advance in the development of a 
C W capability that extends the shelf life of chemical agents; and iv) perfected techniques for the 
large-scale production of a VX precursor that is well suited to long-term storage. 

UNSCOM believes Iraq continues to conceal a small stockpile of CW agents, munitions, 
and production equipment. Baghdad has not supplied adequate evidence to support its claims that 
it destroyed all of its CW agents and munitions. The destruction of as much as 200 metric tons of 
chemical precursors, 70 SCUD warheads, and tens of thousands of smaller unfilled munitions has 
not been verified. Baghdad retains the expertise to quickly resume CW production. In the absence 




Figure 3.2 Declared History of Iraqis BW Program 
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Tabic 3-2: Iraqi Use of ChcmiGal Weapons 



Date 



August 1983 



Oct -Nov 1983 



Feb -Mar 1984 
March 1984 



Area Where 
Used 



Haii Umran 



Pan) 



win 



Mainoon Island 



Al Basrah 



Hawizah Marsh 



Type CW Agent 
Used 



Approximate 
Casualties 



Mustard 



Mustard 



Mustard 



Tabun 



Mustard/Tabun 



Fewer than 100 



3,000 



2,500 



50 to 100 



3,000 



Target 
Population 



Iranians/Kurds 



Iranians/Kurds^ 



Iranians 



Iranians 



Iranians 



February 1986 



Al Faw 



Mustard/Tabun 



8,000 to 10,000 



December 1986 



Umm ar Rasas 



Mustard 



Reportedly thousands 



Iranians 



Al Basrah 



Mustard/Tabun 



5,000 



Iranians 
Iranians 



October 1987 



Sumar/Mehran 



Mustard/nerve agents 



3,000 



Halabjah' 



Mustard/nerve agents I Reportedly hundreds 
have caused some of the casualties. 



Iranians/Kurds 



^ Iran also used chemicals at Halabjah that may 



of UNSCOM inspectors. Iraq could restart limited mustard gas production within a few weeks, 
Me%ucL^ of Urin within a few months, and achieve pre-Oulf War production leve s - 
Siding VX - within two or three years. Since the Gulf War. Iraq ^^/^^"'l .'""V'T^fto CW 
once used to produce CW agents and has the capability to convert smaller civilian facilities to CW 

production. 

Iraq 's Ballistic Missile Program. Iraq had an active missile force before the Gulf War that 
included 819 operational SCUD B missiles (300 km range) purchased from ^^^^ Soviet Union an 
advLed progL to extend the SCUD's range and modify its warhead (e^g., the Al Husayn with a 
650 km range and the Al Abbas with a 950 km range), and an extensive effort to reverse-engineer 
and indigenously produce complete SCUD missiles. UNSCOM reports that it supervised the 
destruction of 48 SCUD-type missiles. 10 mobile launchers. 30 CW and „ 
wiheads, and related equipment. UNSCOM has verified Iraq's umlateral destruction of only 83 
SCUD-type missiles and nine mobile launchers. 

Unmonitored unilateral destruction and discrepancies in Iraqi accounting suggest ifliat 
Baghdad could still have a small force of SCUD-type missiles and an undetermined number of 
wJheads and launchers. UNSCOM believes it has accounted for all but two of the ongmal 819 
SCUD missiles imported from the former Soviet Union. Iraq has not adequately explained the 
disposition of important missile components that it could not produce on its own and may have 
removed before destruction. Iraq may have pieced together a small inventory of missiles by 
integrating guidance and control systems it concealed with indigenously pro<i"««» PJ^- J^j^ 
aS"ucing SCUD enginS. airframes, and warheads 

not verified claims that it destroyed all of these components. Baghdad probably continues to 
receive some parts through clandestine procurement networks. In 1995, Jordan mterdicted missile 
guidance equipment (e.g.. gyroscopes) bound for Iraq. Baghdad admitted under UNSCOM 
questioning that it received a similar shipment earlier in 1995. In November 1995. Iraq turned 
over a previously undeclared SS-21 short-range ballistic missile launcher it acquired firom Yemen 
before the Gulf War. illustrating Iraq's ability to conceal major elements of missile systems from 
UNSCOM inspectors. 
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Baghdad has not given up its plans to build larger, longer-range missiles. UNSCOM has 
uncovered numerous Iraqi design drawings, including multistage systems and clustered engine 
designs, that theoretically could reach Western Europe. Inspectors have uncovered evidence that 
Iraq' had continued missile research since the imposition of sanctions. If sanctions were lifted, Iraq 
could probably acquire enough material to resume full-scale production of SCUD-type missiles, 
perhaps within one year, Iraq's Al-Samoud and Ababil-100 missile programs - within the UN-' 
allowed 1 50 km range limit - serve to maintain production expertise within the constraints of 
sanctions. Iraq has apparently flight-tested the Al-Samoud which UNSCOM describes as a scaled 
down SCUD, successfully. Iraq probably will begin converting these programs into long-range 
missile production as soon as sanctions are lifted. Iraq continues to expand a missile production 
facility at Ibn al Haytham, a facility cuncntly used to support its authorized missiles programs. 
Two new fabrication buildings at the facility are spacious enough to house the construction of 
large ballistic missiles. Baghdad's claim that the buildings at Ibn al Haytham are intended to be 
computer and administrative facilities is inconsistent with the facility's inherent size and capacity. 

Iraq 's Nuclear Weapons Program. Iraq had a comprehensive nuclear weapons 
development program before the Gulf War that was focused on building an implosion-type 
weapon. The program was linked to a ballistic missile project that was the intended delivery 
system. After Husayn Kamil's defection, Iraq retreated from its longtime claim that its nuclear 
program was intended only to conduct research. Iraq admitted experimenting with seven uranium 
enrichment techniques and was most actively pursuing electromagnetic isotope separation, gas 
centrifiige, and gas diffusion technologies. Baghdad planned to build a nuclear device in 1 991 by 
using IAEA-safeguarded highly enriched uranium from its Soviet-supplied reactors. UNSCOM 
and IAEA inspections have hindered Iraq's nuclear program, but Baghdad's interest in acquiring 
or developing nuclear weapons has not diminished. Iraq retains a large cadre of nuclear engineers, 
scientists, and technicians who are the foundation of its nuclear program. There are concerns that ' 
scientists may be pursuing theoretical nuclear research that would reduce the time required to 
produce a weapon should Iraq acquire sufficient fissile material. Iraq continues to withhold 
significant information about enrichment techniques, foreign procurement, weapons design, and 
the role of Iraq's security and intelligence services in obtaining external assistance and 
coordinating postwar concealment. Iraq continues to withhold documentation on the technical 
achievements of its nuclear program, including associated experimental data and accounting 
information. Baghdad has not fully explained the interaction between its nuclear program and its 
ballistic missile program. 



Response to the Threat. Additional information on the NBC/M proliferation and NBC 
terrorist threats may be found in the Intelligence Annex to this report. DoD, DOE, and U.S. 
Intelligence policy and strategy objectives, which provide a framework in >vhich to deal with 
NBC/M proliferation and NBC terrorism threats, are summarized in the next section. DoD's 
military response to counter NBC/M threats is discussed in Section 5. DOE's programs in 
proliferation prevention are described in Section 6, and U.S. Intelligence's response to countering 
proliferation is summarized in Section 7. The integrated DoD, DOE, and U.S. Intelligence 
response to countering paramilitaiy and tenorist NBC threats is discussed in Section 8. Details of 
U.S. Intelhgence's response, including new initiatives, activities, and programs that address 
shortfalls in efforts to counter proliferation, may be found in the Intelligence Annex. 
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4. Policy and Strategy Perspectives for Countering Proliferation 

and NBC Terrorism 

NationaJ policy objectives related to countering NBC/M proliferation and NBC terrorism 
threats are discussed in this section along with the policy and strategy perspectives of DoD, DOE. 
and U.S. Intelligence. Summaries of the roles and missions of interagency orgamzations 
responding to the counterproliferation challenge are also provided. 

"Together we must aiso confront the new hazards o/chemieal and biological 
weapons, and the outlaw states, terrorists and organized criminals seeking to 
acquire them. " (State Of The Union Address, January 27, 1998) 

— William J. Clinton, President of the United States 

Early in his administration. President Clinton issued guidance defining national 
nonproliferation policy objectives in Presidemial Decision Directive-B (PDD-U). This guidance 
has been effective in shaping a coherent and unified plan of action for DoD DOE, and U.S. 
Intelligence to work together in an interorganizational effort to counter both the proliferation ot 
NBC/M and NBC terrorism. Figure 4.1 serves to summarize the key documents that define U.S. 
policy for countering NBC/M proliferation and NBC terrorism, along with those that establish tiie 
policy and strategy objectives of the CPRC-represented organizations in fiirthcrance of U.S. 
national policy. 

4 1 Natinnal Perspectives 

The proliferation of NBC/M is not a hypothetical threat to the United States. More than 25 
countries have, or may be developing. NBC/M, and a larger number are capable of producing such 
weapons, potentially on short notice. In addition, the NBC proliferation threat has become 
transnational and include terrorist organizations or organized crime groups. The Umted States will 
need perseverance, patience, and imagination to combat this daunting challenge. There has been a 
dramatic reduction in the threat from the FSU states. Through a wide array of arms conti-ol and 
denuclearization treaties and initiatives, tiie U.S. has achieved considerable success in stemming 
the proliferation of NBC/M. The Nunn-Lugar Cooperative Threat Reduction program, the 
Nuclear Non-Proliferation Treaty, the Comprehensive Test Ban Treaty (CTBT), tiie Missile 
Technology Control Regime, the Austiralia Group, the Chemical Weapons Convention, and the 
Biological Weapons Convention have all contributed to slowing, and in some cases, rolling back 
NBC/M proliferation. The vigorous pursuit of these policies has raised the price of access to, and 
reduced the demand for, NBC/M. TTie U.S. is attempting to devalue the attractiveness of NBC/M 
by providing regional security strategies, providing incentives for acquisition abstinence, fielding 
defensive capabilities to render these weapons militarily ineffective, and taking steps to ensure that 
proliferators clearly pereeive a credible risk of economic and military responses if proliferation 
occurs or if NBC weapons are used. 
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Figure 4.1 Key Documents Defining Policy and Strategy Objectives for Countering 

Proliferation and NBC Terrorism 



There are three components to the U.S. response to NBC/M proliferation: preventing 
proliferation from occurring, protecting U.S. forces and citizens against NBC weapons, and being 
able to respond against those who would use NBC weapons against the U.S. Prevention of 
proliferation is the first priority. However, the United States will not be successful in preventing 
proliferation all the time, and in all places. When proliferation occurs and U.S. interests and 
commitments are threatened, the U.S. must be in a position to prevail during a crisis or on the 
battlefield, even against opponents who possess NBC weapons. DoD has responsibilities for the 
military responses needed if prevention fails: active defense, passive defense, counterforce, and 
response to paramilitary/covert threats. Several U.S. government agencies, including the CPRC- 
represented organizations, work together to respond to the NBC terrorism threat. Development of 
a coherent, effective national response has required policy initiatives, adaptation of military 
planning and operations, acquisition of new capabilities, new intelligence community programs 
and international cooperation. *- » 

4.2 DoD Perspectives j 

Within the broader framework of U.S. government activities to counter proliferation, the 
DoD bears unique responsibilities for deterring and countering regional CW/BW threats. Where 
diplomatic and other efforts to prevem proliferation fail, U.S. military forces must be prepared to 
operate effectively m CW/BW warfare environments by employing both offensive and defensive 
measures. Domg so strengthens deterrence by reducing the incentives of attack and serves as an 
insurance policy should deterrence fail. 
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^Theproiiferation of weapons of mass destruction and the ^'/"^^'^f^J^^ 
deliver them pose a major threat and must remain a major focus of US. defense 
policy and budget allocations. " (February 1997) 

' We should expect more countries and terrorist groups to seek— and to use- 
such weapons. Countering the proliferation threat wiUbea top secun^ 
challenge ofthe 21^ century." (^oyemhcx7€yl997) 

"The ihreatfrom nuclear, biological and chemical weapons is globaL This 
proliferation worries all nations who are devoted to peace and the security of 
their people." (December 1, 1997) 

—WaiiamS. Cohen, Secretary of Defense 



The Quadrennial Defense Review concluded that the threat or use of CW/BW is a hkely 
condition of fire warfare." It noted that U.S. and allied forces could be especially vulnerable to 
C>X?^W attacis in the early stages of operations when concentrated at mrl^s Ports and o^^^^ 
key logistical nodes. Because of the prevalence of such capabilities in the hands of potential 
SSe^^es and the likelihood that such adversaries would resort to such means in the face 
oTo^e^hrmTng U.S. conventional dominance. U.S. forces must plan and prepare to fight ^d 
win r^^or theatfr wars as well as to perform smaller-scale contingency operaUons under such 
conditions. 

Accordingly, U.S. forces must be properly trained and equipped to operate effectively and 
decisively in the face of CW/BW attacks. TOs requirt^s that the U.S. military continue to improve 
Ur^pabiliL to locate and destroy CW/BW and their delivery ^^^^ %T i^^lsT^^^^^ 
deeolY buried facilities, preferably before such weapons can be used, and defend against and 
Sge trconsequen^es of CW/BW if they are used. But c-P^bUity enhanc«nen^^^^^^^ not 
enoueh Equally important will be adapting U.S. doctrine, operational concep s, teaming, and 
erclLtSftill account of the threat posed by CW/BW as well as other likely asymmetnc 
Ss Moreover, given that the United States will most likely conduct fiiture operations in 
Son w°th othJrs we must also encourage our friends and allies to tram and equip their forces 
for effective operations in CW/BW environments. 



A % nOF. Perspectives 



DOE actively contributes to national efforts to stem NBC/M proliferation by Pf "Jng . 
several initiatives, focusing primarily on nuclear proliferation P^^^^^^'^^h^^^^^^ 
weapons-usable fissile materials worldwide, strengthening the Nuclear Nonproliferation Regmie, 
controlling nuclear exports, establishing transparent and irreversible nuclear reductions 
worldwide, and securing nuclear materials in states of the FSU. 

DOE is attempting to limit the amount of available weapons-usable fissile material by 
promoting alternatives to the civilian use of plutonium, eliminating the civilian use of highly 
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enriched uranium (HEU), initiating regional fissile material control activities, and assisting in the 
shutdown of Russian piutonium production reactors. Full scale work on the development of 
advanced high density, low enriched uranium fuel for research reactor conversion is ongoing 
DOE is also encouraging the conversion of additional HEU-fueled reactors to enable the 
utilization of low enriched uranium fuel. 

Strengthening the Nuclear Nonproliferation Regime is a key DOE nonproliferation 
mitiative. DOE is working to increase the efTectivcncss and efficiency of the IAEA, facilitating 
IAEA inspections of excess fissile materials, preparing for implementation of the CTBT, and 
promotmg regional nonproliferation measures. DOE is providing direct technical assistance to 
improve the safeguards effectiveness and efficiency of IAEA inspections in North Korea and Iraq. 

DOE is assisting the international community in effectively controlling exports of nuclear 
materials and establishing responsible supplier policies, implementing U.S. statutory licensing 
requirements for nuclear or nuclear-related export controls, fostering transparency through 
automated information sharing and security initiatives, and enhancing export controls in FSU 
states. DOE is working with the FSU states. Eastern Europe, and with UNSCOM to expand 
traimng in strategic material identification and prevention of illicit trafficking in nuclear weapon- 
related matenals and components. In hand vrith this initiative is DOE's effort to establish 
transparent and irreversible nuclear reductions worldwide. Working with the states of the FSU 
DOE IS exchanging and confirming data on weapons materials inventories and conducting 
reciprocal bilateral inspections of nuclear weapons-related materials and components DOE is 
committed and determined to fully implemem all transparency measures and U S rights at all 
Russian facilities engaged in activities covered under the U.S.-Russian HEU Purchase Agrwment. 

The joint effort by the U.S. and Russia to secure the nuclear materials of FSU states is an 
important initiative and a high priority of U.S. nonproliferation policy. Working with Russia 
states of the FSU, and the Baltic states, DOE is improving and expanding material protection' 
control and accounting (MPC&A) activities at every facility where weapons-usable nuclear ' 
materials are stored or transported. Assisting Russia and the FSU states in establishing strong and 
endunng national systems of MPC&A is a high national nonproliferation priority. 

4.4 U.S. Intelligence Perspectiveg 

i 

U.S. Intelligence actively contributes to national efforts to stem proliferation by supporting 
policy makers m identifying, stopping, and rolling back NBC/M proliferation where it occurs 
assisting m operations to slow proliferation activities, and supporting development of 
countermeasures against NBC/M Uireats. U.S. Intelligence assists in adapting U.S. military forces 
and emergency assets to deal with these threats by: i) identifying capabilities, vulnerabilities, and 
perfonnance charactenstics of NBC/M threats; u) uncovering adversary use doctrine and 
operational strategy; and iii) providing indications and warning of potential NBC/M use In 
supporting efforts to roll back NBC/M proliferation, U.S. Intelligence continuously updates the 
status of foreign NBC/M programs and identifies NBC/M program incentives, disincentives and 
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Key U.S. Intelligence initiatives for future improvement in capabilities to counter 
proliferation include: 

• Assisting in the development of innovative tools to influence rolling back existing 

capabilities and programs or deterring Uie use of NBC/M; 
. Providing insight into the plans, intentions, and motivations of those who seek to 

develop, buy, sell, or use these weapons; 
. Acquiring information needed to counter the operational effectiveness of these weapons 

or reduce the collateral damage associated vwth their accidental or mtentional use; 
. Providing timely and accurate assessments of worldwide efforts to develop, sell, 

ursf«?ftockpi!e, deploy, test, or use NBC/M and destabilizing advanced conventional 

weapons; and 

. Providing information regarding compliance witii nonproliferation regimes. 

A < rn..n*i.rti>rrnrism R csnonse Persnectives 

The potential for terrorist use of NBC weapons is a growing concern to U.S. policy 
makers It is U.S. policy to deter, defeat, and respond vigorously to terronst jttecks on U.S. 
;:S;^.a Lstl^S.ciLensandtheirproperty.oragai^ 

domestically, in international waters or airspace, or on foreign temtoiy. Jhe ^.S regards 
teTrism as a potential threat to national security as well as a criminal act and wiU app y aU 
Innrooriate means to combat it. The acquisition of NBC weapons by tenonst groups, through . 
l^^ZZZ o^lZr means, is ulceptable. There is no higher priority than Prev^^^^^^^ 
the acquisition of NBC weapons by terrorist organizations or removing such a capability once 
IcquSDeveloping effective means to detect, prevent, defeat, and 

NBC weapons use by terrorists is also of the highest priority. Furthermore, the U.S. shall seek to 
Tdentify groups or stLs that sponsor or support such terrorist activity, .so ate them, extm^^^^^^ 
heavy price for tiieir actions. DoD. DOE. and U.S. Intelligence are acUvely engaged m supporting 
U.S. counterterrorism policy objectives. 

» the Challegge of Countc ^ring Proliferation 

A key part of U.S. strategy to counter NBC/M proliferation and NBC terrorist threats is the 
establishment of interagency organizations to address critical policy, strategy, and 
R&D/acquisition objectives. The CPRC concentrates on ensuring that interagency R&D and 
aSSn activitie and programs of DoD. DOE, and U.S. Intelligence meet U^. po icy and 
SSoWectivesforcoLeringNBC/MproliferationandNBCterrorism. Other mteragency 
ISons address complementary aspects of national policy and strategy objectives associated 
w?r^tering NBC/M proliferation and NBC terrorist threats. Listed below are some of these 
interagency organizations for which DoD. DOE, and U.S. Intelligence play key roles. 

The Nonproliferation and Arm Control Technology Working Group (NP^^ 
The President estoblished the NPAC TWO in August 1994, pursuant to a comprehensive review of 
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interagency arms control and nonproliferation R&D coordination activities. The Arms Control 
and Disarmament Agency (ACDA), DOE, and DoD were designated as co-chairs, with ACDA 
serving as Executive Secretary, The NPAC TWG was established to facilitate the coordination of 
arms control and nonproliferation R&D as well as helping to guard against redundant R&D and 
technology development programs within and among departments and agencies. As an integral 
component of the interagency process, the NPAC TWG reports to the relevant NSC policy 
Interagency Working Groups and, through the Committee for National Security (CNS), to the 
National Science and Technology Council (NSTC). The chartered NPAC TWG functions include: 
i) exchange information and coordinate arms control and nonproliferation R&D; ii) advise 
agencies on R&D priorities; iii) facilitate the conduct of cooperative interagency programs; iv) 
review R&D programs; v) identify overlaps and gaps; vi) frame interagency issues and differences 
for decisions by adjudicating bodies; vii) advise policy Interagency Working Groups on R&D 
capabilities and limitations; and viii) make recommendations, through the CNS, to the NSTC on 
coordination of all nonproliferation and arms control-related R&D programs in the President's 
Budget. To ensure the comprehensiveness of its activities, the NPAC TWG*s formal membership 
includes 27 departments, agencies, and organizations of the U.S. government, with more than 87 
organizations regularly participating in the NPAC TWG process. 

The Technical Support Working Group (TSWG). The TSWG maximizes multi-agency 
participation to identify requirements and coordinate R&D for joint users in combating terrorism. 
Representatives from eight Departments and over 50 organizations throughout the U.S. 
government promote identification of current and future requirements for countering terrorism, 
establishing priorities, and preventing unnecessary duplication of effort. The TSWG was 
established in 1986 in response to a vice-presidential task force finding that better coordination 
and focus were needed for R&D activities associated with combating terrorism. It is the 
technology development component of the NSC Interagency Working Group on Counterterrorism, 
which is chaired by the DOS Coordinator for Counterterrorism. Under the oversight of the 
Coordinator's office, the TSWG is co-chaired by the DoD and DOE. The DoD chair is from the 
Acquisition Directorate in OASD(SO/LIC). While its funds are derived principally from DoD's 
Counterterror Technical Support (CTTS) Program, additional fiinds are controlled by DoD*s 
Counterproliferation Support Program and the Departments of State, Justice, and Energy and 
FEMA. Although the TSWG is primarily concerned with rapid prototype development of 
equipment to address critical multi-agency and ftiture threat counter- and anti-terrorism 
requirements, it has recently increased its efforts in conducting longer term R&D efforts in 
selected problem areas. Historically, developing countermeasures against NBC weapons has been 
a focus area of TSWG activity, and developing techniques to detect, neutralize^ and mitigate 
CW/BW agents remains a priority. In addition to NBC countermeasures, physical security, 
especially as it relates to force protection, has become a major focus area. As a result of a Senate 
initiative for joint counterterrorism R&D efforts with NATO and non-NATO allies, the TSWG 
took on an international dimension in FY 1993. It now has three bilateral agreements and active 
projects with Israel, Canada, and the United Kingdom. The TSWG has successfully transitioned 
capabilities to the Departments of Defense, Justice, State, Treasury (Secret Service, Customs, and 
the Bureau of Alcohol, Tobacco, and Firearms), U.S. Intelligence, the Federal Aviation 
Administration, the Public Health Service, and other agencies. 

The Community Nonproliferation Committee. This conmiittec develops and coordinates 
joint integrated intelligence requirements across the interagency spectrum. The primary vehicles 
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for coordination are biweekly video conferences involving intelligence and policy officials. The 
Micy STfications of changes in the threat are discussed, usually leading to a focused se^of 
dig^e needs. In most cases, U.S. Intelligence is able to take immediate steps to address 
these needs. 

The MASINTBW Technology Steering Group. In 1995. Ae Ceritral MASINT _ 
(Measurement and Signature Intelligence) Office (CMO) organized a senior level MASDJT BW 

Storing Group consisting of the Director and Principal Deputy Director of Ae CMO; 
AeStoroftheNonproliferationCent^^^ 

Chemical/Biological Defense; the Deputy Director of Ae Centra^ ^fY^t^^7o^L 
Office of Research and Development; and the CIA's Director. Clandestme MASINT Opc«tiot« 
G^^roffice of Technical Collection. New members add^ in 1997 were Ae Defense Advanced 
SSch Projects Agency's (DARPA) Defense Science Office and DOE's Office of 
S^lSioTand N Security. These organizations represent the majority of elements 
S th U S. government that fund BW defense-wlated R&D. The steenng group >s respo^'ble 
for identifying: i) national BW MASINT needs and requirements withm U.S. elligence and 
Sologies and programs currently being developed and/or applied; ni technology 
areas' Ind programs outside U.S. Intelligence and DoD that could support national BW MASINT 
needs aX g^ overlaps among programs. The steering group meets q^^rteriy to rev^^^ 
Leas of common interest. In addition, the group sponsors one BW defense and one CW defense 
MAsS^T t^cS^gy symposium annually. These fora. hosted by the CMO. provide an excellent 
rDDortunity to sharftechnd^ and ideas at the scientific level. Substantial cost savings have , 
SXm t^e c^ss-fertiliL^^^ of ideas and technologies among the various technology group 
members. 
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5. DoD CounterproUferation Programs 

m this section, DoD activities and programs strongly related ^ counterproli^^^^^^^^ 
discussed Section 5.1 is devoted to a discussion of key developm^ts affecting DoD s overaU 
SSroliferation Initiative, including the Quad«nnial Defense ^^^^^^^'^^^ 
Initiative the activities of the CounterproUferation Council. CINC and Joint Staff 
~;oUfetBtionplanningactivities,^^^^ ^ 
intemaUonal cooperative activities, and an update on the current activities of the > 
^ZZ^iftr^^On Support Program. DoD activity and program descnptions are provided m 
SeSn^ and o^anized in terms of the CounterproUferation fimctional areasof 
nroUferation prevention, strategic and tactical intelUgence. batUefield surveillance, NBC/M 
^:^Z"^licns.MsWc6.f^se. DoD pn^grams associated v^^^^ 
p^J itary and terrorist NBC threats are discussed in Section 8. together with DOE and U.S. 
Sge^programs in this area. In Sections 5.2 - 5.8, key activity and program 
a^S^nts and milestones are summarized, and FY 1999 budget data are provided. 
SXo^atic details are provided in Appendix C. Finally Section 5.9 — jzes 
Cow rlomplishments of DoD activities and programs direcUy address the CounterproUferation 



ACEs. 



g t Infrftrfnrtinn and Ne w nevtlopments 

DoD Policy and Strategy Objectives. U.S. armed forces must be fully prepared to counter 
the milifa^ tb^ate posed by NBC weapons. With senior DoD officials play ng an active role in 
S^^v^n^anSS^^^^^ oversight of the Defense CounterproUferation Initiatjve, the Department 
conUnte! to mSstantial progress toward fully integrating CounterproUferation activities into 
rmiS ptaing. acquisition.Tntenigence, and international cooperation activities. Tliese 
S haveCn bu It on the formal policy guidance issued by the Secretary of Defense m May 
iSffo low-on guidance contained in internal plamiing and programming documents and a DoD 
Directive on CounterproUferation issued in July 1996 that delineates specific responsibilities, 
Sizes ^fationships among DoD organizations, and establishes common terms of reference. 

These documents reflect the Department's role in the entire sP^^f^?^ H;? ;,80ve"^^^^ 
activities related to countering NBC proliferation - from supporting diplomatic efforts to prevent^ 
o^roSn prolifera^^ to protecting the United States and its friends and allies and their mil tary 
forcesSNBC attach. DoD poUcy to counter proliferation underlies sfengthened efforts to 
p«v?nfToUferation and to protect U.S. forces, interests, and military capabilities and r^ui^s 
U S. forces to be prepared to execute offensive and defensive military operations ^^^^ 
deployment and employmem of NBC weapons. The major objectives of DoD CounterproUferation 
policy are: 

• Support overall U.S. govermnent efforts to prevent the proliferation of NBC weapons and 
associated delivery systems; 

. Support overall U.S. government efforts to roU back proUferation where it has occurred; 



5-1 



allied forces; and i 

• Adapt U.S. militaiy forces, planning, doctrine, and training to maintain their operational 
tempo and accomplish their missions despite Uie presence, threat, or use of NBC/M. 

Tu uJ^ ^''^ ^^'"^ objectives. U.S. forces should possess a spectrum of capabilities 
The R&D and acquisition programs and other DoD activities under way and being established are 
designed to bring these capabilities to fruition; they are discussed in Sections 5.2 through 5 8 
below and in Section 8. b«-'.o 

r^rM, ^ The QpR»s Impact on Countering Proliferation and NBC Terrorism. DoD s 

QDR was issued in May 1997 by the Office of the Secretaiy of Defense. It builds on the 
President's National Security Strategy, developing an overarching defense strategy to identic 
required mihtap' capabilities and define the programs and policies needed to support those 
capabi ities. The QDR identifies the threats posed by the proliferation of NBC/M and associated 

SdR tto cu!!; NRr/ST"' '"^^y '^''^ within the 

gOR IS to curb NBC/M proliferation by garnering the cooperation of other nations while 

continuing to iniprove capabilities to locate and destroy NBC weapons, preferably before they can 

be u^ed. One of the requirements of U.S. defense strategy is to be able to achieve war aims against 

against the U.S. Because of the prevalence of such capabilities in the hands of potential fiiturc 
adversaries and the likelihood that such adversaries would resort to such means in the face of 
overwhelming U.S. conventional dominance, U.S. forces must plan and prepare to fight and win 
major theater wars under such conditions. r ^ f ana win. 

ruz/DuTi^ improved protection against CW/BW threats for U.S. forces. New 

C W/B W detectors, improved individual protective gear, and a greater emphasis on collective 
protection are all critical to DoD's efforts to protect its soldiers, sailors, airmen and Marines from 
asymmemc threats. The counteiproliferation.related decisions publish;d in the QDR include 
maintaining NMD as a high national priority and increasing both the focus and fimding for 
countering asymmetric threats such as those posed by NBC/M proliferation and NBC teirorism 
Two key challenges stressed in the QDR are that DoD must, as part of its strategy to eZTfiLe 
counterprohferation preparedness: i) insiitutionalize counterproliferation as anSgan!Z^ 
pnncp le m every facet of milhaiy activity, from logistics to maneuver-and-strike warfare and ii) 
T r '° '""^""^Se our allies and potential coalition partners to tr^n 

equip, and prepare Aeir forces to operate with U.S. forces under NBC threat conditions To 
advance the institutiona^i^tion of counterproliferation concepts and capabilities addressed in the 

Svt999lS?rn '"''''"^ ^^"^^ '-^ counteiroliferation fimding ov^ 

Lil H.f! Penod. This increase is being allocated in the following areas: i) 

cXw aS'n^Ar t^^^"^^ '"^''"'^"^ «>"«'«^<' P«>t«=tion systems. 

CW/BW agent detectors, decontamination equipment, and vaccines ($732 million)- ii) 

«rrwmw ! J"? in^Provements for attacking CW/BW. hardened, and underground facilities 
and CW/BW agent defeat munitions ($146 million); and iii) SOF enhancements ($87 miUio^ A 
plamied increase of $35 million for active defense programs was not allocaT^ ^ 
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A foUow-on study to the QDR, Transforming Defense: National Security inj^ 21^ 
Century was conducted by the National Defense Panel and released m December 1 997. This 
.^ZJ^^^T^^ analyzing potential threat scenarios out to the year 2020 -d Prov.d.„g 
Commendations for appropriate defenses to meet 21« century threats. Regardmg 4e Areat of 
NBC/M the panel recommended: i) developing appropriate defense measures orgamc to U.S. 
deployed forces; ii) giving highest priority to NBC detection capabilhi^; and ui) providing a 
conventional, non-nuclear deterrent capability against the use of NBC/M. 

5 1.2 DoD's Defense Reform Initiative (DRI). The DRI, amiounced in November 1997. 
represents a major reform in how DoD does business. It resulted from a high level review led by 
the Deputy Secretary of Defense and includes the insights of many business leaders experienced 
with nuyor business restructuring. The goal of the restructuring is to bring modern business 

to DoD that will enable DoD to respond more quickly and more efficiently to new threats, 
and take better advantage of technological opportunities that hold the promise of enhancing 
military capabilities. The DRI impact on the CPRC is significant. 5^1^ J^jj^f 
me ^SdJjCB) position, which serves as the Executive Secretary of the CPRC and Chairman of 
the CPRC Standing Committee. It also calls for the elimination of subordinate positions under 
ATSD(NCB) including the Deputy for Counterproliferation and Chemical^iological Defense 
(DATSD(NCB)(CP/CBD)). who provides management oversight of the Counterproliferation 
SuDOort Program, the CBD Program, and technical and administraUve support to the CPRC. The 
SonsTresentiy provided by'these entities will be shifted to the new Defense Threat Reduction 
Agency (DTRA). Several options are being examined to determine the future role ot 

DATSD(NCB)(CP/CBD) within a re-organized OSD as well as P<>»«!^\«^ '^^'^^^^^^^^ 

DTRA will be composed ofthe Defense Special Weapons Agency (DSWA), the On-Site^ . 

Inspection Agency (OSIA), the Defense Technology Security Administration (DTSA). and other 
oTd offices. In addition, the position of Assistant Secretary of Defense for IntemationalSecunty 
Policy has been incorporated under the Assistant Secretary of Defense for Strategy and Threat 
Reduction (ASD(S&TR)). As implementation of the DRI proceeds, the Deputy Secretary of 
Defense is working to ensure that appropriate level DoD officials wilUontmue to ^hair and 
support the CPRC and its Standing Committee, consistent with the CPRC's congressional charter. 

5 1 3 DoD's Counterproliferation Initiative. DoD's Counterproliferation Initiative is the 
Departm'ent-wide effort to meet the defense challenges posed by NBC weapons and their means of 
delivery It was established to ensure that U.S. forces are prepared to conduct successfU ni^ilita^ 
fpSns in an NBC-contaminated enviromnent. For FY 1999. DoD will invest over $5.9 billion 
lJ^^gramsstronglyrelatedtocounterproliferation.upfiromtheFY 1998 investment of nearly 

$4.9 billion. 

ActivUiesoftheCPCoundL To ensure that DoD's broad counterproliferation policy 
obiectives are met and that the Implementation of the Counterproliferation Initiative is integrated 
and focused, the Secretary of Defense established the DoD Counterproliferation Council in April 
1996 The "CP Council" is chaired by the Deputy Secretary of Defense and includes the Under 
Secretary of Defense for Acquisition and Technology (USD(A&T)). the Under Secretary of 
Defensefor Policy, the Vice Chairman of the Joint Chiefs of Staff, the Under Secret^ies of the 
Military Departments, the Vice Chiefs of the Military Services, and the Director for Strategic Plans 
and Policy of the Joint Staff. The ASD(S&TR) serves as Executive Secretary for the CP Council. 
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Through the complementary themes of "institutionalizing*' and "internationalizing," the CP 
Council monitors departmental progress in developing the strategy, doctrine, and force planning 
necessary to execute counterproliferation objectives effectively. It also monitors DoD-wide efforts 
at training, exercising, and equipping U.S. forces for integrated operations in an NBC 
environment, as well as overseeing DoD counterproliferation activities in interagency and 
international fora. The CP Council meets regularly, focusing on the potential impact of NBC/M 
proliferation on the Department's rcquirwnent to fight two nearly simultaneous Major Theaters of 
War (MTWs). In this connection, the Council identified the importance of understanding the 
likely NBC employment concepts and plans of proliferants and took steps to ensure that the 
focused intelligence assessments in these areas support the development of U.S. regional military 
plans, as well as doctrine and exercising policies. It also informed senior DoD leaders on 
deficiencies in current CINC plans for operating in a CW/BW environment. 

5.1.4 CINC Counterproliferation Priorities and Planning Activities. DoD's 
counterproliferation responsibilities include the application of military force, when necessary. 
Deriving the CINCs' formal warfighting plans follows a deliberate and formalized "national 
objective-to-task" process that proceeds from top-level Presidential guidance and instructions 
down to specific military operational plans and activities. The National Security Strategy, 
Presidential Decision Directive-13, and the Counterproliferation Policy Guidance of the Secretary 
of Defense provide the framework for counterproliferation planning. Three Joint documents that 
have evolved firom these broad guidance documents are the CJCS's Missions and Functions Study, 
the Counterproliferation Charter, and the Counterproliferation CONPLAN 0400. These key 
documents serve as the prerequisites for beginning the CINCs' formal planning process to execute 
U.S. counterproliferation policy. 

Because the challenges of counterproliferation involve new policy considerations, the 
Missions and Functions Study vi^s a special effort chartered by the Secretary of Defense to 
facilitate future DoD counterproliferation planning. The study was a combined effort by the Joint 
Staff, Services, CINC representatives, and OSD. Its key findings are: i) each geographic CINC is 
responsible for executing U.S. counterproliferation policy within his area of responsibility (AOR); 
and ii) implementation of counterproliferation policy witiiin each AOR is executed via each 
CINCs standard deliberate planning process. This planning process included the development of 
tiie overarching CJCS's Counterproliferation CONPUN 0400, prior to each CINC developing an 
AOR-specific counterproliferation CONPLAN (concept plan). 

The findings of the Missions and Functions Study were approved by the Secretary of 
Defense in May 1995. He further directed the Counterproliferation Charter be written to support 
the developmem of the Counterproliferation CONPUN 0400. The Counterproliferation Charter 
was approved by the CJCS and the Secretary of Defense and supplements the top-level guidance 
documents delmeated above by providing more of a military focus for the counterproliferation 
mission. The CJCS's Counterproliferation CONPUN 0400 provides guidance in terms of 
national counterproliferation operational objectives and tasks. These operational objectives and 
tasks were derived from an analysis of top-level U.S. policy documents relevant to the 
counterproliferation mission. They have been coordinated throughout the Commands and witiiin 
OSD. These counterproliferation operational objectives and tasks will guide tiie CINCs through 
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the development of their AOR-specif.c CONPLANs which are due to the Joint Staff for review in 
August 1998. 

The CINCs ' CounterproUferation Required Capabilities. The current CINCs' listing of 
16 counterproliferation required capabilities, considered necessary to 

were identified and validated from the CINC perspective. As of this wntmg. a "^^^ ^PW pro^s 
Tinder way. The CINCs generally put the highest priority on Aose areas where Ae mo^ leverage 
could be exercised for getting enhanced capabilities out to the field quickly Table S.l hsts the 
Cl^Cs^r^quk^^^^^^^^ capabilities. It also illustrates the evolution of Ae cwrent 

fe^uSdZbilities from the CINCs' original counter— ^^^^^^ 
Deterrence/Counterproliferation JWCA and approved by the JROC in 1994. Th s evolution 
fefiecTthScs' need for improved capabilities and technologies to support ^mdy 
^rril^liferation-related intern 

collateral effects and the activities of SOF in countering paramilitary and terrorist threats, i ne 
Di^nc^Stl^^^ JWCA will revalidate the CINCs' counterproliferation required 

bv the CPRC and serve as a basis for the counterproliferation ACEs. The CPRC ACbs locus on 
^.Xm L'folls whereas the CINCs focus on capability reguiremenis. ms companson is also 
summarized in Table 5.1 . 

5 1 5 Key Counterproliferation Studies and Analyses. Several studies initiated or 
completed since'last year's report and addressing military o|^rations - ^^^^ 
enviromnents, are having a significant impact on counterproliferation planmng. They are 
described in this subsection. 

The 1996-1997 Joint fVMD Analysis. In early 1996. the JROC, initially concerned with 
the issufofmedtcal force structure requirements, requested that NBC wea^^ 
in Joint Staff (J-4. Logistics) evaluations of wartime medical requirements and tha^ J-8 (Force 
St^«te. Reso^^^^^^ Assessment) address the employment of NBC weapons m «nUm 
Zt^X A Genei^d Officer Steering G«,up was fonned to oversee -y^-'o^^^^f'''' 
to qLlify warfighting impacts of NBC weapons employment m two MTWs^ The analytical 
objectives of the Steering Group were achieved by a working group, chaired by the J- 
J^^arfighting Analysis Division with members fi-om numerous DoD organizations^ The first 
Z^f the Joint WMD Analysis was devoted to the formulation of cnUcal tmg 
Lsumotions construction ofscenarios. and selection/integration ofana ytical tools. TTiese 
TsIPs; sLarios. and tools were utilized in quantitative v^^ 
second analytical phase. Medical casualty estimates, operational and ogistiail effecte, policy 
S^aLs^and Lk were emphasized throughout the ^^^^^^ 

in Koi^a and Southwest Asia quantified the overall combat effcctivene^of U.S_ and allied Jor^s 
iS tfie presence of hostile CW/BW environments, underscored the importance of U.S. active and 
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Table 5.1: Evolving CINC Counterproliferatlon Priorities and Required Capabilities 



1994 CINC Counterproliferatlon 
Priorities 




1996 CINC Counterproliferatlon 


Corres. 
ACE* 


L Detection and characterization of BW 
and CW agents 




l.CP intelligence cycle 


8 


2. Intercept cruise missiles 




2. Conventioiial response with minimal 
collateral effects 




3. Defeat underground targets 




3. SOF response and intelligence 
collection/analysis targeting 
coveit/iMnmilitarv^teiTorist threats 


5.6 


4. Characterization and identification of 
underground targets 




4. Battlefield NBC detection and warning 


1 


5. Collect and analyze intelligence 




5. Theater missile defense with minimum 
collateral effects 


4 


6. Passive defense enabling operations 




6. Defeat imderground targets 


3 


7. Support for operations in an NBC 

cn V irunrncni 




7. Target planning/analysis including 
collateral effects prediction and post- 
MfiKc assessment 


11 


8. Production of BW agent vaccines 




8. Individual protection 


9 


7. riaiiiiin^ anu laigciing lor aoove 
ground infrastructure 




9. Proliferation pathway analysis 


13 


10. BW/CW agent defeat 




10. Cruise missile and aircraft defense with 
minimum collateral effects 


7 


1 1. Detection and tracking of shipments 




1 1. Collective protection 


9 


12. Prompt mobile target kill 




12. Mobile target defeat 


^ 12 


13. Support for Special Operations Forces 




13, Offensive information warfare 




14. Locate, detect, and disarm WMD in 
CON US and OCONUS 




14. CP consequences logistics capability 


9 




15. Decontamination 


9 




16. NBC medical treatments 


9, 10 



* DoD ACE Priorilization 

I 



passive defenses, and identified issues surrounding host nation support. Results of the Joint WMD 
Analysis were presented to key participants in the QDR, the National Defense Panel, and to the 
Secretary of Defense. A classified final report was released in March 1998. A follow-on study is 
now under way and efforts are being made to improve critical warfighting assumptions, refine 
analytical tools, and vary key NBC weapons-related parameters over plausible ranges to assess 
sensitivities. 

QDR Modernization Panel Directed Study: Preventing Nuclear (Radiological), 
Chemical, and Biological Weapons and Materials from Entering the United States. This 
follow-on study to the QDR focused strictly on the prevention of NBC/M materials from entering 
the U.S. The study panel recommended: i) more effective organization; ii) clarification of 
existing policy and implementation plans; iii) improved collection, analysis, and information 
sharing; iv) technology enhancements to aid plans and policies; v) that DoD pursue cooperative 
means with DOE and DOS to control nuclear materials and establish international agreements for 
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handling incidents involving nuclear materials; and vi) c^^^^^^^ 

^^omel, training, research, developmenVand acquisttton to address the problem. 

Air Force Studies. Based on CINC war game results, the Air Force initiated thre« studies 

study s °bitam « " P™ ^^ , ^j,), ,„ counterfort operations 

™ ^^^u7^^'<X"f,Im«i rt. Zse study will detennine how air base 
S.^ZTlTXciTB^^on^''^.. L identify ways to 

The studv will address the following central questions: In what ways do different CW/BW attaclt 
The study ' , „ ^ ^^^^ degrees of contamination impact 

ro^^^r^ZntialTter^Jnon-ma^^^ 

impact of conducting air base operations in a contammated environment. 

Assessment of the Impact of Chemical and Biological Weapom on Joint Operations in 
2010 (^S^mTstldy^h This study, which included senior retired officers from al fo« 
2{H\) ( cif V o y / J CW/BW on joint operations based on political and 

bl setiouS addressed. It further concluded that military operations conducted ac^^^^^ 

?^ Sin.Ss within the U.S. To redress these vulnerabilities the study recommends, i) 

^SMefiSr»:i «»lysis; ii) policy guidaiKe ^ '^'"^^^l':^^^ 
?KD JCS flie CmCs, and the Services; iii) enhanced R&D on new cpabiliUM to coiniter tailored 
^''t;^;tteo^CT/BW: iv) reductionof force stnicure CWmW vu.^«bito« force 
projection nodes; and v) development of Service programs to address Service-specflc 



vulnerabilities. 



5.1,6 The Counterproliferation Support Program. At the heart of DoD's ^ 
Counteiproliferation Initiative is the Counterproliferation Support Program which seeks to 
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everage ongoing R&D and acquisition activities to expedite the fielding of enhanced capabilities 
to counter NBC/M threats. The Counteniroliferation Support Program was established by the 
Depu^ Secretary of Defense in August 1994 to address key shortfalls in counteiprolifcration 
capabilities identified by the CPRC's predecessor, the NPRC. The ATSD(NCB) and his Deputy 
for Counterproliferation were tasked with implementing the program, doing so in close 
consultation and coordination with the CPRC. the Joint Staff and JROC, the CINCs the Services 
DoD Agencies, and cognizant components of OSD. This cooperation is ongoing and continuing.' 

AT^r^ttjr^r i}^''J^^P'''yf°'J^<>*'«t'n»roUfer«^n and Chemical/Biohgical Defense. Hie 
^ ^SJI. ^ ^'^P"^ Counte'ProJiferation and Chemical/Biological Defense 

(DATSD(NCB)(CP/CBD)) serve as the central point of contact for DoD counterproliferation R&D 
and acquisition programs and are responsible for managing the Counteipioliferation Support 
Program and the Chemical/Biological Defense Program. DATSD{NCB)(CP/CBD)'s 
counterproliferation mission is to: i) provide management oversight for the R&D and acquisition 
aspecte of DoD's Coimterproliferation Initiative to ensure it folly supports the Presidcm's policy to 
limit the spread of and contain the threat from NBC/M; il) manage the Counterproliferation 
Suppprt Program; and iii) coordinate DoD counterproliferation R&D and acquisition efforts with 
DOE, U.S. Intelligence, and other federal agencies. Oversight of the R&D and acquisition aspects 
of the Counterprohferation^^^^^^ is accomplished by: i) participating in Pn,gram Objective 
Memorandum (POM) and Programming. Plamiing and Budgeting System reviews. Departmental 
plamung and policy development, and acquisition oversight activities; ii) serving as facilitator 
across individual program boundaries; and iii) interacting witii the Joint Staff JROC the 
Deten^nce/Counteiproliferation JWCA, the CINCs, and OSD/Policy to ensu^ their * 
counterproliferation priorities are adequately addressed. In its role as interagency integrator and 
coordinator of programs related to counterproliferation, the DATSD(NCB)(CP/CBD) seeks to 
maximize the payoff from the national investmcm in counteiproliferation-related activities 
facilitate interactions between the DoD R&D and acquisition communities and other U S ' 
government agencies, and identify non-DoD programs to meet CINC and other DoD user needs. 

Counierproliferation Mission Statement 
The mission of the Counterproliferation OfiRce is to advocate, focus, and accelerate 
acquisition capabilities to /7rev««r proliferation of weapons of mass destruction and 
ytoprevaU decisively when confronted with tiieir use. 
• ^- — ■ ■ ^ 

The Counterproliferation Mission Statemem reflects tfie goal of the Counterproliferation 
Support Program the purpose of which is to improve specific military counterproliferation 
capabilities by: i) building on ongoing programs in tiie Services, DoD agencies. DOE. and U S 
Intelligence; i.) focusing on the most critical counterproliferation shortfalls to address major gaps 
n deployed capabilities (as reflected in the CINC required capabilities and the ACEs);Tii ^ 
leveraging existing program funding to more rapidly field capabilities by accelerating the 

S^Dvt^Ll X ^"T'u ^' "r 100% solution to longer tenn 

R&D), IV) identifying and enhancing the development of high payoff technologies to accelerate 

capabilitiestothewarfighter;v)identi5angandpromoting£/^^^^^^^ 
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complement technological advances; and vi) transitiomng Counterproltferation Support Pjgram 
projects to the Services as soon as practicable. By leveragmg existmg sponsor funding and 
funding efforts with a strong and high-level militaiy component or CINC support, the 
C^terproliferation Support Program seeks to expedite the trans tion of project ^eve opmem^^^ 
aaiuisition responsibilities to the Services. The expedited acquisition process embodied in the 
ACTD process is ideal for achieving these objectives, and the Counterprohferation Support 
Program seeks to use ACTDs as the vehicle for rapid evaluation, demonstration, and fielding of 
new and enhanced miUtary capabilities. 

The Counterproliferation Support Program budget request for FY 1999. including support 

S^^ifaS^S'dS:^^^^^^^ 

effLs (DoD ACE priorities 2 and 3). Table 5.2 also compares Counterproliferation Sup^^ 
Program funding with the overall DoD investment in <=°""»«n>rohfemtion. F^^^^^ 
Comiterproliferation Support Program budget represents approxiinately 2 6% °fD^D s total 
investment in counterproliferation. By focusing its budget on high payoff areas and leveraging 
existing programs by adding funding to accelerate project schedules and deliverables, 
eSnc'ements in counterproliferation capabilities are being achieved in the near tenn. and, by the 
end of the decade, significant advancements in operational capabilities in most of the 
counterproliferation ACEs will be achieved. 

Counterproliferation On-line: The -CP/CBD WebSite." ™s Internet presence was 
unveiled in Februaiy 1997 as the "CP Web Sit^ and was later expanded to »"<;»^<*y^^^^^^^ 
on the Chemical/Biological Defense Program. The newly named "CP/CBD Web Site is located 
on the OSD Acquisition and Technology "ACQWeb" (or addressable directly at 
http7/www acq osd.mil/cp). The main purpose of the CP/CBD Web Site is to disseminate 
^folX to U.S. citizens. Congress, and the press, but this infonnation is also available to users 
worldwide. Choosing ACQWeb as the CP/CBD Web Site's host allowed the site s web spimiers 
to leverage OSD's existing information review, dissemination, and secunty vehicles to meet 
ch^ging consumer demands for infonnation. The CP/CBD Web kite's Commumty Dire^^^^^^ 
feati^es contact information and a list of committees and organizations f^ff^^^ 
of the DATSD(NCBXCP/CBD). Also featured is an online version of the 1996, 1997, and 
(pending) CPRC reports. Online versions of the 1997 and 1998 DoD _ , _ ^ 
Nuclear/Biological/Chemical Defense Annual Reports to Congress are also feaWred. Hie 
Research section features an updated recommended list of Internet resources relate^^^ 
counterproliferation and chemical/biologicd defense topics, a large collection of 
government and other counterproliferation-rclated Web sites, and a series of Imks to searchable 
archives for government and congressional records and relevant articles appeanng m the 
mainstream press. 

5.1.7 International Cooperative Efforts to Counter Proliferation. OSD/Policy is 
continuing to work with long-standing allies and friends in Europe, the Pacific, and Middle East 
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Table 5.2: Counterproliferation Support Program ACE Investments 



Counterproliferation ACEs 

(in DoD priority order) 
1 . Detection, identification, and Characterization of B W Agents 


FY 1999 Investments 
ISMI 


DoD CP 
Initiative 


CPSP 


2. Detection Uiaracterization, and Defeat of NBC/M Facilities with Minimal 
Collateral Eirects 


228.3 
110.5 


48.5 
79.8" 


3. petition. CharacteriM^^^ 
Minimal Collateral Effects 

4, Ballistic Missile Active Defense 


^F^^"*' vppcrauans rorces ana jjeiense Against Paramilitarv 
Covert Delivery, and Terrorist NBC Threats 
6. Provide Consequence Management 


3.997,4 
127.4 

120.8 


16.3 
1.4 


7. Cruise Missile Defense ~ 

w. v^v/iivwiivMi, r^uaijr^id, anu iJisseminaiion OT Actionable Intellieence to 
Counter Proliferation 






9. Robust Passive Defense to Enable Sustained Operations on the NBC 

Battlefield 

10. BW Vaccine RDT&E and Production to Ensure Stockpile Availabilitv " 

1 1 . Target Planning for NBC Targets " ' ~ 


476.1 
49.1 


1.9 


12. Prompt Mobile Target Detection and Defeat 

13. Detection, Tracking, and Protection of NBC/M and NBC/M-Related 
Materials and Components 

4. Support Export Control Activities of the U.S. Government 


54.4 
125.3 
7.3 


5.5 


15. Support Inspection and Monitoring Activities of Arms Control Agreements " 
and Regimes 


13.2 
600.4 




Includes support from ODUSD(AT). 

Ballisiic missile defense programs also support cruise missile defense capabilities. 
' Please see the Intelligence Annex to this report for additional infonnation. 


• TOTALS: 


5,911.7 


153.4 



regions to develop common approaches for countering proliferation. ASD(S&TR) played the 
leadmg role m movmg counterproliferation to the top of NATO's agenda. NATO's Senior 
Defense Group on Proliferation (DGP). co-chaired by ASD(S&TR) and a European ally (currently 
Germany), was established in 1994 to establish common views on proliferation threats, to identify 
Ae range of Alhance and national capabilities required to address these threats, and recommend 
improvements m NATO s defense posture to counter them. NATO's counteiproliferation 
mitiative is an integral part of the Alliance's adaptation to the post-Cold War strategic 
enviromnent^ As part of NATO's strategic reorientation toward security responsibilities beyond 
Europe, the DGP has recommended improvements in CW/BW protection of deployed allied forces 
o^ratmg on NATO s periphery where the military dangers posed by NBC/M proliferation are 
greatest. The DGP has also recommended steps to improve defenses against BW threats which 
are of particular concern. In June 1996, NATO defense and foreign ministers approved L core, 
integrated set of capability enhancements and force improvements. In many of these areas NATO 
already has, or is on the way to developing, the requisite capabilities. DGP findings are intended 
to give impetus and added rationale for fielding such capabilities, as well as to demonstrate how 
supplementing this nucleus of capabilities with other means - layered defenses against theater 
ballistic missile attack, special munitions for NBC agent defeat and defeat of hardened NBC 
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targets, computer modeling and simulation, and medical countcnneasures - ^^"'^f^J^'g*^" 
Allian^'s overall ability to discourage NBC proliferation, deter the threat or use of NBC weapons, 
and protect against NBC attack. 

Northeast Asia and the Middle East are the two regions in which the U.S and its friends 
and allies are most likely to be engaged in future conflicts against CW/BW-aomed advermies. 
Within the Asia-Pacific region. DoD places a high priority on cooperative ^^"l^^f^^ 
Republic of Korea (ROK). since ROK and U.S. Forces/Korea face an immediate threat from North 
Korea's NBC weapons. OSD/Policy has offered to establish a working group on 
STemSeration with the ROK to improve the ability of ROK and U.S. forces m^ountry Xo 
Tp^te^ogether in an NBC environment. OSD has also held discussions on counterprohferauon 
Zih Japan and Australia. In the Middle East. OSD established a counteiprohferation working 
group with Israel, and held countcrproliferation-related discussions w^A Kuwait and Oman 
SsD/Policy, in conjunction with U.S. Central Command plans to address ^o'^^^J^/f ^^^^ 
with its other friends and potential coalition partners in tiie region and has 'T'^t^* "^^^^^^^ 
teams in the Gulf Cooperation Council (GCC) states to develop its approach. The objective is to 
convince GCC allies to improve their overall interoperability for cooperative security by 
improving counterproliferation capabilities, initially focusing on theater missile defense through 
existing bilateral, military-to-military fora. OSD's longer-term approach is to develop a 
ZZr^i'^^ security arr^gement with and among all GCC allies and to institute NBC defense 
ilSon. training, and exercises into OSD's bilateral miUtary-to-military relationships with 

each state. 

5 1 8 Other Key Activities Associated with DoD's Counterproliferation Initiative. 

Several other activities and developments impacting DoD's Counterproliferation Initiative have 
occurred since the CPRC's May 1997 report. They are discussed below. 

Vaccination of V.S, Forces Against Anthrax. In December 1997. the Secretory of 
Defense announced the decision to systematically vaccinate all active and reserve U S^ military 
personnel against anthrax. This decision is crucial for protecting U.S. forees against the most 
^mmonly weaponized BW threat. The Food and Drug Administration (FDA)-approved schedule 
requires a six-dose regimen spaced out over the course of 18 months, with an annual booster to 
mintain irhmunity. The Secretary of Defense directed that the following conditions must be met 
before vaccination starts: i) supplemental testing on all vaccine lots cuirenUy m stoclq>ile. 
consistent with FDA standards, to assure sterility, potency, and purity of the vaccine; u) 
implementation of an automated system for My tracking personnel who receive the vaccinations; 
iii) approval by the Assistant Secretary of Defense for Health Affairs of operational pla^^^ 

administer the immunizations and of communications plans to inform military personnel of the 
oroBram- and iv) review of health and medical issues of the program by an mdependent expert. 
Plans currently call for all DoD personnel serving in high threat regions to receive vaccinations 
first Total force vaccination will follow according to a DoD policy currently being staffed. 
Currently, the only FDA-licensed producer of the anthrax vaccine is the Michigan Biologic 
Products Institute in East Lansing, Michigan. 

Science and Technology Strategic Planning for Counterproliferation. The 1998 Joint 
Warfighting Science and Technology Plan (J WSTP) provides a Joint science and technology 
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(S&T) perspective across the Services and Defense Agencies for the purpose of assuring that the 
DoD S&T program adequately supports high-priority Joint Warfighting Capability Objectives 
(JWCOs). The JWSTP emphasizes Advanced Technology Demonstrations (ATDs) and ACTDs 
that transition innovative concepts and mature technologies to the warfighter faster and more cost 
effectively than traditional acquisition mechanisms. "Chemical/Biological Warfare Defense and 
Protection" and "Counter Weapons of Mass Destruction" are two of the 10 JWCOs addressed in 
the 1998 JWSTP, The JWSTP also highlights technology development efforts in the areas of 
NBC contamination avoidance, point detection, early warning, individual and collective 
protection, and decontamination. Counteiproliferation-related ATDs and ACTDs in the areas of 
NBC passive defense and counterforce are also described in the JWSTP. The 1998 JWSTP and 
JWCO-supportive elements of the DoD S&T program continue to receive funding priority in the 
President's Budget and DoD's FYDP. 

The Air Force Counterproliferation Master Plan. As a result of collaboration on the 
Joint Missions and Functions Study, the Air Force developed a comprehensive Master Plan for 
Counterproliferation, which supports OSD and CINC objectives and tasking. It details the Air 
Force's strategy as a force developer and provider by assessing capabilities, defining Air Force 
counterproliferation requirements to support the warfighting CINCs, identifying shortfalls and 
deficiencies in all areas of the counterproliferation mission, and prescribing measures to correct 
them. The Air Force Master Plan became the model for an OSD initiative to create an overall 
DoD Counterproliferation Master Plan. 

Air Force Integrated Process Teams. In response to the passive defense-related 
recommendations derived from the Air Force's major counterproliferation study in 1996, entitled 
The Effects of Chemical and Biological Warfare on Air Base Combat Operations, the Air Force 
established the NBC Ability-to-Survive-and-Operate IPT. In May 1997, this IPT conducted a 
bottom-up review of Air Force passive defense issues and established a rigorous work program. 
To integrate the IPT's passive defense work with the overall Air Force effort to operationalize 
counterproliferation throughout the Air Force, the Counterproliferation IPT was established. The 
Counterproliferation IPT was the "single manager" with the responsibility for integrating, 
facilitating, and coordinating the collective Air Force response to the CW/BW challenge - 
encompassing passive and active defenses, counterforce and intelligence, and surveillance and 
reconnaissance functional areas. In the summer of 1997, the Counterproliferation IPT was 
combined with the Nuclear IPT to form the Nuclear and Counterproliferation IPT to consolidate 
and streamline Air Force efforts in the counterproliferation area. 

The Air Force Counter Chemical and Biological Warfare Roadmap. In order to more 
effectively articulate Air Force progranmiatic needs for counterproliferation, and to facilitate 
corporate Air Force dccision-making, the Air Force has undertaken development of a Counter 
Chemical and Biological Warfare Roadmap. The roadmap describes and prioritizes strongly 
related and unique Air Force counterproliferation programs and projects. The results will be used 
by the Air Force in FY 2000 POM deliberations and will serve as an input to the submission of the 
Air Force Major Commands. The roadmap will be regularly updated. 
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thwart prolifOTtton acUvities (DoD ACE priorities 2, 3, 5, and 11). 

■i 1 i Counten>rolif«™«OB Support Program Projects in Proliferatioii J^*""*"- . 

The Co"i^S"s* port ProgJl supports ATSD(NCBys Deputy for Nudear Mauers ,n 

srrso^iaTn:r»^-safe..^ 

* "n« of JSX— » Support P^gram. The s..u» of these pjojec^ ,s sumn^n^d 
Wow and additional details are provided in Table 5.3 and m Appendix C (Table C.l ). 
S 2 3 DoD Proliferation Prevention Programs Strongly Related to CouBter- 

DoD ^ U.S Sligence activities and progrants in proliferation preven«on are d.scuss«l .n the 

Intelligence Annex, 

The Cooperative Threat Reduction (CTR) Program, Several ongoing projert^ under the 
CTR Program. rSanaged by ATSD(NCB)'s Deputy for Cooperative 1^*^^^^°^ 
m rrcnrwrRvrTR^^ olav a maior role in prol feration prevention. Under the CTR Frograni, 

feLteSeSfa^d cLix>nents; i) establish verifiable safeguards against theu proUferation; m) 
S^^ltTrdtm— of defense industries and conversion of f ^J^g^;;:^^^ 
caoabilities to civilian purposes; iv) expand military-to-military contacts between the U.S and 
S'^^r;andv)supJo:rinternationalSd^^^^ 

former FSU weapons scientists to peaceful endeavors. DATSD(NCB)(CTR) worKS cioseiy wiui 
DOE in these matters. (See Section 6.2.5.) 

Key accomplishments include: i) helping Ukraine. Belarus, and Kff»*^^^^«!;^^^^^^^ 
nuclear weapons states; ii) delivering \ 1 5 rail car conversion kits and 150 "si^ercontamers to 
e^S^epMcalsecm^^^^^^^ 

XSS security upgrades for Russian nuclear weapons storage sites; iv) 
tZTonTZc f fonstruction of the Fissile Material Storage Facility at Mayak. Russia; v) 
Sating 84 submarine launched ballistic missile (SLBM) launchers and dismanUmg 255 
S^rcSental Ballistic Missiles (ICBMs) and 37 heavy bombers; vi) closing and sealing 1 17 of 
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194 nuclear weapons test tunnels and bore holes at Kazakhstan's Degelen Mountain test tunnel 
comp ex; v.») amending the DoD-President's Committee agreement for CW destruction assistance 
to mclude fonner CW production facility dismantlement assistance; viii) delivering three mobile 
chemical analytical laboratories in support of CW destruction activities; ix) establishing 1 7 joint 

''"u^T^"^'^' ^'"P^*^' defense enterprises fomierly aswciated 

with WMD production; x) le-employing over 15.000 former Soviet weapons scientists and 
engineers on peaceful, civilian projects; xi) conducting 44 facility audits and examinations of CTR 
assistance activiues through January 1998; and xii) funding 177 exchanges between U.S. and FSU 

fn A^^ndl!! ' '^'^ P"^^^ ^'''^^ ^ 5.3 below and 

OSD CHtical Tichnotogy Support Frpgram. This program develops and publishes the 
Gongressionally mandated M//mn7>. CrUical Technologies List (MCTL). a detailedand structured 
compendmm of the techno og.es DoD assesses as critical to maintaining superior U.S. military 
capabilities. It applies to all mission areas including counterproliferation. The program is 
managed by the Deputy Under Secretary of Defense for International and Commereial Programs 
through the Deputy Director for Technology Planning and Export Control. Part I of the MCTL 
Weapons Systems Technologies, includes technologies whose technical performance parameter; 

are at or above the mimmum level necessaiy to ensure continuing superior perfonnance of U S 
rnilitaiy systems^ Part II. Weapons of Mass Destruction Technologi^ technologies 
required for the development, integration, or employment of NBC weapons and their mea^s of 
delivery. Part III. Developing Critical Technologies, covers technologies that will enhance U S 
militaiy systems wjU, increasingly superior military perfonnance or maintain a superior capability 
more affordably. Hie MCTL provides technical guidance for U.S. export control proposals for 
licensing and export control officials, and for intelligence collection. Technologies th^ a " 
prohferant might use and that might need to be countered arc addressed in Part II Parts I and III 
cover those technologies that U.S. forces could use to thwart an NBC weapons program orTght in 
an NBCcontammated environment. Technology working groups made up of experts from tiS 
U.S. government, academia, and industry review and update the MCTL reguIarlyVo ensure kev 
technologies are included and, thereby, identify new technologies applicable to 

fnZl^r r?' ^^'^ "^""^'''^ ^" ^ Defense Technical 

Information Center. Users can interact with the technology working groups, recommend chanees 

On^ite Inspection Agency Programs, OSL\ is responsible for several activities 
associated vath countenng proliferation. The OSIA is a Joint Service DoD organization 
responsible for unplementing inspection, escort, and monitoring requirements under the 
verification provisions of several U.S. international arms control treaties and confidence-buildine 
^THnlT V -^^-P^-»--t^ -•ated to nuclear and cS wea^t ' 

Tc^rfT ""n T''"'"'' ^"''"^'^ P™^'^'°g '^^^"^ advisory support activiLrfor 

ForrOnT; ^ I ^T^''^ """^'^ '"'P^'^'^" »° ^ Verification Monitoring Task 

Force On-S,te Inspection Subgroup; iii) supporting the INF Treaty, now in its 10* year- iv^ 

76:Z' T Treaty (START 1). now entering its 4 'yi^fC ;^^^^^ 

and preparation for verification operations in support of START II ratification; vi) miint^nl^^ a 
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capability to monitor Russian nuclear tests under the auspices of the Threshold Test Ban Treaty 
(TTBT) and the Peaceful Nuclear Explosion Treaty; and vii) supporting implementation of the 
CWC through successful initial inspections at declared U.S. CW production, storage and 
Schedule 1 facilities and continuous monitoring at U.S. CW destruction facilities. OSIA s support 
of the Plutonium Production Reactor Agreement (PPRA) focuses on monitoring Ri^sian cessation 
of the production of weapons-grade plutonium. The agency supports DoD and DOE m PPRA 
talks with the Russian Federation at the Joint Implementation Compliance Committee. 

OSIA also serves as the executive agent in support of a number of DoD 
counterproliferation programs. The agency is the executive agent for DoD in support of the 
UNSCOM on Iraq. OSIA has the authority, consistent with the UN Participation Act, Executive 
Order 10206 and applicable DoD directives, to direct DoD components to procuie or Provide 
personnel, services, facilities, supplies, equipment, and other assistance fi-om DoD stores. OSIA is 
also the executive agent for the DoD/FBI and DoD/U.S. Customs Service counterproliferation 
programs which are designed to train and equip law enforcement and border enforcement officials 
to deter detect, prevent, and investigate the proliferation, acquisition, transfer, and transit of 
NBC/M and related materials in Eastern Europe, the Bahic countries, and tfie states of the FSU. 
■ The DoD/FBI Counterproliferation Program focuses on training a professional cadre of law 
enforcement personnel in each participating country. Highlights since last year's report mclude 
completion of three NBC counterproliferation training sessions for Kazakhstani, Uzbekistam, and 
Kyrgyzstani law enforcement officials at tiie International Law Enforcement Academy m 
Budapest Hungary. The DoD/U.S. Customs Service Counterproliferation Program provides 
training and technical assistance to border enforcement authorities. This training focuses on 
training mid- and upper-level customs and border guard officials on interdiction techniques, 
procedures, and use of low and high tech equipment that supports interdiction of NBC/M and 
NBC/M-related materials. Additional OSIA project details are provided in Table 5.3 below and m 
Appendix C (Table C. 11). 

The Nuclear Treaty Program Office and CTBT Implementation. The ATSD(NCB) 
Deputy for Nuclear Treaty Programs (DATSD(NCB)(NTP)) oversees the integrated, DoD-wide 
CTBT implementation, monitoring, and compliance program, which includes: i) implementation 
of International Monitoring System (IMS) stations on U.S. territory or for which the U.S. has 
responsibility under the treaty; ii) cooperative bilateral IMS installation projects; iii) development 
of the prototype International Data Center (IDC) and a National Data Center to collate CTBT- 
related data; iv) transition of the prototype IDC to its permanent location at the headquarters of the 
CTBT Organization in Vienna; v) R&D activities in nuclear test monitoring techniques satisfymg 
congressional requirements and presidential safeguards; and vi) treaty implementation and 
technical support. Key accomplishments since last year's report include: i) contmued development 
of the global continuous threshold monitoring network and the CTBT data fiision knowledge base; 
ii) continued data collection, storage, fusion, and distribution technology for the IDC; and m) 
advancement of IDC transition from phase 1 to phase II, which includes tiie procurement by the 
Provisional Technical Secretariat of tfie first batch of hardware and transfer of first generation 
software. Additionally, tiie Nuclear Treaty Programs Office provides technical support and 
oversight for DoD-wide programs required for the negotiation, planning, implementation, 
compliance, and monitoring of the nuclear Nonproliferation Treaty, enhanced IAEA safeguard 
measures, and a future Fissile Materials Cut-off Treaty. 
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DSWA Nuclear Arms Control/CTBT Technology Support Program. This consolidated 
research, development, test, and evaluation (RDT&E) program develops capabilities and 
technologies, under the oversight of the Deputy for Nuclear Treaty Programs, to support the 
preparation, implementation, compliance, and verification of the CTBT, DSWA serves as 
program manager for DATSD(NCB)(NTP)'s CTBT Implementation Program described above 
DSWA assists DATSD(NCB)(NTP) on bilateral programs to exchange data and conduct 
calibration studies in support of the CTBT. Additional project details are provided in Table 5 3 
and in Appendix C (Table C.8). 

DS fVA Chemical Biological Arms Control Technology (CB ACT) Program. DSV^ A' s 
CB ACT office has the lead within DoD for developing the technologies required to implement 
chemical and biological arms control treaties and agreements. The CB ACT office conducts 
RDT&E activities to meet DoD-identified treaty implementation, verification, monitoring, and 
mspection needs. The CB ACT program is working to protect U.S. national security interests 
improve the effectiveness of U.S. verification efforts, assist in meeting U.S. legal obligations ' 
imposed by treaty provisions, support U.sJ policy development, minimize inspection and 
implementation costs, and enhance personal safety during treaty inspections. DSWA's designation 
as a combat support agency adds an important additional focus of considering the impact of 
CW/BW arms control agreements on warfighting commanders and their missions. 

The current CB ACT program concentrates on the following six activities: i) Support to 
Negotiations, including CWC compliance and implementation, bilateral arms control exchange 
visits. Biological Weapons Convention (BWC) Review Conferences and exchange visits to 
military biological facilities under the auspices of the U.S./United Kingdom/Russia Trilateral 
Statement; ii) Compliance Support/Data Management, by supporting the development of DoD ' 
data and notification management systems consistent with treaty and international agreement 
reporting provisions, such as the CWC Information Managemem System, the Chemical Agent 
Management Information Network, and a proposed BWC data managemem system; iii) Personnel 
Safety Monitoring, by developing a real-time portable CW agent monitor for detecting trace levels 
of volatile CWC-scheduled chemicals to assure that inspectors, escorts, and facility personnel are 
not exposed to chemical hazards; iv) Off-Site Monitoring, by evaluating technologies for use in 
monitoring the perimeter of facilities undergoing CWC challenge inspections; v) Non-Destructive 
Evaluation, by developing state of the art technologies for non-invasive characterization of die 
contents of munitions and containers; and vi) On-Site Analysis, by providing stateK)f-the-art 
sample collection, screening, preparation, and determinative analysis methods and equipment 
integrated mto a field portable system tiiat supports the Senate's ratification provision for in- 
temtory samphng and analysis, consistent witii CWC treaty obligations. Additional project details 
are provided m Table 5.3 and Appendix C (Tabic C.8). 

DSWA Strategic Arms Control Technology Program. This program supports 
counteiprohferation by supporting U.S. government implementation and compliance with strategic 
aims control treaties. The program undertakes the RDT&E activities required to provide tiie 
capabilities needed to conduct monitoring, inspections, and data exchanges under START I and li- 
the Missile Technology Control Regime (MTCR); the Safeguards. Transparency and Ineversibiliti 
Agreement; the Anti-Ballistic Missile (ABM) treaty; and tiie INF treaty. It also assists the U S 
govemmem and industry in complying witii the treaties and in developing technologies to meet 
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Table 5*3: Key DoD Counterproliferation Activities and Programs in Proliferation 

Prevention 



Procrani/Project Title 


Project Description 


DoD 
ACE 


Agency 


FY 99 
Budget 
I$M1 


PE No. 


CPSttBDort Proeram 
• Nuclear Matters Projects 


• Assessments of reltability. safety, sure^, and 
susuinability of the nuclear stoctoile 


5,2,3 


ATSD 
(NCB) 


2.012 


605160BR 


Stronflv Related CP Profframs 
• CTR Programs 


• Assisting FSU states in destroying, controlling, and 
demilitarizing WMD and associated infrastructure 


15,13 


ATSD 
(NCB) 


442.400 


FSU 
Threat 
Reduction 


• OSD Critical Technology 
Support Proeram 


• Preparation of the Miiitarify Critical Technologies 

t im,^ #M •••••bak^^ai^ A<MMA^# «*#%vttv^l fl^^lUt^tAC 


14 


DUSD 
(ICP) 


2.618 


6051 lOT 


• OSIA Programs 


• Implementation of inspection, escort, monitoring, 
and treaty verification measures for nuclear weapons 
arms coniroj crcaiies ana agrccfiicnis 

• Support for CW/B W agreements 

• DoD/FBI Counterproliferation Program 

• L/OL//U>o. L'UStoms L.*ounierproiiicrauon rrogram 

• CTBT technical advisoiy support 

• Support for plutonium agreements 

• Support for UNSCOM operations in Iraq 


15, 14, 
13 


OSIA 


35.112 

34,597 
1.767 
Z.72U 
1.660 

5.515 


O&M 

O&M 
O&M 

\j0LVfl 

O&M 
O&M 


♦ DSWA Nuclear Arms 
Control/CTBT Technology 
Support Program 


• RDT&E of technologies to support CTBT 
implementation, compliance, and verification 

• Enhanced nuclear safeguards 


15 


DSWA 


35.300 
1 QOO 

1 .jrW 


6037 11 BR 
O&M 


• UaWA unemicai oioiogicai 
Arms Control Technology 
Program 


m RHTi&F in imnlementation verification, monitoring, 
and inspection support for CW/BW arms control 
initiatives, including the CWC and BWC 


15 


DSWA 


10.542 


603711 BR 


• DSWA Strategic Arms Control 
Technology Program 


• RDT&E of technologies to enable verification of 
START and follow-on nuclear weapons treaties 


15, 13 


DSWA 


9.378 


603711 BR 


• USAF Nuclear Detonation 
Detection System 


• Integrates and supports nuclear detonation detection 
sensors on GPS satellites; develops and procures 
ground system for nuclear detonation reporting 


15 


Air Force 


23.400 


305913F 


• Navy SEl System Support 
Program 


• Procurement and fleet integration of SEI system up- 
grades to aid *m tracking NBC/M^related shipments 


13 


Navy 


2.360 
0.430 


204575N 
O&M 



requirements of future strategic arms control agreements. Systems, equipment, and procedures 
have been developed and made operational to exchange data, accommodate inspections of U.S. 
facilities, and enable the U.S. to exercise all of its treaty rights. A capability to evaluate developed 
systems, equipment, and procedures is maintained, as well as a capability to assess their suitability 
under future arms control regimes. In addition, support to the treaty commissions (e.g., the Joint 
Compliance and Inspection Conmiission) continues to resolve technical issues, assist in 
developing the appropriate implementing documents, and evaluate the compliance of U.S. 
development and testing programs with the various strategic arms control treaties. Technology 
development projects are under way to support anticipated future treaty requirements in the most 
non-intrusive and cost-effective manner. Future strategic arms control regimes may consider non- 
deployed missiles and warheads in all phases of their life cycles, to include conversion and/or 
elimination, and will require the development df new procedures and equipment to accomplish the 
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monitoring task. Major areas of concentration include warhead accountancy, monitoring and 
inspection, and data exchanges. Key accomplishments in support of these areas include the 
identification of several viable technologies for non-intrusive detection and identification of 
nuclear weapons and their components, the completion of the Authenticated Tracking and 
Monitoring System for global tracking of critical items during shipment, and expansion of the 
START Central Data System for START 11 reporting requirements. Additional project details are 
provided in Table 5.3 and in Appendix C (Table C.8). 

Air Force Nuclear Detonation Detection System. This program provides the capability to 
detect endo- and exoatmospheric nuclear detonations worldvkdde. Key accomplishments include 
integration of nuclear detonation phenomenology sensors on Global Positioning System (GPS) 
Block IIR satellites and testing of ground processing and display system software and hardware. 
Additional project details are provided in Table^5.3 and m Appendix C (Table C.5). 

Navy Specific Emitter Identification Support Program. A Specific Emitter Identification 
(SEI) prototype system to improve Navy capability to identify and facilitate the tracking of ships at 
sea suspected of transporting NBC/M and related materials has been successfully deployed. The 
SEI program has transitioned from the Counterproliferation Support Program to the Navy, and the 
Navy will continue to integrate SEI into the fleet by upgrading existing signal processors. Fleet 
integration is scheduled for FY 1 999. Additional project details are provided in Table 5.3 and in 
Appendix C (Table C.4). 

5.2.5 Near-, Mid-, and Long-Term Milestones for DoD Proliferation Prevention 
Programs. Figure 5.1 summarizes the time-phased milestones of the key proliferation prevention 
activities and programs discussed above. 



5.3 Status and Accomnlishments of Do D Strategic and Tactical InteHieence Activities and 
Programs 

5.3.1 Relevant Counterproliferation ACEs and DoD Policy Objectives in Strategic 
and Tactical IntelUgence. The principal focus of DoD intelligence activities is to provide 
proliferation-related information that is clear, accurate, and timely enough to support the needs of 
the military commanders (DoD ACE priority 8). These activities include DoD support to the 
national strategic intelligence effort down to providing the soldier in the field with tactical 
intelligence specifically related to his immediate situation. DoD works closely with U.S. 
Intelligence to perfonn these activities. The Counterproliferation Support Program is making 
contributions in this area as well. These projects are summarized in Table 5.4 below and in 
Appendix C. A more thorough description of how DoD intelligence activities support 
counterproliferation policy and strategy objectives may be found in the Intelligence Annex to this 
report 

SJ.2 New DoD Initiatives in Strategic and Tactical Intelligence. See the Intelligence 
Annex to this report. 
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Project 



Program Milestones 



FY 98 



FY 00 



FY02. 



FVOS 



FY 10 



• DoD/FBI and Customs 



SEl System 



• Export Controls 



Initiate 



« Training 



Country Assessments 

— sr^ 



! Training 



inpnsilionto pj^^ 



MCTLUpdatcs 



Export License Reviews 



• Cooperative Threat 
Reduction 



• CTBT 



JL 2SS a ^^'^ ICBMs Eliminated 

^ 548 SLMBLaunchen Eliminated 

S37 ^ 37 Heavy Bombers Dismantled 

^117 - ^ 194 Nuclear Test Tunnels and Bore Holes Sealed 



IMS InstAlbtion Entry into Force 

^ <i — 

IDC Tranaition IMS, IDC Opefationai 



Operating ^ 
U.S. Facilities ^ 



START 



• INF Treaty 



• Nuclear Detonation 
Detection 



CWC 



UNSCOM Support 



Trctty Yetr4 

JL. 



START II and follow-on 



Continue 



Treaty Preparations 



Inspections 



Trc« ty^ Continue a Inspections End 
^ Inspections "Wireaty Continues 



Year \ 



GPS Block IIA and Block IIR -a ^ 
launches (MUl launches ^ 



Block IIP 



Nexl Generation ^ 
' Sensors ' 



'lechnology Ucvelopmcnuimpiemenlatioir 

into Force ^ateril Destruciton Agreement 



1 



Suppotl Inspection 
"Operations in Iraq 



Figure 5.1 Time-Phased Milestones of Proliferation Prevention Programs 



5.3.3 Counterproliferation Support Program Projects in Strategic and Tactical 
Intelligence. Two Counterproliferation Support Program projects in the proliferation prevention 
and battlefield surveillance functional areas are relevant to strategic and tactical mtelligence. The 
TacUcal Unattended Ground Sensor (TUGS) and the airborne tactical Forward Lookmg Infrared 
(FUR) sensor is being developed for NBC/M and underground facility surveillance, 
characterization, and BDA. These projects are described in subsection 5.4.2. 

The High Frequency Active Auroral Research Program (HAARP). HAARP is exploring 
the use of low-frequency electromagnetic waves for detecting and imaging underground structures 
and tunnels. This program had not been considered a high priority by the AdminisUation and was 
not included in its FY 1 998 budget request. However, Congress provided funding for the 
Counterproliferation Support Program to work with the Air Force Research Uboratory to expedite 
determination of the viability and military utility of the HAARP concept. A workshop entitled 
"Long-wave Radio Frequency Imaging of Underground Structures," held in May 1997, provided 
eovemment organizations and potential contractors with an overview of this research area and was 
the basis of an industry solicitation released in June 1997. Several efforts related to underground 
facilities imaging were conducted in 1997. and additional programs are scheduled for 1998. A 
research effort for detecting underground structures has been initiated. The HAARP transmitter is 
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Table 5.4: Key DoD Counterproliferation Activities and Programs in Strategic and Tactical 

Intelligence 



Program/Project Title 


Project Description 


DoD 
ACE 


Agency 


FY 99 
Budget 
ISMI 


PE No. 


cr 2iui)j)prCi'j!Q£r«in 
• HAARP Program 


• Single source transmission of long wavelength 
eieciromagneiic waves lor unaergrouna structure 
detection and imaging 


3,8 


ATSD/ 
(NCB) 
Air Force 


0* 


603I60BR 


• Battlefield Surveillance Projects 


• TUGS and FLIR systems RDT&E 


(See Section 5.4.2) 


Stronslv Related CP Programs 

• Air Force HAARP Support 


• Hardware development and operational support 


3,8 


Air Force 


0* 


60260 IF 


• Space Based Infrared System 


• Space based sensors supporting ballistic missile 
launch warning, technical intelligence, and 
battlespace characterization mission areas 


(See Section S.6.4) 


• LIDAR Remote Optical Sensing 
Technology Program 


• Aircraft-based long range LIDAR for remote 
sensing of NBC weapon production signatures 


8, 1 


Air Force 
DIA 


1.502 


60260 IF 


[• Joint DoD/U.S. Intell, Programs 


• See Intelligence Annex 




[See Intelligence An 


inex) 



• Cuirewly. no DoD FV J999 iunds are requested for this Congressionat Special Interest Program. 



being upgraded, and a demonstration of the facility's underground imaging capabilities is being 
planned for 1 999. No FY 1 999 DoD funding is currently budgeted for this Congressional Special 
Interest Program. Additional program details are provided in Table 5.4 and in Appendix C (Tables 
C.l andC.5). 

5.3,4 Strategic and Tactical Intelligence Activities and Programs Strongly Related to 
Counterproliferation. Two Air Force programs support this mission area. Additional DoD 
strategic and tactical intelligence programs strongly related to countering proliferation are 
described in the Intelligence Annex to this report. 

The Air Force Space Based Infrared System (SBIRS). SBIRS is a replacement for the 
Defense Support Program space based early warning system and consists of a space segment of 
geosynchronous, highly elliptical, and low earth orbit spacecraft and an associated ground 
segment. SBIRS addresses the mission areas of strategic and theater missile launch warning, 
national and theater missile defense, technical intelligence collection, and battlespace 
characterization. SBIRS is also applicable to active defense activities and programs and is covered 
with greater detail in Section 5.6.4. 

The Air Force Remote Optical Sensing Technology Program. This program is 
developing various LIDAR (light detection and ranging) and laser radar related technologies that 
can be used for a variety of applications, including: stand-off detection of the production, storage, 
and use of NBC weapons; battle damage assessment; surveillance; and interrogation of production 
facility or other target effluent emissions. The principal technologies are frequency agile laser 
sources and differential absorption LIDAR data processing. Additional project details are 
provided in Table 5.4 and in Appendix C (Table C.5). 
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«;.4 Status and Accomplishments nf DoD Battl efield SurveilUnce Activities and Progranis 

5.4.1 Relevant Counterproliferation ACEs and DoD Policy Objectives for Battlefield 
Surveillance. In the battlefield surveillance area, DoD is improving capabilities to detect, 
identify, and characterize NBC/M forces and associated infrastructure elements m a timely manner 
to support targeting, mission/strike planning, counterforce operations, and prompt post-strike EDA 
activities. Emphasis is on: detection, characterization, EDA, and collateral effects monitoring of 
underground and surface NBC/M facilities (DoD ACE priorities 2, 3. and 8); focused target 
planning activities for NBC/M facilities (DoD ACE priority 1 1); and continuous wide-area 
surveillance and mobile target detection, particularly NBC-armed mobile missile launchers (DoD 
ACE priorities 8 and 12). (Programs involving the detection and identification of NBC agents are 
discussed under the passive defense functional area. Section 5.7.) This effort is being coordinated 
with U.S. Intelligence; the details of which are provided in the Intelligence Annex. 

5.4.2 Counterproliferation Support Program Projects in Battlefield Surveillance. The 

Counterproliferation Support Program is supporting several projects in this area, including: i) 
development of enhanced sensor technologies, including the TUGS and the Tactical FLIR Pod 
Modification (TFPM) projects, for NBC/M target surveillance, characterization, EDA, and 
collateral effects assessment; ii) development of tactical multi-sensor data fusion techniques and 
signature collection to support underground target characterization and BDA; iii) integration of 
NBC/M target characterization, BDA, and collateral effects sensors into unmanned aenal vehicles 
(UAVs); and iv) integrated operational testing of these systems, as part of the Counterproliferation' 
ACTDs'(see subsection 5.5.2). to support the rapid fielding of integrated battlefield surveillance 
and counterforce capabilities. The DOE National Laboratories are also providing technology R&D 
and technical support for the TUGS project. 

Key accomplishments since last year's report include: i) developed design options for the 
TFPM, initiated proof-of-principle demonstrations of system modifications, collected imagery to 
improve and support weapon delivery testing, and produced and flight tested ACTD hardware; ii) 
constructed and field tested a brassboard TUGS system; iii) continued data collection from 
representative NBC/M facilities during weapon detonations to evaluate TUGS performance and 
demonstrate utility; and iv) produced twelve TUGS units for ACTD use and fielded units for pre- 
ACTD target characterization. Additional project details are provided in Table 5.5 and in 
Appendix C (Tabled). 

5.4.3 Battlefield Surveillance Activities and Programs Strongly Related to 
Counterproliferation. These programs are described in the Intelligence Annex to this report. 

5.4.4 Near-, Mid-, and Long-Term Milestones in DoD Battlefield Surveillance 
Programs. Figure 5.2 summarizes the time-phased milestones of the battlefield surveillance 
programs discussed above, vi^hich are part of the ongoing Counterproliferation (CPl) ACTD. 
Additional program milestone information may be found in the Intelligence Annex to tiiis report. 
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Table 5.5: Key DoD Counterproliferation Activities and Programs in Battleneid SurvciUance 



Program/Project Title 


Project Description 


DoD 
ACE 


Agency 


FV 99 
Budget 
ISMI 


PE No. 


CPSuDDort Proirram 
• TUGS 


• ^^oniinuous surveillance, larget cnaractenzation, and 
BDA of NBC/M and underground facilities 


2y 3, 8 


DSWA 
DOE 


3.400 


603160BR 


• Tactica] FLIR Pod Modification 
(TFPM) 


• Improved BDA of NBC/M and underground 
facilities 


2,3,8 


DSWA 
Air Force 


5.408 


603750D 


• UAV-Based Collateral Effects 
Assessment Sensors 


• StandofTremote chemical sensor on Predator UA V 

• Point chemical sensor on expendable mini-UAV 


2, 3,8 


DSWA 
NRL 
USAF 


12.450 


603160BR 


• Tactical Multi-Sensor Data Fusion 


• RDT&E to support target characterization and BDA 
of NBC/M and underground facilities 


2.3, 
8,11 


DSWA 


0.250 


603750D 


Stronclv Related CP Programs 
• Joint DoD/U.S. Intell, Programs 


• See Intelligence Annex 


(See Intelligence Annex) 





Program Milestones 


Project 






FY 98 


FY 00 FY02 


FY 05 


FY 10 


• Tactical FLIR Pod Mod. 


aCPI 


Limited EMD ft ^ 








H\CtD 


Procurement/Detiverv 


Procurement 






• Tactical UGS 


AOpcrslional 


Limited EMD & 


Dtlivcnes 






Wprocoiypc 


PrncHTcmcni/Dcl i vciv 








• Tactical Multi Sensor Data 
Fusion 


.Validaiion ^^^^ 
iX Tests ^ 


• UAV Combat Assessment 
CW Sensor 


CP2ACTD CP2ACT0 
Predator Demo Mini-UAV Demo 



Figure 5.2 Time-Phased Milestones of Battlefield Surveillance Programs 

5.5 Status and Accomnlishments of DoD NBC/M Gounterforce Activities and Prftgram* 

5.5.1 Relevant Counterproliferation ACEs and DoD Policy Perspectives. In the 

NBC/M counterforce area, DoD is working to improve capabilities to defeat NBC/M threats 
before they can be used against U.S.. allied, and coalition forces. Service resources are being 
devoted to maintaining U.S. forces at the highest state of readiness to enable a quick and effective 
response m regional contingencies throughout the woHd. Resources are targeted on improving 
battlefield surveillance and counterforce capabilities to fmd and destroy NBC/M forces and their 
infrastructure elements while minimizing collateral effects. Emphasis is on defeating 
NBC/M facihties, including hardened surface and undeiBround facilities, while minimizing 

f "Im^^ f"^"^ ^^^^ P"^"'^" 2 and 3). Projects involving advanced weapons 

for NBC/M target defeat that minimize or mitigate collateral effects are under way as are programs 
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to better understand NBC/M target vulnerability/response and collateral effects phenomenology 
(DoD ACE priority 1 1). Detection, tracking, and defeat of mobile NBC7M targets, especially 
mobile ballistic and cruise missile launchers and their support elements, are also key counterforce 
areas (DoD ACE priority 12). Sensors under development provide enhanced target detection and 
characterization, improved BDA and collateral effects monitoring, and more efficient restnke 
planning (DoD ACE priorities 2, 3, 8, 12). 

5.5.2 Counterproliferation Support Program Projects in NBC/M Counterforce. The 

centerpiece of the Counterproliferation Support Program's NBC/M counterforce acUvity is the 
CPl ACTD which is nearly complete, and the recently initiated CP2ACTD. These ACTDs are 
joimly sponsored by DSWA and CINC U.S. European Command (USEUCOM) and support the 
rapid fielding of several new NBC/M counterforce capabilities through integrated operational 
testing of advanced technology prototype weapons, sensors, and target planmiig tools. The overall 
objective of the Counterproliferation ACTDs is to develop, demonstrate, and deliver to the CINCs 
counterforce capabilities to hold NBC/M targets at risk while minimizing collateral effects. The 
CPl ACTD is focusing on the delivery of advanced operational capabilities to defeat soft and hard 
(shallow buried) NBC/M targets by direct attack. The CP2 ACTD will provide enhanced NBC/M 
counterforce capabilities for standoff attack with a focus on combat assessment. The pnmary 
objectives for FY 1998 are to demonstrate ACTD readiness by completing verification tests for all 
residual elements of the CPl ACTD and conduct the final CPl ACTD demonstration. 

The CPl Counterforce ACTD. Projects supporting the CP 1 ACTD include: i) developing 
sensor systems for target characterization and BDA (including TUGS, TFPM, and the tactical . 
multi-sensor data fusion project described in subsection 5.4.2); ii) improving the understanding of 
and developing hazard prediction models for collateral effects release and transport 
phenomenology: iii) improving the state of knowledge in weapons effects and NBC/M target 
vulnerability and response; iv) developing an Advanced Unitary Penetrator (AUP), the BLU-1 16, 
for hard and underground target defeat; v) developing the Hard Target Smart Fuze (HTSF) to 
enhance the lethality of penetrating weapons against hard and underground targets; vi) developing 
the inertial terrain-aided guidance (ITAG) all-weather weapon guidance package designed to be 
compatible with existing munitions; vii) developing the Munitions Effectiveness Assessment 
(MEA) and the Integrated MEA (IMEA) targeting tools to assist in targeting, weaponeenng, and 
strike planning against NBOM facilities; and viii) integrated operational testing, as part of the 
Counterproliferation ACTD demonstrations, to support rapid user assessment and fielding of these 
new capabilities. The DOE National Laboratories are also providing technical support to the 
TUGS and ITAG projects. Key accomplishments in counterforce projects since last year's report 
include: i) delivery of IMEA version 3.0 to support Phase II ACTD demonstrations; ii) completion 
of BLU-1 16 AUP flight clearances and live drops with the HTSF using Air Force and Navy 
aircraft; iii) fabrication of ITAG units and flight testing, development of mapping processes, and 
F-15E fit checks; iv) fabrication of the first 12 TUGS, completion of communication link tests, 
and deployment to the Phase II target structure for verification and target characterization; v) 
verification testing and integration of the TFPM into the Low Altitude Navigation and Targeting 
Infrared for Night (LANTIRN); and vi) delivery, demonstration, and training on the tactical multi- 
sensor data fusion software. As a result of successes in this ACTD, additional weapon systems are 
being procured in FY 1 999. Counterproliferation Support Program projects in NBC/M 
counterforce are fiirther summarized in Table 5.6 and in Appendix C (Table C.l). 
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The CP2 Counter/orce ACTD. The ongoing CPl ACTD is establishing a new baseline for 
military counterforce capabilities against NBC/M facilities using direct-strike weapons. The CP2 
ACTD, approved for an FY 1998 start, will address the CINC-prioritized shortfalls in standoff 
capability against NBC/M-relatcd facilities. It will be completed by the fourth quarter of FY 2003. 
Based on CPl ACTD successes to date, CINC USEUCOM agreed to sponsor the CP2 ACTD. In 
addition, the U.S. Strategic Command (USSTRATCOM) will be a participating CINC for the 
development of target planning and decision support tools. The selection of maturing technologies 
to be evaluated and demonstrated during the CP2 ACTD was based on potential military utility in 
meeting the high priority CINC counterproliferation required capabilities. The following 
capabilities are included in the CP2 ACTD: i) standoflFprccision delivery and improved 
penetration and fuzing capabilities by modifying existing or developing weapon systems; ii) 
improved counterforce planning and decision support tools; iii) improved combat assessment 
capabilities through improved detection and prediction of collateral effects and improved 
collection of BDA information; iv) enhanced intelligence support by improving information 
dissemination, target characterization, and target functional/nodal analysis; and v) alternative 
weapon payloads to mitigate collateral effects. Additional weapon systems procuremem is 
plannedfor FY 1999. 

5.5.3 NBC/M Counterforce Programs Strongly Related to Counterproliferation. 

Service and DoD Agency programs are also addressing counterproliferation ACEs in NBC/M 
counterforce. These programs are described in this subsection. 

Hard and Deeply Buried Target Defeat Capability (HDBTDC) Integrated Product Team. 
This Joint Service, JROC and USD(A&T).approved effort is developing non-nuclear weapon 
concepts to defeat hard and deeply buried targets. It was established in response to Mission Need 
Statements from USSTRATCOM and the Air Combat Command. The Air Force is the lead 
Service, with participation from the other Services, the Joint Staff, DSWA, OSD. DoD and DOE 
laboratories, and DlA. The effort is managed by an IPT (chaired by OSD) and a Senior Officers 
Steenng Group (co-chaired by the Air Force and OSD). The program is in the "Concept 
Exploration and Definition" phase of the DoD acquisition process, and its objective is to develop 
weapons capable of holding at risk those highest priority assets essential to an adversary's 
warfighting ability - assets that are heavily defended and protectively hardened Mission 
effectiveness criteria include the ability to deny, disnipt, or destroy these high priority targets by 
means of a wide-range of possible defeat mechanisms, including functional kill. Key targets 
include hardened, deeply buried, and tunnel complexes housing NBC weapon production stoiaee 
and operational assets; command and control facilities; surface-to-surface missile storage'and ' 
assembly complexes; and other high value military assets. Concept screening and mission-level 
analysis conducted in 1997 produced a robust cross-section of alternative weapon concepts in three 
categones: direct attack munitions, cniise missiles, and ballistic missiles. In-depth analysis is 
under way to idenUfy the best concepts from each category in tenns of mission effectiveness and 
technical maturity. These assessments will then be used to cultivate and shape Service 
requirements and prepare emerging weapon systems for Milestone I acquisition decisions. 

Key program accomplishments in 1997 included assessment of weapon systems concepts 

reorganization of the IPT stnicture to facilitate performance of the Analysis of Alteniatives 
assembly of a representative target list, establishment of metrics to evaluate mission effectiveness 
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completion of concept screening, and preparatory steps for a weapon concept acquisition 
MiK^tone I decision by the Defense Acquisition Board. Efforts are under way to explore Ae 
possibility of conducting weapon concept target defeat demonstrations «f jP^^/, f„^7_^^^^ 
This pro^ is supported by Air Force and Navy program elements and DSWA s Hard Target 
Sp^«n described below. Additional details are provided in Table 5.6 and m Appendix C 

(Tables C.4 and C.5). 

DSm Hard Target Defeat Program. DSWA's Hard Target Defeat Prograiri evaluates 
the hard target problem end-to-end, from detection through counterforce to BDA, and develops 
improved technologies and tactics to defeat hard targets, particularly tunnel facilities As a focal 
point for these technologies. DSWA and DIA have teamed to initiate the Tunne Defeat . 
Demonstration Program. Operational CINC customers are expected to pai^cipa^e *J^ee^ 
characterization, target plamiing, attack, and EDA elements of the demons^aUon. DSWA s Hard 
Target Defeat Program also supports the HDBTDC IPT with weapon target interaction an^ysis 
and is working with OSD and the Air Force (as lead service) to ensure d«t the b<J target defeat 
technologies are being used to support critical acquisition decisions. Additional details are 
provided in Table 5 .6 and in Appendix C (Table C.8). 

DSWA Weapons System Lethality Program. This program focuses on fte development 
and validation of methodologies and research tools for applied analysis performed under the 
Counterproliferation Support Program as well as the Force Protection InUiative and other 
emerging counterterrorism programs (see Section 8.3). It supplies the CINCs with targeting tools • 
for mCM and conventional targets and tools for collateral effects and hazard prediction through 
the USEUCOM-sponsored Counterproliferation ACTDs. Targeting tools are available to other 
users through the Joint Technical Coordinating Group for Munitions Effectiveness. The program 
conducts precision and sub-scale testing and advanced numerical calculations to develop and 
validate methodologies associated with weapon-target interactions and the transport and dispersal 
of hazardous NBC materials, including NBC collateral effects releases, ^^^f^"!^^^'''' 
include developing/validating models for combined weapons effects m the CPl AC FD and 
providing hazard assessment support to contingency operations. Additional project details are 
provided in Table 5.6 and in Appendix C (Table C.8). 

Navy Hard Target Munitions Program. Under this program, a cooperative Army/Navy 
effort established the design for the missile interface, reentry body and missile ™odifi^ions 
necessary for an earth penetrating variant of the Army's Tactical Missile Sys^em<TACMS) 
deliverable by the existing Army M270 tactical missile launcher and eventually by Navy surface 
ships and submarines. This variant, proposed by the Army TACMS program manager in 
conjunction with Navy Strategic Systems Programs, makes use of the demonstrated capabiliUes of 
the Army TACMS and the reentry and penetrator components developed by the Navy to hold the 
full spectrum of NBC/M-related targets at risk. This project leverages developments m strategic 
reentry systems technology (including aeroshells. attitude control systems, and guidance systems), 
advanced penetrator technology, and the HTSF under development by DSWA and the Air Force. 
In addition, this program supports the Navy's contribution to the HDBTDC program for 
development ofadvanced conventional earth penetrating munitions. Additional details are 
provided in Table 5.6 and in Appendix C (Table C.4). 
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Air Force Agent Defeat Weapon Program, This program was initiated in response to a 
Combat Air Force Mission Need Statement and a Milestone 0 Acquisition Decision Memorandum 
The objective of the current Concept Exploration and Definition acquisition activity is to develop a 
means to defeat or neutralize CW/BW agents and immobilize or deny access or freedom of use of 
their associated delivery systems. All agent defeat weapon concepts will minimize collateral 
damage and effects and be deliverable by current Air Force platfoiros. The effort is managed by 
an IPT, and the Air Force Nuclear Weapons and Counteiproliferation Agency is leading the 
technical effort. A study team is currently evaluating the feasibility of alternative concepts. Key 
program accomplishments in 1997 included the construction and preliminary validation of agent 
release and dispersion models to assess collateral effects release and neutralization 
phenomenology, completion of an empirical lethality model for determining the effectiveness of 
agent defeat mechanisms, assessment of all current inventory munitions for neutralization 
effectiveness and collateral effects release potential, and preliminary effectiveness analysis of 
proposed concepts submitted by industry and U.S. government laboratories in response to a 
Request for Information. Activity in 1998 will focus on completing the review of proposed 
concepts, establishing a comprehensive test program to downselect the most suitable concepts and 
furtiier dcfinmg the cost and scope of tiie anticipated Agent Defeat Weapon acquisition program. 
Additaonal information is provided in Table 5.6 and in Appendix C (Table C.5). 

DARPA Surveillance Sensor and Exploitation Systems Program. This RDT&E program 
is designed to improve capabilities to detect, identify, and track high value, time critical fixed and 
mobile targets, including mobile NBC-armed missile launchers and NBC/M facilities and 
mfrastructure elements, by developing sensors to defeat camouflage, concealmem, and deception 
practices and providmg near real-time exploitation of wide area imagery. Key accomplishments 
mclude: i) development of a foliage penetration (FOPEN) radar concept and verification of 
systems requirements for a FOPEN Airborne Demonstration Radar; ii) completion of a critical 
technology demonstration of an ultra-wide-band syntiietic aperture radar antenna design and 
automatic target detection/cueing technologies; iii) transitioning target recognition algorithms into 
DARPA's Scmi-Automated Imagery Processing (SAIP) ACTD currently under way and 
demonsuatmg the use of U-2 aircraft imagery on the enhanced tactical radar conelator; and iv) 
imtial development of tiie next generation of model-based automatic target recognition (ATR) 
systems addressing target articulation and obscuration. Additional project details are provided in 
Table 5.6 and in Appendix C (Table C.7), 

DARPA Information Integration Systems Program. This program supports efforts to 
enhance real-time situation assessments by developing an integrated, all-source, geographically 
referenced battlefield knowledge base and information distribution system. It supports improved 
capabilities to detect, identify, and track high value, time critical fixed and mobile targets 
mcludmg NBC-armed missile launchers and NBC/M support facilities. Key accomplishi^ents 
mclude: i) completed integration of a single intelligence source correlator; ii) demonstration of the 
functionality of a global broadcast service and information servers for rapid dissemination of 
imagery products; iii) demonstintion of the operational utility of disseminating intelligence 
products (imagery and UAV video) and one-way video teleconferencing of commanders' intent- 
and IV) completion of nine independem correlation systems using open systems architechjres 
Additional project details are provided in Table 5.6 and in Appendix C (Table C 7) 
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Table 



5.6: Key DoD Counterproliferation Activities and Programs in NBC/M Counterforce 



Program/Project Title 



[rp Support Progrtlll 
I Battlefield Surveillance Projects 



• See Section 5.4 



Advanced Weapons Systems 
(AUP,HTSF,andlTAG) 
and CP2 ACTD standoff weapon 
enhancements 



I* Collateral EffecU 
Phenomenology Assessment 

!• NBCTM Target Planning and 
ResponseA/ulnerability 
Assessment 



!• Counterproliferation ACTDs 
(CPl and CP2) 

l ^frnnplv Rel ^t^rt CP Programs 
]• Hard and Deeply Buried Target 
Defeat Capability 

[TdSWA Hard Target Defeat 
Program 

I* DSWA Weapons Systems 
Lethality Program 

Navy Hard Target Munitions 
Program 



Project Description 



Development of an enhanced penetrating munition 
for hard and underground target defeat offering 
expanded compatibility with deliveiy platforms and 
an all-weather capability 
Weapon systems procurement 



Source term characterization and transport predic- 
tion, phenomenology experiments, and assessment 

tool development — 

Experimental and analytical analyses of NBC/M 
target response/vulnerability and automated target 
NBC/M facilities 



I* Air Force Agent Defeat Weapon 
Program 

!• DARPA Surveillance Sensor and 
Exploitation Systems Program 



I* DARPA Information Integration 
Systems Program 



planning for . , 

Integrated operational testing to support early 
deployment of new counterforce capabilities against 
NBC/M and underg round taricte 

• Joint Service evaluation and development of hard 
and deeply buried target defeat capabilities 

• End-to-end evaluation and development of improved 
tactics and technologies for hard target 

characterization and defeat 

Evaluation of conventional weapon lethality and 
effects and collateral effects assessment; maintain 
core competency in nuclear weapons effects 
Cooperative Navy/Army development of a 
conventional earth penetrating variant of the Army s 
Tactical Missile System 

Supports HDBTDC program 

Develop capabilities and munitions to defeat or neu- 
tralize BW/CW agents and their delivery systems 

with little or no collateral damage 

• Develop sensors to defeat camouflage, concealment, 
and deception practices and provide near real-time 
semi-automated exploitation of wide area imagery to 
track critical mobile targets 
Integrated, all-source, geographically referenced 
battlefield knowledge base and information distri- 
bution system development for enhanced real-time 
simation assessment and intelliRence dissemination 



DoD 
ACE 



Agency 



FY 99 
Budget 
JSML 



PE No. 



2,3 1 


DSWA 
Air Force 
DOE 
Navy 


2.3. 


DSWA 


11 




11,2. 


DSWA 


3,5 




2,3. 
11,8 


DSWA 
EUCOM 



(See Section 5.4) 
1 



3,2,5, 

s,ii 


Services 
DSWA 
OSD 
DIA 


3,2, 
U 


DSWA 


11,2, 
3.5 


DSWA 


3,2. 5, 
8, 11 


Navy 
Army 


2.4. 
12. 11 


Air Force 
DOE 


■ 12,8. 
11.2, 
3 


DARPA 


" 12. 8. 
U 


DARPA 



8.779 
16,833 



603160BR 
Procurement I 



8.100 



5.500 



603160BR 



6.719 



9.803 



10.780 



48.940 



9.827 



0.298 



47.400 



77.900 



603160BR 



604327N 



604222F 



603762E 



603760E 



5 5 4 Near-, Mid-, and Long-Term Milestones for DoD NBC/M Counterforce 
Programs! Figure 5.3 summarizes the time-phased milestones of those NBC/M cjunterf^^^ 
programs discussed above and having clearly identifiable acquisition milestones. With the 
completion of the Counterforce CP2 ACTD in FY 2003, considerable capability enhancements 
will be in place for defeating hard, underground, and NBC/M targets. Furthermore, early m the 
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• NBC and Hard/Under- 
ground Target Defeat 
- Advanced Penetrator 



• Target Planning 



- Collateral Effects 
Mitigation 



• Counterproliferation 
ACTDs 



Hard Target Defeat 



Complete 

WBS Deliver Demo CALCM 

ttU aup/htsf iJr 

Flight to Services t>«no TLAM Penetrator 

Testing 



IMEA 2MEA 



HPAC HPAC 




TPTS 



.^P^'l. CP2 ▼ ^ CP2 Residuals 

^toX ACID Demonstrations to User and 

^ Follow-on SuppoR 



it 



i unnei Defeat 



Weapons System Lethality 



HDBTDC: Hard Target 
Munition 



• Agent Defeat Weapon 



Demonstration 

T.' - . .Tools 10 Wartightcr 

l/pdaie Tools ^ ^ XT Nuclear 
based on CPACTD Tenorism Assessment 



Milestone I 

ii — 



EMD. 



* Production/ 
>T Fielding 



A Concepi ^^ilcstoncl .EMD 
MDevrlopmcnl W ' ^ 



.Production/ 
^Fielding 



Mobile Target Defeat 



jtSAlPACTD 



Developmeni/Demonsiraiioii of 
- Advanced Survrillancc Sensors and - 
Iwfownation Exptoitotion Tcchnolcatet 



Figure 5J Time-Phased Milestones of NBC/M Counterforce Programs 



foTdepSr''^'' "^'^""^ technologies are expected to be ready 



5.6 Status and Accomplishments of DoD Active D efense Activiti^ and Program. 

5.6.1 Relevant Counterproliferation ACEs and DoD PoUcy PerspectWes. Active 
defense »s an integral element of counteiproliferation because it protects U.S., allied and coalition 
forces, and noncombatants from NBC weapons by intercepting and destroying balHsti^ miX 

' ^'^P^ ''"^ ""^"^ *° ^"^fit « adversary would expect togaintv Ae 

use of NBC weapons^ Both theater and national ballistic missile defense (DoD ^E^ty 4) 
and cnnse m.ss.le defense (DoD ACE priority 7) continue to be top DoD counterproliSr 

"^rf ^ ^"^^^ P'^sent air and missile defense 
systems to provide first a near-term defense, and then develop capabilities to intercept eZy air 
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and missile systems at higher altitudes and longer ranges to keep NBC weapons even fartijer away 
from U S. and allied forces. Since threat missile systems differ in their charactensUcs and 
capabilities, no single defensive system can counter them with sufficient effectiveness or with the 
hid! confidence necessary for an effective defense agamst NBC weapons. This is why DoD is 
developing an integrated "family of systems." TTie Ballistic Missile ^^^^^^'e.^^^^'' . „ 
(BMDO) md the Joim Theater Air and Missile Defense Organization (JTAMDO). in cooperation 
with the Services, are focused on a core set of systems that will facilitate this integration process. 
The first of these is the Army's PATRIOT system, which has undergone several system lyjgrades 
since the Gulf War. By 1999. near-term upgrades for PATRIOT will leverage recent technological 
advances to increase theater ballistic missile defense (TBMD) lethality and effectiveness. BMDO 
and the Navy are leveraging the technologies of the AEGIS and Stimdard Missi e (SM) air defense 
systems to give them endoattnospheric missile intercept capabilities by FY 2001 and 
exoateiospheric capabilities shortly thereafter. BMDO and the Army are also developing an exo- 
/endoatmospheric interceptor vehicle. Joining tiiese core programs is the Air Force s Airborne 
Laser (ABL) system which will intercept tiieater ballistic missiles in their boost phase. Effective 
boost phase defense, where intercept occurs early in flight over the launching country, seives as a 
key deterrent against the use of NBC/M because of the potential for NBC contammant debns to 
fall back on the aggressor's own tenitory. 

Underlying all of these efforts are programs to develop tiie corresponding battle 
management/command, control, communications, computers, and intelligence (BMC4I) 
capabilities necessary to achieve an effective defense with Joint Service interoperability^ BMDO 
also participates in several international programs to help allies develop theater missile defense 
capabilities and to learn from what they accomplish, with tiie aim tiiat tiiese jq^stems. when fielded, 
will be interoperable with U.S. systems. BMDO programs are continuing to develop advanced 
technologies to enhance future active defense systems. BMDO also manages tiie NMD program 
for U.S. homeland defense. 

5 6.2 New DoD Initiatives in Active Defense. As various elements of tiie active defense 
family of systems have matiired and witii an infiision of additional congressional fiinding, DoD has 
undertaken organizational and programmatic changes to accelerate tiie pace of active defense 
programs and manage them more effectively. For instance. DoD has restiiichired some of tiie core 
programs to increase funding for to more extensive testing of selected componcntij to reduce 
teclmical risk. During tiie year, an NMD Joint Prognmi Office was established to mana^ tiie 
multi-Service components of tiie NMD system and to oversee tiieir inteption into an effective 
architechirc. Also, tiie Navy TTieater-Wide (NTW) TBMD and tiie Medium Extended Air Defense 
System (MEADS) programs were elevated to Major Defense Acquisition Programs, putung Oiem 
on tiie same acquisition level as all tiic otiier core systems. The Navy Area TBMD program, which 
entered ttie Engineering and Manufacturing Devclopmem (EMD) phase of the acquisition cycle m 
early 1997 let a contract to build 45 of tiie SM-2 (Block IVA) missiles. Additionally, tiie 
procuiement fimding lines for tiie PATRIOT Advanced Capability (PAC-3) and Navy A^a 
TBMD programs, which in FY 1998 were managed by tiie Services, have retiimed to BMDO ^ 
oversight and now appear in BMDO's portion of tiie President's Budget submission for FY 1999. 
A new Army/DARPA initiative, tiie Counter Chemical Multiple-Uunch Rocket Study will 
evaluate active defense counters to short-range rockets including tiiose armed witii CW/BW. 
"Leap-ahead" technology risk mitigation will continue tiirough FY 1999 culminating in a 
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technology demonstration by FY 2001 that addresses the chemical rocket threat to U.S. Forces in 
South Korea. 

5.6.3 punterproliferation Support Prognim Projects In Active Defense. The 

Counterpiohferation Support Program currently has no projects in the area of active defense. 

Active Defense Programs Strongly Related to Counterprolifenition. BMDO and 
dwlri^'bfbw^ addressing counterpxoliferation ACEs in active defense. These programs are 

f^^O Programs, BMDO is currently managing several programs for both theater and 
!™Jro ^ ' '"''L"'?*- development of upgrades to the Army's 

PATRIOT PAC-3 system and the Navy's Area TBMD system; ii) developing and testing the 

"'^ ^l*^^"**' (THAAD) system; ui) developing the Navy Theater 

Wide TBMD system; iv) cooperating with other countries in several international programs 
including MEADS; v) developing an investment strategy for attack operations; and vi) managing 
the NMD program. ' b 

u- u .^^^'^^^^^'^^^'^^^^^P^oera^s for near-term deployment is the ^rmvP^C^^ 
which IS being developed in several configurations. The first two configurations featured the 
Guidance Enhanced Missile (GEM), and units employing this configuration have already been 
fielded. TTie third configuration of PAC-3 will use a more capable hit-to-kill missile and a 
substantially upgraded radar. The Army conducted two successful tests of the PAC-3 missile in 
1 997 focusing on testing the flight environment, launch and flight functions, and the interface 

%v°fn^ o ^^I^ul "^^ ^^^-^ ^" ^^"^ 'ow-rate initial production 

. T r!?.^'^ ^" ^ ^"•'^^ ^^"^ ^ "^^ °f lower-tier systems is 

the Navy Area TBMD system. This program builds on the national investment in AEGIS ships and 
weapon systems and the Navy SM-2 Block IV missiles now being used for air defense With 
sofW upgrades to the AEGIS SPY-1 radar, coupled with improved kinematics and fuzing for 
the SM-2 missile and a blast-fragmentation warhead, this system will be capable of ballistic 
missile intercepts within the atmosphere. With this system, the Navy can bring a missile defense 
capability ""to a theater without the need for host nation support. It will be particularly useful in 
providing NBC/M protection to ports, coastal airfields, amphibious objective areas, allied forces 

mnS;^ rv ?oSi^ ^ ^''^^ « Operational Evaluation System 

(UOES) in FY 1999 with first unit equipped (FUE) in 2001. 

The higher altitude or upper-tier portion of the family of systems for active defense features 
Anny and Navy programs that are still in the Program Development and Risk Reduction (PDRR) 
phase of the acquisiUon cycle and are not due for deployment until afler the year 2000 TTie 
Army's Theater High Altitude Area Defense system will provide an exo-/cndoatmospheric 
intercept capability that will make it possible to protect broad areas, dispersed assets and 
population centers against theater ballistic missiles. An important advantage of the THAAD 
system from an NBC/M perspective, is that its longer range and higher intercept altitude allows its 
»u J t fL^i ?*' " to engage incoming threats multiple times, thereby increasing 

the probability of intercept. Seven THAAD flight tests have been conducted since 1995 Four of 
the seven were intercept attempts and were unsuccessful. However, a technical review of the 
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nroeram in 1997 showed that the design of the THAAD system is sound and that testing should 
Sre Tl.e^DRrestn.cturedthepTogran.toputn.ore^^^^^^^^ 
olan calls for making the THAAD UOES prototype availab e m FY 2000 for limited use as a 
Singencr<^llity during a national emergency. FUE (i.e.. one battery with an upload of 
missiles) is planned for FY 2006. 

TTie Navy Theater Wide TBMD system is an upper-tier exoatmospheric active defense 
system that leverages the Navy Area TBMD program, the AEGIS Weapons System, SM and 
VerUcal Uunch System. However, the capabilities of all these systems will be upgraded, 
wSly^rrange and lethality of the SM. to achieve a depth of fire and defense that can span an 
S Aelte^-widt region wi Jut the need for land bases. It will be capable of mteiceptmg tiireat 
SesbLirascent phase. atapogee.orduring descent. Coupled with the lower-tier systems 
Sac 3 and the Na^ Area TBMD system, the upper-tier systems wU make possible a layered 
defense, which will significantly improve capabilities to protect ^f^^ly forces and alhe^ 
populatonsagainstNBC/Mthreats. The main objectives of AeNa^Th^cr Wide TBh^^ 
eSionaiyprogram is to give the SM more range and lethality with the Block I and H upgrades, 
m pre^S^^^ IVA missile will migrate into the SM-S ^^f^f ^7^ 
and the Lightweight Exoatmospheric Projectile (LEAP) will become the kill vehicle- The AEGIS 
fEAP Intercept program is scheduled to conduct its first intercept in the fourth quarter FY 1999. 
™^SillTrSion into the EMD phase in FY 2003. and the FUE with Block I is expected 
to occur in FY 2006. 

The U S. government has entered into an international cooperative program with Gemnany 
and Italy to develop the MEADS. This system will fill a critical void in the current force structure, 
bv providing organic air defenses to land maneuver forces against very short and short range 
tS Stic missiles, cruise missiles, air-to-surface missiles, UAVs. and fixed and «>t^ wmg 
aicLt. Additionally,theMEADSnetteddistributedBMC4Isystemerisu^^^^^^^ 
support of Joint and combined operations. While this program is funded through 
funding in the out-years is being reviewed because of budget constraints. BMDO is also 
^o^rating with the Israeli govermnent in the development of Jeir Arrow ^^^[ona^De^nse 
%slm. Cooperative studies or experiments are also being conducted with the United Kingdom. 
Canada, Australia, France, Germany, and Norway. 

All of the systems discussed above are designed to intercept NBC-aimed air and missUe 
systems after they have been launched, but it may be more effective and cheaper to conduct 
counteiforce operations (also referred to as "attack operations" in a theater missile defei«e 
context) against enemy tactical systems supporting launch operaUons including mobile l«^ch 
3ems, before the aircraft or missUes can be launched. In coordination with tiie Services. BMDO 
7oLni. to monitor and sponsor studies and experiments that examine ttie effectiveness and cost 
trade-offs between active defense and counterforce operations against NBC weapon dehvery 
systems. In one major study. BMDO identified the key technologies needed for effective 
counterforce operations and is developing an investment strategy for developing and acquiring 
them BMDO also sponsored a countermobility experiment in the Roving Sands theater missile 
defense exercise that successfully explored techniques for predicting the location of enemy mobile 
missile launch sites. 
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DoD IS concerned about defending the U.S. homeland from ballistic missiles canying NBC 
warheads. At present, no Third World country has ballistic missiles with sufficient range to attack 
targets withm the United States or to hold American cities and populations hostage to an attack 
For some of our potential Third World adversaries, the incentives for acquiring such a capability 
even one or a few missiles with NBC warheads, are high. The BMDO-managed NMD Joim 
Program Office (JPO) is developing defenses that, if deployed, could preclude the success of a 
Umited Intercontinental Ballistic Missile aCBM) attack on the U.S. homeland The NMD 
program serves countcrproliferation by calling into question the very efficacy of IGBMs - why 
diould an advereaiy acquire them if they won't be effective? TTie NMD program has accordingly 
been upgraded from a technology development program to a Major Defense Acquisition Program 
and Its budget has been increased substantially. Over the next few years, components of an NMd' 
system, which have been under development for some years, will be integrated and subjected to an 
mtense testmg and evaluation program including ground and flight tests and simulations The 
program IS designed to complete the integration and development of an NMD system wiihin three 
years and bnng the system to a point that it could, if necessary, be deployed within another three 
years NMD system flight tests will be conducted at the naUonal test range in the Pacific and will 
include the first intercept flight tests occurring with a partially integrated system in FY 1998 A 

-Il'i^J^l'^T^ ^'^^ ^"""""^ ^ wl^^* will support an initial decision in 

mid-FY 2000 on whether ornot to deploy the system. 

fl - * ^^y^^^? accomplishments since last year's report include an additional three successful 

^^•J^ viwi"^^^^^^ ^^^-3 "fissile and two successful tests of a 

candidate NMD kill vehicle. Components of the THAAD system participated in the Roving Sands 
97 exercise and successfully demonstrated passing track data between THAAD and PATRIOT 

units. On another occasion, the THAAD radar functioned successfiilly as the primaiy sensor in 
flight test number seven. Several of BMDO's acquisition programs met and passed key 
programmatic milestones, most notably the Navy Area TBMD program, which passed a Defense 
Acquisition Board Milestone II review, and the Navy Theater Wide defense program, which 
became a Major Defense Acquisition Program. The NMD program was reviewed by the Defense 
Acquisition Board, and a highly accelerated competition for an NMD Lead System Integrator to 
mtepjte. develop, and test the NMD system was completed. Additional project details are 
provided in Table 5.7 below and in Appendix C (Table C.6). 

XT lo^«/J'^^^f''''^ir and Missile Defense Organization. JTAMDO was established in 
IZ^ !. .^7;^ of JCS and USD(A&T) to develop and coordinate joint 

theater mr and missile ddfense requirements and efforts, including those for ballistic and cruise 
missile defenses. JTAMDO acts as the CINCs' and the Services' proponent for theater air aifd 
Snl mT o?'"^? r ^^'^^^io" mechanism is the Joint TTieater and Air Missile 
Defense Master Plm, which focuses development on extending surveillance, improving BMC4I 
and development ofa single integrated air picture. JTAMDO is the single organization within ' 
DoD responsible for jomt mtegrated theater air and missile defense requirements, operational 
concepts, and architectures. BMDO serves as the lead R&D and acquisition agency and as the 
integration systems architect, with the responsibility of translating JTAMDO-developed 
rcquirernents into systems architectures. Additional details are provided in Table 5.7and in 
Appendix C (Table C. 1 3). 
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Army PATRIOT PAC-3 RDT&E and Procurement Except for purchase and installation 
of modification kits, BMDO has procurement responsibility for PATTUOT PACS upgrades 
through FY 2003. The PAC-3 system will be introducing »*^«P-«^^fJ%»^?L°»;;^*^^^ 
of the hit-to-kiU PAC-3 missile. The GEM, an upgraded version of the PATRIOT PAC-2 missile, 
orovides improved intercept capabilities against ballistic and cruise missiles In FY 1998. 52 
PAC-3 missiles, 1 1 PAC-3 launch stations, and 6 radar station modification kits will be procured. 
In a recent flight test, a PAC.3 system with OEMs shot down a SCUD target missile. RDT&E 
activities are under way to support development of the Remote Uunch Commumcatoons 
Enhancement System, threat simulations, and Pre-Plamied Product Improvemcnt(P3 ) system 
testing. Additional project details are provided in Table 5.7 and m Appendix C (Table C.3). 

Army MissUe Defense Systems Integration and Theater Missile Defense BMC4I 
Procurement Programs. Funded through BMDO, this program encompasses systems malyses, 
studies, and experimentation designed to validate and integrate the four key funcUoM^f Anny 
theater missile defense: active defense, passive defense, counterforce operaUons. and BMC4I. 
This DemonsUationA^alidation (DemA^al) and systems integration program develops hardware 
and software components, doctrinal and procedural solutions, subsystem interface controls, and 
systems architectures. TTiis program also supports the U.S. Army Space and Missile Defense 
Command's Missile Defense Battle Integration Center which is bmlding a flexible linked 
architecture of pre-existing live, virtual, and constructive simulations in a distributed interactive 
simulation based architecture to support training, exercises, advanced concepts and requirements 
development, and military operations associated with theater and national missile defense and 
space operations. Hie Army is also providing critical BMC4I systems for theater missile defense, 
including Joint Tactical Information Distribution System (JTIDS) terminals to ensure multiple 
platfoiTO interoperability, and multifunctional information distribution system terminals. 
Additional project details arc provided in Table 5.7 and in Appendix C (T able C.3). 

Now Active Defense Programs. Procurement responsibilities for Navy theater ballistic 
missile defense have been transferred back to BMDO. Initial Navy Area TBMD capability will be 
installed on two AEGIS cruisers later this year. The SM2.BlockIVA EMD contract was awarded 
in October 1997. Navy Area TBMD UOES was accelerated to late 1998 with first unit equipped 
in FY 2001 The Navy Theater Wide/AEGIS LEAP Intercept program is scheduled to be reviewed 
by the Defense Acquisition Board in April 1998 to assess program content and the planned 
acquisition strategy. Additional project details are provided in Table 5.7 and m Appendix C 
(Table C.4). 

Marine Corps Theater Missile Defense Capability. The Marine Air Control Squadroii 
AN/TPS-59 radar will undergo modifications that will significantty improve its air defense and 
theater missile defense capabilities. Improvements include increased range and altitiide for both 
air breathing targets and theater ballistic missiles, a capability for tracking/cuemg of multiple 
missiles, and a lowered minimum target radar cross section detection capability. Although ttie 
Marine Corps will divest itself of the HAWK air and missile defense system in FY 1999>e 
HAWK'S low altitude surveillance continuous wave acquisition radar will be retained. This radar 
is a lightweight, highly mobile radar that will be employed for cruise missile defense and low level 
"gap filler" coverage, increasing early detection and warning in support of the AN/TPS-59 air 
defense role. Additional project details are provided in Table 5.7 and in Appendix C (Table C.4). 
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The Air Force Airborne Laser Program. The Air Force is developing an ABL weapon 
system for defense against theater ballistic missiles during the boost phase of missile flight. The 
nx.^I.'!^^*", f"''"'*"**^'* state-of-the-art laser, adaptive optics, beam control, fire control, and 
BMC4I technologies onto a commercial Boeing 747-400? aircraft. This rcvolutionaiy, speed-of- 
light, forward-deployed weapon system will be capable of autonomously detecting, acquirine 
identifymg, tracking, and destroying theater ballistic missiles in their boost phase. The system will 
provide precise cueing information to the rest of the theater missile defense architecture enabling 
tenninal defense systems and attack operations assets to increase their engagement envelopes and 
improve their lethality. ABL is in the second year of a $1 .3 billion PDRR program that wUl 
cu mmate with a lethal shoot-down of a boosting missile in FY 2002. In FY 1 998 the program 
will order the 747-400F aircraft, continue demonstrating flight-weighted laser module 
performance, and conduct a Preliminary Design Review. The PDRR program is designed to 
provide the CINCs with a half-powered residual operational capability in FY 2003. -fiie goal is to 
begin fielding the first of seven production systems in FY 2006 with full operational capability 
achieved m FY 2008. The Air Force is also evaluating ABL's effectiveness in other mission areas 
mcluding cruise missile defense, self-protection, suppression of enemy air defenses, and as a 
surveillance platform. Key program accomplishments during 1 997 include: i) completion of the 
PDRR Program Requirements Review; ii) successful demonstration during Roving Sands '97 
(through simulation) of ABL's effectiveness as a theater missile defense cueing source by 
providing accurate missile launch points, impact points, and missile booster burnout position and 
velocity mformation to tenninal defense and attack operations assets; Hi) successful demonstration 
of ABL-specified laser energy using flight-weighted laser module components which validated 
flight-weighted laser nozzle design; iv) successful completion of three seasonal atmospheric 
turbulence data collection campaigns, which provided further validation of the ABL design 
specification for turbulence; and v) initial fabrication of the first of six PDRR laser modiSes 
Additional project details are provided in Table 5.7 and in Appendix C (Table C.5). 

ti,. .wy^J\^T.' r'!^"'"" ^""fl^^/^«^'^ J^*^ Prograffu This program is working to improve 
the ability to detect, locate, identify, and destroy (or otherwise neutralize) an enemy's theater 
missile capability and its supporting infirastructurc elements in all phases of theater conflict It 
defines improvements to existing BMC4I and attack operations capabilities, develops and 
evaluates prototype systems, demonstrates modifications during operational concept 
demonstrations, and coordinates transfer of improvements to operational systems. Key 
accomphshments include: i) demonstration of Link-16 datalink range extension and integration of 
the theater missile defense message sent to the Airborne Warning and Control System (AWACS) 
aircraft; u) development of automated applications for conducting Intelligence Preparation of the 
Battlespace OPB); in) completion of country studies as part of the IPB process; iv)'ieveIopmem of 
pl^g tools and a targetmg decision aid for time-critical targets to a^ist in deployment of aS 
and missile defen^ systems; v) completion of an expert missile tracker prototype; arid vi) 
development and demonstration of automated target recognition (ATRVautomated target cueing 

AtS w^n^^^f ° -rf ^" l'^ ^'^"^''^ ^'^''^'^ Eagle Smart S^or 

^I^l^ J<»nt SurveiUance Target Attack Radar System (JSTARS) aircraft. Additional project 
details are provided in Table 5.7 and in Appendix C (Table C.5). 

Pro.r * replacement for the Defense Support 

Program space based early warmng system and consists of a space segment of geosynchronous 
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Tabic 5.7: Key DoD Counterprollferation Activities and Programs in Active Defense 



<Strftng1v Rcto tgd CP Programg 



Program/Project Title 



JTAMDO Support 



BMDO Programs' 



Planning, coordination, and oversight of Joint inte- 
grated theater air and missile defense requirements, 
operational concepts, and architecture development 
PATRIOT PAC-3EMD 
PATRIOT PAC-3 Procurement 

• Navy Af«a TBMD EMD 
Navy Area TBMD Procurement 

• THAAD PDRR 

• THAAD EMD 

• Navy Theater Wide PDRR 

• MEADS 

• National Missile Defense 
National Missile Defense MILCON 
International Cooperative Programs 



Project Description 



DoD 
ACE 



4,7 



Agency 



Joint 
Staff 



FY 99 
Budget 
|SM ) 



17,423 



137.265 
343.235 
245,796 
43.318 
497,752 
323.942 
190.446 
43,027 
950.473 
12.230 
50.676 



PE No. 



60St26J 



604865C 
208865C 
604867C 
208867C 
60386 10 
60486 I C 

603868C 
603869C 
60387IC 
MILCON 
603875C 



PATRIOT PAC-3 Procurement 



• Army PATRIOT PACO RDT&E 



• Procurement of missiles, launch stations, radar station 
modification kits, and communications upgrade kits 



4,7 



Army 



— , - — 

Development of the Remote Launch Communications 
Enhancement Unit, threat simulations, and P3I testing 



4,7 



Army 



9.285 



203801 A 



• Army theater missile defense 
BMC4I Procurement 



Provide JTIDS terminals for platform interoperability 
in support of theater missile defense 



4,7 



Army, 
BMDO 



• Navy Area TBMD System 



• Procurement of Cooperative Engagement System 

• Procurement of SM'2 Block IVA missiles 



4.7 



Navy 



47.300 



20422 IN 
204228N 

Modification 



• Marine Corps AN/TPS-59 
modification 



• Radar upgrades for low radar cross section target 
detection and transition of the HAWK low altitude 
surveillance radar 



4,7 



USMC 



8.354 



• Air Force Airborne Laser 
Program 



• Integration of high energy chemical laser, optical 
beam and fire control system, and related BMC41 
systems onto 747-400F aircraft for demonstration of 
theater ballistic missile boost phase intercept system 



4,7 



Air Force 



Space Based Infrared System 



Space based sensors supporting ballistic missile 
launch warning, technical intelligence collection, and 
battlespace characterization 



4,8 



Air Force 



732.000 



60344 IF 
60444 IF 
604442F 



• Air Force Theater Missile 
Defe nse R&D Program 

• See Appendix C, Tible C.6, for 



• R&D integration to improve BMC41 and attack 
operations capabilities and their supporting elements 
addiUonal deuils. ♦•Allocilion of funding between SM-2 Block IV and 



4,7, Air Force 31.057 208060F 

12 

IVA missiles has yet to be detennined. 



highly elliptical, and low earth orbit spacecraft and an associated ground segment. The SBIRS 
ground segment consists of a consolidated ground station, overseas relay ground staUons, and 
mobile multi-mission microprocessors- SBIRS addresses the mission areas of strategic and theater 
missile waniing, national and theater missile defense, technical intelligence coH^^ 
battlespace characterization. SBIRS provides greater sensor sensitivity and faster sensor revisit 
rates than the current Defense Support Program system. The SBIRS High Component consisting 
of geosynchronous and highly elliptical orbiting spacecraft (and its associated ground segment) is 
in the EMD phase of acquisition, with the initial operating capability for the consolidated ground 
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'^^''^inm^T ^V^^' *J ^"^^ of geosynchronous spacecraft scheduled for FY 

The SBIRSUw Component oflow-earth orbit satellites is in the PDRR phase of 
acquisition, and launch of the first operational satellite is scheduled for FY 2004. 

5.6.5 Near-. Mid-, and Long-Term Milestones for DoD Active Defense Proerams. 

Figure 5.4 sununanzes the time-phased milestones of those active defense programs discussed 
^^utfi^Tr^^"'^***^"*'^'**''^'*^^^^ As bom out in the figure startine 

over the next five to seven years. 

5.7 Status and Accomplishments of DoD Pii«d v e Defense Artivities and Pmg r^m.. 

5.7.1 Relevant Counterproliferation ACEs and DoD Policy Perspectives. DoD 
supports an extei^ive NBC passive defense infrastructure to enable U.S. military forces to survive 
fight and win m NBC-contaminated environments. An integrated, balanced program is essential ' 
Def ^r;r5^^^^^^ TJe ATSD(NCB) provides oversight of the Chemi^ STsioIogic^ 

Defense (CBD) Pro^ which coordmates all DoD R&D and acquisition efforts in passive 
defense. The CBD Program is fully integrated with and is based on validated Service requirements 
generated m response to defined threats. U.S. forces must have aggressive, realistic traSng ^d 





Program Milestones 


Prefect 




• PATRIOT PAC.3 


0^ Flight Twt* A Firsi Unit 
^{P DT/OT w Equipped 


• Navy Area TBMD System 


^rnD ^ Dcvcl./OD T«t a Pirciii«i. 
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• THAAD 
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Figure 5.4 Time-Phased Milestones of Active Defense Programs 
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eqmpment that allows them to avoid contamination, and, where contamination cannot be avoided, 
they must protect themselves, decontaminate, and sustain operations throughout the battlespace 
environment. They must also have the capability to provide effective medical casualty treatment 
and management. To address these needs the CBD Program supports R&D and acquisition 
programs developing: i) systems to detect, identify, characterize, and provide warning of CW/BW 
agents (DoD ACE priorities 1 and 9); ii) individual and collective protection gear (DoD ACE 
priority 9); iii) methods to advance the speed and efficiency of defensive CW/BW agent 
decontamination (DoD ACE priority 9); iv) a broad airay of CW/BW medical, casualty 
management and treatment activities (DoD ACE priority 9); and v) methods to increase BW 
vaccine production capacity, stockpile vaccine supplies, and develop a broader spcctiimi of new 
and improved BW vaccines and otiier medical countermeasures for CW/BW agents (DoD ACE 
priorities 10 and 9). In cooperation with the CBD Program, the Counterproliferation Support 
Program is continuing to leverage ongoing CBD programs to accelerate tiie fielding of critical 
systems and technologies in BW detection and early warning. 

5.7.2 Counterproliferation Support Program Projects in Passive Defense. 

Counterproliferation Support Program projects in passive defense are funded tiurough 
Chemical/Biological Defense accounts and are managed by die JPO-BD. The Counterproliferation 
Support Program is focusing its passive defense activities on accelerating and promoting the 
development of remote and standoff BW detection and early warning capabilities, including 
conducting the Joint Biological Remote Early Warning System (JBREWS) ACTD. The 
Counterproliferation Support Program is also supporting development and integration of advanced 
technologies in support of the prototype NBC Joint Warning and Reporting Network (JWARN). 
As a result of the Consequence Management 91 1-Bio ACTD, die "Chem War 2000" exercise, and 
a number of studies conducted by die Air Force and die Joint Staff, a "Restoration Operations" 
(RESTOPS) ACTD has been proposed to examine the doctrine, tactics, techniques, procedures, 
and equipment required to recover quickly fiom CW/BW attacks on ports, airfields, and odier 
fixed sites. In addition to the above, Counterproliferation Support Program activities in passive 
defense continue to support tiie accelerated fielding of botii an advanced eye safe infiared (IR) 
LIDAR system (i.e., an improved Long Range Biological Standoff Detection System, LR-BSDS) 
for long range battiefield detection of aerosol clouds indicative of BW use and an ultraviolet (UV) 
LIDAR system (i.e., die Short Range Biological Standoff Detection System. SR-BSDS) for 
standoff discrimination of BW (versus non-BW) agents. A prototype LR-BSDS unit will be 
delivered for testing by May 1998. The SR-BSDS tiwisitioned to die JBREWS ACTD in FY 1998 
and will be tested in joint field trials scheduled for FY 1 998 and FY 1999. The 
Counterproliferation Support Program also supports DARPA development of technologies to 
support near-term fielding of advanced BW agent detection systems to include mass 
spectroineters, flow cytometers, and detectors employing multispectral UV fluorescence 
spectroscopy. 

Key accomplishments since last year's report include: i) completion of tiie Consequence 
Management 9 1 1 -Bio ACTD; ii) fabrication and demonstration of die LR-BSDS laser at full 
power and prototype preparation for follow-on testing; iii) testing of micro UV laser fluorescence 
biosensors at Joint Field Trials; and iv) conducting biological background aerosol sampling and 
analyses at several forward deployed troop sites to improve BW agent detection capabilities. 
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Additional detals of the Counteiproliferation Support Program passive defense projects are 
provided m Table 5.8 below and in Appendix C (Table C.l). 

mni.«.?! Early Wanting System ACTD. The purpose of the 

JBREWS ACTD IS to provide a framework for technology demonstrations, modeling, simulation 
and analytical efforts, culminating in an operational demonstration of a BW remote/early warning 
capability and the associated command and control connectivity required to provide automated 
warning and leportmg. TTie objectives of this ACTD are: i) to evaluate tiie military utility of a 
BW early warning capability tiiat allows an increased decision cycle to warn, report, and protect 
deployed forces; «) develop operational procedures for B W attack warning and reportingf and iii) 
provide the sponsonng CINC with an interim capability, and support that capabilij^for f^T^^. 

The JBREWS ACTD will provide ti)e first Joint Service capability for BW remote/early 
warmng across tiic battlespace. The ACTD is managed by the JPO-BD in conjunction with tiie 
Counteiprohferatoon Support Program with oversight by the Chemical/Biological Defense 

t^'tT""". rT'^nl;?^"^^"^^'^' following residuals or "leave behinds" are scheduled 
to be provided to the CINC: i) an automated BW sensor system network; ii) a validated Concept 
of Operations ensurmg the operational effectiveness of tiie installed systems; iii) communications 
assets to provide C4I interoperability and comiectivity for CW/B W threat reporting 
dissemination; and iv) training packages verified and validated for use by operational forces rif 

dXf Y ^l^"^^^ '''' ^^--^ demonsLClTi^'eS 

during F Y 1998, at Dugway Proving CSround. Utah, including a standoff detection demonstration 
^d a network communications test. TTie final field tiials will be held in FY 1999 to demonstrate a 
fiilly automated BW early warning system network. acmonsnaie a 

. . , . f Chemical and Biological Defense Program. All DoD chemical and 
biological defense programs are coordinated and integrated within a single office in OSD in 
accordance with tiie requirements of 50 U.S. Code. Section 1522. ATCDCNCB) provides 'tiie 
DA^^^vJpJ^^^' P^^'S^j^g- budgeting, and executing tiie CBD Program. - 
? 1 responsible for tiie every day coordination and integration of all 
chemical and biological defense R&D and acquisition efforts. ConsoUdating tiieoversight of tiie 
CBD Program into a smgle OSD office has been a critical tool for ensuring L elimination of 
^mt'dfZ!TS TT"^ coordination between tiie medical programs and tiie non-medical 
CW/BW defense efforts, focusing funds on program priorities, and enhancing readiness. 

Funding for R&D and acquisition (including procurement) programs for CW/BW defense 
O&M T" "^""lo^^gJ^ P^ve defense programs) hL iLi consolidated' wW^ 
O&M accounts remam witii tiie Services. Significant progress has been made in tiie development 
of joint training, doctnne development, and requirementi. generation. Modernization ^d 

3Tw ' "^'"'^'"^^ ^« i°»«8^o» of efforts 

among tiie Servi^s. For example, since 1995, 44 separate contamination avoidance 

developmental efforts have been consoUdated mto 9 fiilly coordinated joint projects A 

r3tT ""'"r^*^^ million for FY 1998 was appropriated to provide {he ne^ed 
research, training, and procurement of technology to equip U.S. forces witii improved detection 
protection, decontamination, and medical treattnent capabilities. As part of tiie ODR sThU 
plus.up,anadditional $732 million over tiie FYDPwill also alLK 
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additional quantities of passive defense equipment to enhance militaiy readiness. Detailed 
descriptions of tiie management, plans, accomplishments, and systems tiiat constitute tiie CBD 
Program can be found in its latest annual report to Congress entitied Department of Defense 
Nuclear. Biological, and Chemical (NBC) Defense Annual Report to Congress, published m 
February 1998. 

' ■ , ■ ' 

All R&D and acquisition programs witiiin tiie CBD Program are structured witiiin six 
Program Elements (PE) corresponding to DoD R&D and acquisition roles: Basic Research, 
AppUed Research, Advanced Technology Development, DemATal, EMD, and mariagement 
support. Highlights of key programs strongly related to counterproliferation witiiin each of tiiese 
program elements are described below. Additional program details, including FY 1999 budget 
profiles, are provided in Table 5.8 and in Appendix C (Table C.2). 

CW/BW defense is conducted witiiin tiie firamework of tiiree principles: i) contamination 
avoidance, ii) protection, and iii) decontamination. These principles provide tiie basis for an 
integrated and balanced CW/BW defense program. Contamination avoidance is tiie highest 
priority area and consists of capabilities and procedures to: detect, identify, and warn forces of 
CW/BW tiireats; enable commanders to determine tiie appropriate protective posture to assume; 
and distribute tiie necessary information so tiiat U.S. forces can avoid contamination. When 
contamination cannot be avoided, protection makes it possible to survive, fight, and win in a 
contaminated environment. Protection consists of tfiree elements: individual protection, collective 
protection, and medical programs. Finally, decontamination provides critical capabilities to allow 
tiie sustainment of operations in a contaminated environment. This framework is detailed in Joint 
Publication 3-11, Joint Doctrine for Nuclear, Biological, and Chemical (NBC) Defense, which is 
currently undergoing a major revision. Key accomplishments in each commodity area are 
described in what follows. 

Contamination Avoidance. Multiple systems are under development, in production, or 
have been fielded for early warning, point detection, and waming and reporting of CW/BW 
tiireats. Over tiie past year, tiiere have been several accomplishments in contamination avoidance 
R&D and acquisition programs. 

Science and Technology Base - Basic Research, Applied Research, and Advanced 
Technology Development. Basic Research efforts include coordination and consolidation of a 
mass spectrometric study of biological markers having potential utility in future BW detectors and 
investigation of techniques for generic detection of microbial toxins. Applied Research efforts 
include: i) evaluation of BW agent local detection technologies such as deoxyribonucleic acid 
(DNA) probes, electrospray mass spectrometty, planar wave guides, flow cytometty, and otiier 
advanced technologies to support detection and early waming of BW agents; and ii) continued 
development of technologies and compilation of databases for multispectral UV fluorescence 
detection and discrimination of BW agents in realistic battiespaces containing natural and man- 
made intcrferents. Key Advanced Technology Development projects include development and 
demonstration of remotely deployed integrated BW detection networks, lightweight stand-off 
chemical sensors, an automated BW detection network for high priority fixed sites (Portal Shield 
ACTD), and miniaturized mass spectrometers for CW/BW identification. 
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Anrr. ^'T^'^^f'^'^f'^^"- Key programs, managed by JPO-BD, include the Portal Shield 
fSSl^f-t'^rSTr!^* * capability to detect, warn, de-wam, and presumptively identify against 
a BW attack at a CINC^iesignated air base or port facility. The design and analysis of bio suite 
oomponcnts for the Jomt Biological Poim Detection System (JBPDS) will be accomplished during 

Engineering and ManufacluHng Development. There are several key programs in EMD 
Aat promise to offer greatly improved capabilities in the near tenn for contamination avoidance 
TJ^ prorams successfuH^ 1997 and early FY 

1998: I) the Lightweight Nuclear Biological Chemical Reconnaissance System (LNBCRS) which 
pi^vides unit field commanders with real-time data that can be used to asLs the baSefield for 
NBC hazards while on the move; ii) the Joint Chemical Agent Detector (JCAD) which is a 
combined portable CW monitor and small point CW detector for aircraft, shipbo'ard. and 

S^^tt;^A?tr AH^^ "^J^ ^"^'"^ Lightweight Standoff Chemical Agent 

Detector (JSLSCAD). which provides chemical agent detection and mapping for CW agent clouds 
and which was also integrated into the LNBCRS. Other ongoing EMD effoSs include: f) 
i^;r?'?r!l'^;?]^®^ reporting throughout the battlefield, and associated 

d^f^JrJ miS* digital data into existing command, control, and communications systems; ii) 
the Chemicaimiological Mass Spectrometer (CBMS). which identifies collected CW/BW acents 
and IS a component of tiie Biological Integrated Detection System (BIDS) Prc-Plamied Product 
hnpmvement (P3D system and tiie FOX NBC Reconnaissance System (NBCRS); and iHrthe 
Shipboard Automated Liquid Agent Detector (SALAD) for CW detection. The critical IZn 

j:romX°S4 ™ TO 

tn th. Z'^?''?'"^^?';,^^ Item) BIDS was initially fielded in FY 1997 

to 4e Army s 310ti> Chemical Company and its active component platoon, tiie 20tii Chemical 

ini?^9?w.^Trrf^^^^^^^ 

^.^^i^^'^^^^'lf^^.^^f^^^ 1998LfY1999 -AT 

BIDS P3I system will utilize developmental technologies, such as the CBMS. to detect eight B W 
agents, provide mcreased automation for detecting BW agents, and enable computerized 
integration of detector outputs. Procurement and fielding continued for tfie Automatic Chemical 
^^.t ^^/^!^^A)> FOX NBCRS modifications, Uie AN/UDR 13 Pocke?^DIAC 

0^ auon Detection. Indication, and Computation) nuclear radiation detector, and the In^roved 
Pomt DetecUon System (IPDS) for shipboard use. Initial deployment for the inprov^^Scal 

5;e?oScSLd",^r pv^ ''^''^ ^^-'^^ >^^ent Mo^^^d 

me FOX NBCRS is scheduled for FY 1999. Botii systems are currentiy in oroduction 

Procurement of the JW^ digital hardware components and criti ^X'^^ detector 
programs will be initiated in FY 1 999. aeiecior 

p;..n ''r'^'^^. Of^^^.P^y*"' there have been several accomplishments in all phases of 
R&D^d acquisiuon for individual and collective protection, medical; and vaccine ^Sn 



Science and Technology Base -Exploratory Development. Key technology base efforts to 
improve protection include: i) investigating enhanced protection technologies for m^ U) 
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continued integration of advanced mask concepts into 21st century soldier systems; and iii) 
investigating technologies for a lightweight, extended wear, half-face mask for improved BW 
protection. 

Demonstration/Validation. The key DenWal project for improving collective protection is 
the Advanced Integrated Collective Protective System (AICPS) which integrates new NBC 
filtration technologies with environmental controls and power generation components for tactical 
and combat systems. AICPS is designed to be integrated into multiple configurations to provide 
collective protection for a variety of tactical systems. 

Engineering and Manufacturing Development. The Joint Service Ugjitweight Suit 
Technology (JSLIST) P3I program will develop improved chemical protective overgarments, duty 
uniforms, undergarments, gloves, and socks that will increase protection, reduce physiological 
burden, and increase durability beyond those items fielded under the initial JSLIST program. The 
JSLIST P3I is seeking new and advanced material candidates for its protective items to incorporate 
into the existing JSLIST design. 

Procurement. The key protection procurement accomplishment was the fielding of the 
M40/M42 standard issue NBC protective mask. Iiutial production contracts were recently 
awarded for the M45 Aircrew Protective Mask (ACPM), which provides rotary wing air crews 
with a less burdensome respiratory protection system, and tiie Aircrew Eye/Respiratoiy Protection 
(AERP) mask, a second generation, CW/BW protective oxygen mask. Procurement activities 
continue for other protection programs including: i) die Chemical Biological Respiratory System 
(CBRS) for Navy rotary wing aircraft; ii) tiie M41 Protection Assessment Test System (PATS) to 
validate the fit of protective masks in tiie field; iii) die Chemical Biological Protective Shelter 
(CBPS) which provides a rapid set-up, contamination-free, environmentally controlled work area 
for Battalion Aid Stations; iv) tiie M40 P3I Mask; and v) tiie M20 P3I Collective Protection 
System. Procurement of the M28 Transportable Collective Protection Shelters (TCPS) for Air 
Force applications will be initiated later in FY 1998. The QDR $1 billion plus-up has helped 
satisfy part of tiie Air Force's tiansportable collective protection requirements. FY 1999 
procurement funding will initiate die purchase of tiie AICPs. JSLIST, a Joint Service effort to 
field a common chemical protective ensemble (i.e., suit, boots, and gloves), is also being procured. 
The JSLIST provides chemical protection, reduced heat stress, full compatibility witii all 
interfacing equipment, longer wear, launderability, a single technical data package and manual, a 
split issue feature to improve fit and reduce inventory, and flame retardantcy. JSLIST promotes 
commonality and standardization to maximize the effectiveness of resources and eliminate 
redundancy among the Services. Additional fiinding firom Congressional and DoD budgetary plus- 
ups for FY 1998 and the out-years will provide for advanced technical development, procurement, 
and fielding of JSUST by FY 1999. 

» 

Medical Programs. Over the past year, there have been several accomplishments in the 
development of medical coimtermeasures against nuclear and CW/BW agents. Medical 
countcrmeasures fall into three basic categories: prophylactic (preventative), therapeutic (post- 
exposure), and diagnostic. Key accomplishments in prophylactic countcrmeasures include: i) the 
continued development of advanced vaccines for anthraoc, botulinum toxins, ricin toxin, 
Venezuelan equine encephalitis (VEE), and plague; ii) studies of biological scavengers for nerve 
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agente; iii) cyanide pretreatments; iv) continued development of a topical skin protectant effective 
against nerve and blister agents; and v) exploratory efforts to identify reactive topical skin 
protectants effective against CW agents. Key accomplishments in therapeutic countermeasures 
development include: i) development of a multichambered autoinjector (to replace the multiple 
injections currently required) which allows soldiers to more easily administer treatment after 
exposure: u) successful Milestone 0 transition of an advanced anticonvulsant capable of improved 
centra^ nervous system protection; iii) fielding of an improved, forward deployable diagnostic kit 
capable of detecting exposure to nerve agents; and iv) tiwisitioning the radiation antiemetic Kytril 
throu^ Milestone IH. Key accomplishments for diagnostic countermeasures include investigating 
potential treatinente and diagnoses for low dose exposure to CW agents and tiie continued 
development of a forward deployable diagnostic kit tiiat will allow immediate diagnosis of BW- 
related casualties m the field. ^ 

Technology base efforts for medical BW defense hold the promise of yielding important 
new products to protect U.S. forces fi-om a wide range of BW agents. TTiese efforts LudeT 
development of: i) multi-agent vaccines to reduce vaccine production costs and simplify 
immunization schedules; ii) bioengineered recombinant vaccines; iii) advanced pre-treatments 
based on biological scavengers (such as human enzyme butyrylcholinesterase); and iv) a common 
diagnostic kit usmg state-of-the-art technologies. TTie common diagnostic kit employs both 
antibody-based detection of BW agents in biological specimens and direct DNA detection of BW 
*^fw T'"? infectious diseases using a hand-held polymerase chain reaction technique. The 
antibody-based ^d direct DNA detection approaches are scheduled to transition to advled 
development m FY 1 999 and FY 2002, respectively. 

include the CBPS. which is being procured between FY 1998 tiirough 2003, and the M28 TCPS 
scheduled for contract award later in FY 1 998. 

to facilitate Ae acquisition of vaccines. As directed by die Deputy Secretary ^Defense, tlfe JVAP 
will use a pnme systems contactor to manage and execute advanced vaccine development FDA 

ITTn^'^'^''''''"^ ""^ ''"^^ "''^ »W ''^^'^^^ have been discoverid 

through DoD-sponsored research. TTie prime systems contract was awarded in November 1997 

and began with Redevelopment of tiiree biological dtfense vaccine producte Q fever Tularemia 
and Vaccmia. The pnme contractor also supports storage of the cunJnt contingent BW dS 
vaccine stockpile. There are options for the development and licensure of 1 5 oAer BW va«bes 
witii production options for all 18. TTie period of performance for tiiis contmct is lOy^r^e 

f ffictvTw T^"' demonstrate product safety and 

efficacy that are required for product licensure by the FDA. Tlie JVAP is managed by the JPcT 

nie Secretary of Defense announced in December 1997 DoD's plan to begin vaccinating 
Service personnel deployed to high-risk areas (or scheduled to deploy to these ar£) ^Zt! 
B W agen antiirax. Eventually, all active duty and reserve forces are scheduled to be XcTnated 
Defiled implementation plans for the vaccinations are currently being devetpe^ by rSe^ce^ 
Additional efforts are being sponsored by the DoD to obtain the requiL scientific to 
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a license amendment request to the FDA for a reduced immunization schedule below the six shots 
now required The FDA-licensed anthrax vaccine is available commercially from the Michigan 
Biologic Products Institute. Animal studies indicate that it confers excellent protective immumty 
against aerosolized anthrax spores. Production^of this vaccine has been ongoiiig smce Operatton 
Desert Shield/Desert Storm, and the DoD-prescribed stockpile level was completed m FY1997. 
Another BW vaccine administered to a small percentage of U.S. forces during Operation Desert 
ShieldA)esert Storm was for botulinum toxin (pentavalcnt). This vaccine is not FDA licensed, 
although it has been used for several decades to protect laboratory workers and has an excellent 
safety record. Efforts are ongoing to collect data on this vaccine and develop a package 
demonstrating product safety and efficacy for FDA licensure. After reviewing imtial data^an FDA 
advisory council issued recommendations providing clear direction to DoD and the manufacturer 
for licensing this vaccine. 

Decontamination. Over the past year, there have been several accomplishments in 
decontamination technology development programs. In addition, the CBD Program supported a 
JCS and Service effort known as Chem War 2000 to identify decontamination issum relative to 
power projection into asymmetric threat environments. The Chem War 2000 results are expected 
to lead to a roadmap and master strategy for tackling many operational decontaminaUon and 
restoration problems. 

Science and Technology Base - Exploratory Development and Advanced Technology 
Development. Research continues in using en^atic technology to accomplish CW 
decontamination. Efforts also focus on developing'decontamination approaches for sensitive (e.g., 
electronic) equipment. 

Engineering and Manufacturing Development. The key EMD projects are the Modular 
Decontamination Systems (MDS) and development of a sorbent decontaminant, which may 
provide a non-aqueous replacement to the current decontaminant (denoted as DS2) and, by, 
reducing the need for water, considerably reduce the logistics burden associated with current 
decontamination methods. 

Procurement. Withm the decontamination area, FY 1999 funding supports initial 
procurement of the MDS and continued procurement of the M17 Lightweight Decontamination 
System (LDS). 

Chemical and Biological Defense - Management and Support The primary program 
supported within this element is the Joint Chemical/Biological Contact Point and Test Program 
located at Dugway Proving Ground, Utah, This program provides assessments, laboratory 
analyses, and field tests on a wide variety of equipment that has been fielded or is in production. 
These activities respond to requests by the Services and CINCs for testing fielded capabUities. 
Accomplishments include six assessments, three field trials, and two laboratory tests evaluating 
systems performance in a CW environment. Funding is also provided under this program for 
management support for the overall integration and coordination of the CBD Program. Activities 
include: Joint Service requirements, training, and doctrine development by the Joint Service 
Integration Group; Joint Service modernization planning; development of a Joint POM and 
associated budget; and Joint R&D and acquisition planning by the Joint Service Materiel Groulp. 
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Additional funding is programmed for CW/BW defense joint doctrine, training, and NBC 
upgrades to war games as part of the Secretary of Defense's enhancements to counteiproliferation- 
related programs. 

The Joint Program O/jflce for Bioiogicai Defense. WiiianihcCBDPTOgn^ 
provides centralized management of DoD's battlefield BW defense acquisition programs, from 
PDRR through production. JPO-BD managed projects include: i) the BIDS P3I and the LR-BSDS 
j'stems; ii) the JBPDS; iii) the Portal Shield and JBREWS ACTDs; iv) the Critical Reagents 
Program (CRP); v) oversight of the JVAP; and vi) production and maintenance of the anthrax 
vaccine stockpUe. The JPO-BD is developing improved capabilities for early warning of BW 
attMk, mcluding development of the eye safe LR-BSDS upgrade, adapting and developing point 
BW agent detectors for remote/early warning detection applications, and using tiie JBREWS 
ACro to expedite tiie fielding of tiiese systems. Key ACTDs within tiie biological contamination 
avoidance area include tiie Portal Shield and JBREWS ACTDs. The JBREWS ACTD will 

M? "P*""^ ^«™in8 across tiie battlespace. 

The Portal Shield ACTD will provide a networked point capability to detect, warn, dewam. and 
presumptively identify against a BW attack at a CINC designated air base or port facility. 

ne Portal Shield ACTD. The purpose of tiiis ACTD is to evaluate tiie militaiy utility of 
an automated BW detection network and develop associated operational procedures An 
additional elective is to provide a residual capability to detect, warn, de-wam. and presumptively 
identify a BW attack on an air base or port facility. The ACTD is managed by the JPO-BD in 
conjunction witii tiie Counterproliferation Support Program, witii oversight by tiie CBD Program 
TV. TUT^t ^"""f^ C^^^^ (CENTCOM) and U.S. Pacific Command (USPACcS) 

The Portal Shield automated detection network will be capable of rapidly detecting and identifying 
BW agents, providing lowt on reporting, and measuring meteorological conditions. The following 
residuals or leave behinds" tiiat will be provided to tiie CINCs are: i) an automated BW detection 
network; ii) an integrated command and contiol system to assist base personnel in tfie rapid 
assessment wammg. and dissemination of BW attack data; iii) oral-nasal half masks providine 
protection from re-aerosolized BW agents witiiout tiie stresses associated witii full face protective 
masks; iv) decontamination equipment for contaminated sensors; v) unmasking and de-wamine 
procedures; and A^) biological sampling kits. Witii tiiis system, warning of a possible BW attack 
can be tr^smitted to a central command post about 10-15 minutes after tiie initial detection 
Testing of a redesigned and repackaged BW detector is under way, and full scale testing of a 
complete sensor network along witii otiier residual equipment will be completed in tiie Summer of 

iiefouS^qr:^^^^^^^^ 

The Joint Biological Point Detection System. The JBPDS is a developmentid system tiiat 
r;^]*^'^.''^? ^'P^^y'^ detection systems such as BIDS. BAD, and tiie PoS 

Ltot«f«S^^T "? »"«sion is to provide a common, integrated, and fully 

autoinated BW agent pomt detection capability. The JBPDS provides rapid detection of point and 
long Ime sources togetiier witii local and remote warning capfbiUties. JBPDS will d^eC b^fc 
unit a man-portable unit, and tailored interface kits for Service platforms (vehicle, s^ aSd S 
site). System production is scheduled to start in FY 2000 witii FUE scheduled for FY 20^ 
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The Critical Reagents Program. This program was initiated in FY 1997 to provide BW 
detection systems with antibody and genetic detection materials to meet BW detection 
requirements. Its purpose is to ensure availability of quality reagents that are cntocal to the 
successfiil development, test and operation of BW detection systems and medical diapiostics. Tlie 
program will ensure the availability of high quality reagents (^^i^^^f ^nd DNA probe^^^^^ 
Aroughout the life cycle of all systems managed by JPO-BD to include BIDS, IBADS, JBPDS, 
Portal Shield and JBREWS ACTDs, and medical diagnostic kits. These reagents will also be 
supplied to the Navy Forward Deployed Ub, the Army Theater Medical Lab, the Marme Corps 
Chwnical/Biological Incident Response Force (CBIRF), and NATO to support counterterronsm. 
reconnaissance and surveillance teams, and background characterizaUon apphcations. 

NBC Weapon Effects Hazard Prediction. A number of important areas for improving 
NBC dispersion and hazard prediction modeling have been identified. These included the need for 
accurate coupling between hazard source data and predictions relating to high resolution wither 
effects, atmospheric/water transport, and physiological impacts.. The DATSD(NCB)(CP/CBD) 
has taken the lead on NBC dispersion and hazard prediction modeling and has miUated a workmg 
group for accomplishing the modeling and simulation validation mission. Members of the 
working group include representatives from the Services, Joint Staff. DOE. U.S. Intelligence, as 
well as emergency response and weather monitoring organizations such as FENIA, the National 
Oceanographic and Atmospheric Administration, the Centers for Disease Control, and the 
National Weather Service. The community's primary requirement is to accurately model all 
disciplines associated witii NBC plume sources, weatiier effects, NBC particle transport, and 
dosage impacts (e.g., lethality predictions). In support of dispersion and hazard prediction mode 
validation, many of tiie fundamental NBC analytical tools, facility models, and inherent technical 
databases reached operational status during 1997. As a result, tiie community is sponsoring tiie 
development of a new class of decision analysis tools that combine tiie calculations firom 
individual NBC tools, models, and databases in a comprehensive and complementary manner to 
assist analysts and decision makers witii critical NBC hazard prediction decisions. 

5.7.4 Other DoD Passive Defense Programs Strongly Related to Counter- 
proliferation. The Counterproliferation Support Program and the CBD Program are tiie focal 
points for Joint Service passive defense programs. DARPA BW defense R&D programs and 
DSWA RDT&E and Navy acquisition programs in nuclear weapons effects, safety, and 
survivability also contribute to tiie counterproliferation ACEs in passive defense. These programs 
are described below. 

DARPA BW Defense Sensors Program. This program, managed by DARPA's Defense 
Sciences Office, is pursuing breaktiirough technologies in biological detection. DARPA is 
developing technologies tiiat will enable a multiplexing capability for bioagent identification. 
Technologies using up-converting phosphor technology, providing improved detection sensitivity, 
and enabling enhanced multiplexing are being developed tiiat can reveal BW agent family, genus, 
and species on a single chip. A mass spectrometer is being miniaturized and ruggcdized for 
battlefield use in identifying BW agents and contaminants witiiout tiie use of liquids. These 
systems will be automated for unattended operations. Detection technologies that provide 
infonnation on BW agent pathogenicity and viability are also being developed under tiie DARPA 
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ApienSJ C C tT"' ^^"""^ ^"^^^ ^'^'^^ " ™* 5.8 and in 

Consistent wiA th^^ 1997 NDAA (Section 228). DARPA's BW Defense Program is not 

-^nVtriJL^ ^'-^"^"^ ''^^'^'y Counterproliferation Support Progiam 

and Its BW defense activities are closely coordinated with the CBD Program. 

^^^BWDefenseVnconventhnatPathogensandAdvancedDiagnosticsProerams 
As one of Ae major program areas conducted under its Defense Sciences Office, DARPA 

pursuing the demonstration and development ofnewBW defense capabilities. Major thrusL 
mclude medical countermeasures. advanced medical diagnostics for the most viruknt path^ens 
and their molecular mechamsms. and consequence management tools. Medical countemic^f^s 
under development include multi-agent therapeutics against known, specific agenS 
therapeutics against virulence pathways (i.e., disease mechanisms) shared by broad classes of 
paAogens. Specific approaches include modified red blood cells to sequester and destroy 
pathogens, modified st«n ceils to detect pathogens and to induce immunity or produce appropriate 
dierapeut.cs withm the body, identification of virulence mechanisms shared by'i^tfiogeS ^ 
development of nove therapeutics targeting these mechanisms, and efficacy testing in ce i cultures 
and anmials. Early diagnosis is key to providing effective therapy against BW ageL s^ce maT 
of these agents cause early, nonspecific, flu-like symptoms. The goS of the diagnostics twTto 
develop the capability to detect die presence of infection by BW threat agentrSnt atSm 
other sigmficantpathogens. and identiiy^A^ 

TlZ^ ^' ""Y'^" consequence management tiirust is to^ide 

comprehensive protocols to protect or treat combatants using current and emerging biologicjU 
countemieasures. It will provide accelerated situational awareness of BWevenl by 

^cate and detennine the most effective logistical support for providing appropriate treatinTn and 
pathogen-specific resources required to mitigate effects of the BW attik Ciment pl^^nvLbn 
transitioning tiiese software tools to Service customers begimiine in FY 1999 Addh^^Tn!.? ? 
details are provided in Table 5.8 and in Appendix C cS^^. ^^''"''"^ 

.ur.^^l^it^,'^^'''^'*'^''^"^^^''^ DSWA has two programs to ensure tiie 
PrrJ wh VI, "^^"^ "^"^ ^ ""'^^ enviromnent: i) die Test and Simulation Technology 
Program which provides smiulators and simulator technology to validate weapons svsteiS 
survivability ^d operability in nuclear enviromnents; and iOtiie WeaponT^rm Silitv 
Program which provides foree survivability assessments against mcl^v,^^^^^^ 

^'^?<::te"ir^r^^^^^ 
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Table 5.8: Key DoD CounterproUferatioii AcHvities and Programs in Passive Defense 



Program/Projccc Title 




DoD 
ACE 


Asency 


FY 99 
Budget 
I$M1 


PE No. 


CP SuDDort Prosram 


• Accelerate fielding of warfighting capabilities for 
remote detection, identification, characterization, and 
earlv wamins of BW acent attacks 


1,9,8 


JPO-BD 


31.790 


603884BP 


tJBREWSACTD 


Detection 


• Accelerated deployment of airborne eye safe IR 
LIDARs for battlefield BW aerosol detection and 
tracking 


1.9 


JPO-BD 
Army 


11.275 


603884BP 


• RESTOPS Proposed ACTD 


• Planning and analysis exercises to prepare for a FY 
2000 ACTD start 


9,1 


JPO-BD 


1.942 


603384BP 


• BW Detection Advanced 
Technology Development 


• Demonstration and rapid fielding of selected man- 
portable B W detectors for remote detection and 
characterization of BW agents 


1.9 


JPO-BD 
DARPA 
NRL 


5.431 


6033 84BP 


Stronslv Related CP Procrams 


• RDT&E and procurement of systems and equipment 
for NBC agent detection and warning, individual and 
collective protection, medical response (including 
vaccine R&D), and decontamination 


9.1, 
10 


ATSD 
(NCB) 
Services 
JPO-BD 


530.049 


60t384BP 
602384BP 
603384BP 
603884BP 
6043ft4BP 
6053&4BP 


• Chemical and Biological Defense 
Program* 


• B W Joint Vaccine Acquisition 
Prosram Coart of the CBD Program) 


• DcmA^al, EMD, and procurement to meet DoD BW 
vaccine production and stockpile needs 


10 


JPO-BD 
Army 


35.070 


603884BP 
604384BP 
2083 o4dP 


• Critical Reagents Program (part of 

the CBD Program) 


• Provide management for critical reagents necessary 
for BW detection systems 


- I 


JPO-BD 


1.759 


208384BP 


• DARPA B W Defense Sensors 
Program 


• Research, develop, and demonstrate technologies to 
minimize the impact of BW agents on future military 
operations 


1,9.6 


DARPA 


15.000 


602383E 


• n\X/ Hi^ fence Unconventional 
Pathogens and Advanced 
Diagnostics ProRram 


•Develop new medical countermeasures, diagnostics, 
and consequence management technologies 


1.6,9 


DARPA 


73.000 


602383E 


• DS WA Test and Simulation 
TechnoloKV 


• Simulators and simulator technology to validate 
weapon systems operability in nuclear environments 


9 


DSWA 


33.283 


6027 1 5BR 


• DSWA Weapon System 
OperabiUty Program 


• Force survivability assessments against nuclear 
weapons effects based on test results 


9,11 
4.7 


DSWA 


7,200 


6027 1 5BR 


• Navy RADIAC Program 


• RDT&E and procurement of radiation detection and 
monitorinR equipment for a variety of applications 


9 


Navy 


3.600 
4.035 


603542N 
82M2 



« See Appendix C, Table C.2 for additional inforaiakion. 



assessment for U.S. Space Command; and iv) demonstration of a radiation-hard 0.35 micron 
copper metallic oxide semiconductor (CMOS)-SOI and bulk technology. Additional project 
details are provided in Table 5.8 and in Appendix C (Table C.8). 

Navy RADIAC Program. The RADIAC Program (managed by Naval Sea Systems 
Command) is responsible for ensuring the availability of radiation monitoring instruments to 
support uses ranging from industrial radiography to operation and maintenance of nuclear 
propulsion plants, ships, submarines, and prototype facilities as v^ell as medical applications and 
CW/BW and radiological defense. The instruments arc used to ensure the safety of personnel and 
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Ac enviroM^^^ Key accomplishments include production of the Multifimction RADIAC 
contmuation ofa tewrate initial production contract for a laser heated thenno^^^ 
dosimeter (LHTLD) system, and transition to EMD for the Underwater I^SJaT Ad^^^^ 
project details are provided in Table 5.8 and in Appendix C (Table C 4) Additional 

5,7.6 Near- Mid-, and Long-Term Milestones for DoD Passive Defense Pro^rnm. 
Figure 5.5 summarizes the tune-phased milestones of those passive defe^^^^^^^ 
above and having clearly identifiable acquisition milestones ^ discuss^ 



Project 



• BW Detection 

• BWStandofr 
DetcctionAVaming 



Program Milestones 




BIDSPSK^CBMS 
IOC WWlOC 



.JBPDS 
W10C 



LR-BSDS Complete 
FUE^ ^JBREWS 
(eye safe) ACTD 



LR-BS0SP3I 



• CW Detection 



IOC 



JSLSCAD 
IOC ^ 



• NBC Reconnaissance 



FOXNBCRS Block I 
lOCl^ 



^ghtweightNBCRS 

'Arioc 



NBC Warning & Reporting 



WW 



— Shield ACTD . 
JWARN JBREWS* 



A iWARN/MICAD 
WlOC 



Individual Protection 



M45 Mask IOC 



• Collective Protection 



^CBPS 
*^IOC 



A AlCPS 

Mice 



Advanced Collective 
Protection System lOC?^ 



• Decontamination 



MDSa 
10C«^ 



• Vaccines for BW Defense 



Amhrut Vaccuiaiiou 



Sorbent^ 
Dccontaminatifm rnr 



• Nuclear Radiation 
Detection 



j r T" '"" Vaccme titm/v^] 



Pocket Underwater 



Nuclear Survivability 



'Ongoing Assessments Based on Test Results - 



Figure 5.5 Time-Phased Milestones of Passive Defense Programs 
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Status and ^eeompiiahment* of DoP Staff Tunctiong and Organizations 

Defense Technology Security Administration. DTSA's mission is to develop and 
implement DoD policies regarding international transfers of dual-use and munitions items to 
ensure such transfers are consistent with U.S. naUona! security interests. DTSA coordmates 
DoD's review of export licenses, referred by the Departments of State and Commerce, for their 
potential to contribute to the proliferation of NBC weapons, missile delivery systems, and other 
significant military capabilities. DTSA develops poUcies regarding the transfer of defense-related 
systems and technologies, participates in international export control negotiations, and provides 
technical support to diplomatic, intelligence, and enforcement efforts. Key accomplishments 
include- i) enhancement of the new multinational export control framework (i.e., the Wassenaar 
Arrangement); ii) review of over 21,000 export Ucense applications for military and dual-use 
technologies; and iii) U.S. export control cooperation programs with other nations. AddiUonal 
project details are provided in Table 5.9 below and in Appendix C (Table C.12). 



Table 5.9: Key DoD Staff Functions and Organizations 



Activity Title 


Deseriptloii 


DoD 
ACE 


Agency 


FY 99 
Budget 
ISM] 


PE No. 


• DTSA Activities 


• Develops and implements DoD policies regarding 
military and dual-use exports and coordinates DoD's 
review of export licenses 


14 


DTSA 


10.560* 


O&M 



• FY 1999 budget may chmge when DTRA becomes ope«ljon»l in October 1998 



^0 Siimmarv of DoD's Counterproli feration Response 

Table 5 10 summarizes DoD's response to the counterproliferation ACEs by matching 
selected activity and program accomplishments to the primary DoD ACE priority they address. 
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Table 5.10: Highlights of DoD's Response to the Counterprolifenition ACEs 



DoD ACE Priority 

1. Detection, Identification, 
Characterization of BW Agents 



2.Detection» Characterization, an^. 
Defeat of NBC/M Facilities with 
Minimal Collateral Effects 



I 1 Detection, characterization, and 
Defeat of Underground Facilities 
with Minimal Collateral Effects 



I 4. Ballistic Missile Active Defense 



5. Support for Special Operations 
Forces and Defense Against 
Paramilitary, Covert Dcliveiy. 
and Terrorist NBC Threats 



6. Provide Consequence 
Management 



7. Cruise Missile Defense 



8. Collection, Analysis, and Dis- 
semination of Actionable Intelli- 
gence to Counter Proliferation 



9. Robust Passive Defense to 
Enable Sustained Operations on 
the NBC Battlefield 

[Fo.BW Vaccine RDT&E and 
Production to Ensure Stockpile 
Availability 
1 1 1 .Target Planning for NB( 
Targets 

J 1 2. Prompt Mobile Target Detection 
and Defeat 

1 1 3. Detection, Tracking, and Protec- 
tton of NBC/M and mC/M-Ke^ 
lated Materials and Components 
I M.Suppoit Export Control 
■ Activities of the U.S. 
Government 



Selected Accompliahmcntft in DoD Cou nterproiifcratioii Programs 

l^eloping the Joint Biological Point lietcction System tor all Services 

' BwSgg^'"*' Swn. Ml I. .,ulp . ^ J An.), 
Conducted integrated sensor, weapon, and targ eting tnoi fl^lA tmvt^ fisr ^nr'h.i » J — a 5- 



• Sec ACE w2 entries above 



• Suocesstui iiigm lests for PATTUOT PAC-S missile and NMD kill ^chrdi^nMots 

awarded and Prcliminajy Design Review completed 
system procurement trHnsitioned back to BMnn 




. Con.mued development Ts^^^^^^^'SIZZ^ 
! LE'Ih" "^"""^ Chemical biological Incident Response Foree " 



• ^rA^mrcounterprofL 

mission planning and operations 

See the Intelligence Annex to this report for additional programs 



ig and ^crgy wim ballistic missile defW programs is"7 5m;^ 
id^oISJtSJfJ"^""^ "inlomialion space*' uHdeV development to su 



support 



1 1^. Support Inspection and 
Monitoring Activities of Arms 
Control Agreements and 
Regimes 



^n^'g '^t'"^"" ""^ ^"g. ^"'^'viJual and collective 

protMtion, and decontamination ^ems for use throushout tte battlesnn^ wmecwve 
Continuing advances in CW/BW medical defense RDX&E """'"P"* 

- Decision to vaccinate U.S. forces against anthrax; vaccinati ons under way 

' user a^eptance of integrated target plannin g and weaponecrme tools kv rtWi^ i i<!Pf l^riw / — 



. ^'1 "^^TJT^"' « «J^3bi1ol« Ksu su"' '^'^ "^""^ «.d sealed M 7 of 
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6. DOE Nonprolifcration Programs 

DOE nonprolifcration programs related to countering proliferation are described in this 
section DOE counterterrorism activities are discussed in Section 8.4. TTiese efforts mclude ite 
rhcmical and biological agent detection R&D program and key proliferation prevention activittes 
to lunit the spread of nuclear weapons, materials, technologies, and expertise. Key 
accomplishments since last year's report are also summarized. 

HA Tntntdnction; Relevant AC F* and DOE Poliev Obiectives 

DOE strongly supports the counterproliferation missions of DoD and U.S. Intelligence 
primarily through its nuclear proliferation prevention activities. DOE plays a critical role, tiirough 
its core nuclear work, in addressing ACE priorities in the detection, ti-acking, and protection of 
NBC weapon-related materials and components (DOE ACE priority 1); defending agamst and 
responding to paramilitary, covert deUvery. and terrorist NBC threats through Its Nuclear 

Emergency Search Team (DOE ACE priorities 2 and 4); by supporting inspection and monitoring 
activities of arms control agreements and regimes (DOE ACE priority 5); and by supportmg U.S. 
government export control activities (DOE ACE priority 9). In addition to its core nuclear 
nonprolifcration activities, DOE began its Chemical and Biological Nonprolifcration Pro^ in 
1997 which supports the detection, identification, and characterization of BW agents (DOE ACb 
priority 3). Building on its experience from its extensive "work for o*^"" P'y*^;il°^^^ . 
working closely witii DoD and U.S. Intelligence to detect, characterize, and defeat NBC^ aid 
underground facilities (DOE ACE priorities 6 and 8) and to detect and t«^2«JJ°'Wwid^ 
nuclear proliferation (DOE ACE priority 7). DOE is requesting $515.2 million m FY 1999, 
compared to $489.4 million in FY 1998, for nonprolifcration and proliferation prevention 
programs (a 5% increase). DOE's budget breakdovm for FY 1999 is provided m Appendix D. 

To reduce the international proliferation threat, DOE focuses its resources and expertise on 
the following near-term priorities; 

Detecting and characterizing worldwide production of nuclear materials and weapons; 
Monitoring worldwide nuclear testing; 

Preventing and detecting tiie diversion or smuggling of nuclear materials; 
Securing nuclear materials, technology, and expertise in Russia and the FSU states; 
Preparing for, detecting, and responding to events involving CW and BW agents; 
Liituting weapons-usable fissile materials woridwide; 

Promote transparent and irreversible arms reductions of global nuclear stockpiles; 
Controlling nuclear exports; 

• Strengtiiening the nuclear nonproliferation regime; and 

• Maintaining and continuously improving a program for nuclear emergency and nuclear 
terrorism response. 

Key Accomplishments. Over tiie past year, DOE has achieved major successes in a 
number of areas, including: 
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• Assisting Russia, the FSU States, and the Baltics, During FY 1997, site security upgrades 
were under way at 33 facilities in Russia and 13 addiUonal sites in FSU states and the Baltics 
that use or store weapons-usable highly enriched uranium or plutonium. Commissioning 
cercmomes took place at three new sites: the Kiev Institute of Nuclear Research (Ukraine)- 
the Institute of Atomic Energy at Kurchatov (Kazakhstan); and at Ulba (Kazakhstan) Five 
additional Russian sites were completed in 1997. During FY 1 997. the U.S. Secretaiy of 
Ener©^ and Russian Minister Mikhailov signed a joint statement to add an additional facility 
m Lytkanno; the Kryloy Ship Building Research Institute in St. Petersburg. Russia, was added 
to the Cooperative Program; and major physical protection upgrades for a 'Tirst fresh fuels" 
storage site of the Russian Northern Fleet was completed. 

. Limiting Weapons-Usable Fissile Materials Worldwide. Significant progress was made in 
hmiting weapons-usable fissile materials, most notably by the near completion of an 
extraordinary effort to freeze the North Korean nuclear program through the canning of 8 000 
spent nuclear reactor fuel rods. DOE also concluded a contract for the second year of work on 
cooperative Reduced Enrichment Research Test Reactors with Russian labs. 

• Establishing Transparent and Irreversible Nuclear Reductions Worldwide The ground- 
breaking DOE technical report, entitled Transparency and Verification Options: An Initial 
Analysts of Approaches for Monitoring Warhead Dismantlement, was issued in May 1997 
Successful technology demonstrations were conducted at the Oak Ridge National Uboratory 
in October 1996 to familiarize Russian technical experts with the U.S. enrichment and flow 
mewurement technology being installed at Russian facilities associated with the U.S.-Russian 
Highly Ennched Uramum Purchase Agreement hi late 1996. a Russian familiarization visit 
took place at the Oak Ridge Y-12 Plant, together with a reciprocal U.S. familiarization visit to 
Seversk (Tomsk-7). During these visits, both U.S. and Russian technical experts successfully 
demonstrated ^ for the first time - unclassified radiation measurements on actual U.S. and 
Russian highly ennched uranium weapons components removed from dismantled nuclear 
weapons and contained in sealed storage containers. Another Russian visit took place at the 
Lawrence Livermore National Uboratoiy in November 1996, during which U.S. and Russian 
techmcal experts successfully performed joint radiation measurements on unclassified 
plutomum sources m sealed containers that aUowed the merits of various radiation 
measurement techniques for monitoring U.S. and Russian inventories of plutonium removed 
from dismantled nuclear weapons to be evaluated. 

* ?i'^"f/^"'"^J^i^"^^^^ In November 1997. the U.S. and the 

L^EA began the first joint verification experiment at the Portsmouth Gaseous Diffusion Plant 
1^ 1^9^ T^rfT ? of 13 metric tons of U.S. excess highly enriched uranium was begun 
in 1995. This effort represented the first time that international monitors witnessed a nuclear 
weapons state (the U.S.) take weapons-usable uranium from its military program ^d 

STit pT ^"^""^ "onitoring of this process by 

Ae^Afiilfilled the Secretaiy ofEnergy's commitment, made at the IAEA General 
Conference to demonstrate America's commitment to make our nuclear reductions open, 

LTI' ^oTrT"' 7"^?^ T^'^''" ^° ™*«^^«^" -°*er im'orS,^ step 

Team and UNSCOM, the Department provided 1 1 technical experts during 1997 to assist the 
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Action Team in conducting intrusive inspections in Iraq. During the course of these 
inspections, water sampling equipment, ground penetrating radar, and o^^"- ^^^''f 
sensors were deployed. DOE continued to provide a fiill-Ume nuclear expert to UNSCOM to 
serve as a nuclear advisor to the Executive Chairman of UNSCOM and as nuclear liaison 
between UNSCOM and the IAEA Action Team. 

• Controlling Nuclear Exports, The DOE^eveloped Nuclear Suppliers Group Information 
Sharing System, an encrypted international computer network, was officially adopted by the 
Nuclear Suppliers Group. The Departihent participated in cooperation with the U.S. Customs 
Service to train several hundred customs inspectors and export control officials on nuclear 
nonproliferation issues, including strategic material identification and illicit traffickmg 
prevention to improve tiie export control systems of the FSU states. Eastern Europe, and 
UNSCOM in Iraq. DOE increased the number of export control lab-to-lab programs from six 
to nine, while also conducting industry outreach seminars in Russia in conjunction witii the 
Russian Ministry of Atomic Energy (MINATOM). 

DOE also undertakes various activities, as a member of the intelligence community, related 
to nuclear proliferation intelligence data analysis and treaty monitoring. DOE nonproliferation and 
proliferation prevention activities are discussed in this section. Joint DOE/U.S. Intelligence 
activities are discussed in the Intelligence Annex to this report. 

f. 7 Sta sia and Accomplisbments of DOE Proliferation Prevention Programs 

6.2.1 Detecting and Characterizing Worldwide Production of Nuclear Materials and 
Weapons. DOE, in support of DOE ACE priority 1, continued development of both remote and 
on-site complementary tools to detect and characterize foreign nuclear materials production 
activities Acquisition of special nuclear materials is tiie most important step for a potential 
nuclear weapons proliferator to accomplish. The ability to detect production is, therefore, a cnticd 
proliferation prevention capability, and tiie ability to detect such production remotely is a powerful 
deterrent to proliferation. The CALIOPE (Chemical Analysis by Laser Interrogation Of 
Proliferation Effluents) program is a major remote sensmg effort focused on providing such a 
capability. The CALIOPE program is composed of a multi-laboratory team witii the goal of 
perfecting laser-based remote sensing techniques for trace chemical effluent detection. The 
CALIOPE system will eventually consist of an airborne sensor system for tiie detection of 
chemical species in environments indicative of nuclear materials production. A higjilight planned 
for FY 1999 is another DoD/DOE collaborative airborne experiment using the Air Force ARGUS 
aircraft. This experiment will demonstrate a solid state mid-wavelength IR lidar system. 

DOE is also developing a hyperspectral infrared imaging spectiwmeter for detecting 
effluents associated witii nuclear materials production processes. This sensor was successfully 
ground tested at the Nevada Test Site in FY 1997 and will undergo initial airborne checkout in FY 
1998 leading to a full-scale airborne demonstration in FY 1999. Other nuclear weapons 
clandestine production detection efforts are focused on the development of a small satellite 
demonstration system employing multispectral infrared imaging techniques. These imaging 
techniques are useful to detect and monitor such production indicators as reactor cooling pond 
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temperatures, which can be used to estimate plutonium production rates. The system is scheduled 
for launch m FY 1999 on board an Air Force Space Test Program launch vehicle. Multispectral 
change detection also can be useful in detecting undeclared production-related facilities and 
activities. Over the past year, satellite systems mtegration was started and substantial progress was 
made on an end-to-end modeling system that will aid in extracting feciUty power estimates from 
thermal signatures. These efforts exploit a unique combination of DOE National Uboratory 
expertise in the nuclear weapons production cycle, production signatures, laser systems, rapid 
^1^^^'.^^ engineering. Planned funding for production detection activities 

m FY 1 999 is $66.3 million compared to $66.8 million in FY 1 998. 

6.2.2 Monitoring Woridwide Nnclear Testing. DOE, in support of DOE ACE priority 5 
continued to develop and deploy elements of U.S. capabilities for monitoring the Limited Test Bm 
Treaty (LTBT) and the CTBT. DOE has a long standing partnership with DoD in this area, with 
DOE desigmng and producing nuclear detonation detection sensor systems for deployment on 
pop OPS and Defense Support Program (DSP) satelUtes (see subsection 5.2.4). These systems 
include optical, x-ray. gamma ray, neutron, and electromagnetic pulse (BMP) sensors. During the 
past year, DOE delivered four GPS payloads and provided the first operational instrument 
combimng Uie x-ray sensor and the environmental dosimeter for tiie GPS. This reduces 
configuration control issues and provides these sensors on all GPS satellites. A significant 
accomplishment last year was tiie launch of a prototype satellite in August 1997 to demonstrate an 
autonomously triggered, non-deniable, all-weather EMP sensor system, and to gain a better 
understanding of naturally occurring radio frequency events. 

Ground-based technical metiiods associated with the CTBT, and specifically intended for 
the International Momtoring System, involve hydroacoustics, seismology, radionuclide detection 
and characterization, and infrasound techniques. DOE is developing sensors tiiat meet IMS 
specifications. The primaiy focus of tiie seismic studies is to characterize regional areas of interest 
to improve the capability to detect smaller and potentially evasive nuclear weapon tests. Dunne 
tiie past y^, DOE continued to develop a database of germane signals from earthquakes, nuclear 
evente,.and hi^ explosive events in China and tiic Middle East/North Africa region to aid in tiie 
detection and identification of possible nuclear tests from otiier man-made or natural events Data 
analysis as well as algontiun and automated data processing development continue and draw on 
National Laboratory experience in nuclear testing, mining and seismic geology, field 
measurements, and data fusion. 

Last year, DOE completed a prototype infrasound station for eventual commercial 
production and possible inclusion in tiic IMS. DOE National Laboratoiy experience in 
atmospheric science is especially relevant to tiiis activity. Hydroacoustic monitoring provides yet 
anotfier complementaiy tool to detect low yield, potentially evasive testing. DOE also develowd 
the specifications for an ocean monitoring system. Radionuclide techniques offer anotiier 
important tool by providing critical forensic data to support CTBT verification. DOE developed 
and transitioned an automated radionuclide particulate detection system to tiie Air Foree, which is 
now acquiring tiie system from a commereial vendor. This year DOE will also provide i prototype 

noTwl tT;;'^'*^ forcommeroialization and use by t£lMB^ 

DOE wor^ closely witii DoD to support CTBT verification activities. Plamied fimding for 
nuclear test monitonng activities in FY 1999 is $81.2 mUlion, unchanged from FY 1998 
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6 2 3 PreventtBE and Detecting the Diversion and Smuggling of Nuclear Materiab. 

DOE'S ^ffortrrprev^nt JJd detect nuclear smuggling (DOE ACE priorities 1 and 7) - focused 
onsecuring nuclear material at its source, detecting stolen material m transit, responding to 
LatenS actual events, and determining the origin of intercepted matenal. Extensive DOE 
S a« foci^n protecting domestic nuclear materials and combating smugglmg by securing 
pSrsoLes of material in the U.S. Similar efforts in protecting nuclear materials wor^^^^^^ 
^Tscribed in the next several sections. To deal with materials 
with DoD. U.S. Intelligence, and others in the interagency «>fn™"«>*y P~?'»^";?i^^^ 
support for detection and interdiction of stolen nuclear materials. In addi ion. DOE and Nattonal 
Oratory personnel lead an intemational technical working group to help determine the sources 
of smuggled nuclear material by applying the full scope of laboratory forensic methods on 
iittercepted materials. This program exploits multiple DOE expertise m en>.romnental and ni^ck 
materiS production signatures, radiochemical analysis, and law enforcement support. In late 997. 
the "Second Line of Defense" program, aimed at improving Russian border detection capabilities 
and preventing nuclear materials, high explosives, and other dang^ous substances from exiting the 
country, was begun. This program is envisioned as a mechanism for traimng Russian Federation 
officials on sound customs practices and procedures, including training for utilizmg vanous 
detection equipment. Planned funding for these activities in FY 1999 ,s $43,5 million, unchanged 

from FY 1998. 

6.2.4 Detecting Chemical and Biological Agents. In FY 1997, directly in response to 
congressional direction and a CPRC recommendation to establish a joint DOE, DoD, arid US. 
Intelligence R&D initiative in chemical and biological defense, DOE began its chemica^ and 
biological agent detection R&D program. Funding to initiate the program was provided in the 
Nurni-LugaT-Domenici amendment to the FY 1997 NDAA. DOE was recogmzed for its long- 
standing and preeminent R&D programs in the basic chemical sciences, life sciences, and . 
bioteclmology in support of both traditional DOE missions (such as nuclear weapons production, 
production cleanup and environmental remediation, and occupational health and safety) and its 
Human Genome Project. As a result, the program is focused on leveraging these capabilities, the 
sensor technologies developed in the nuclear nonproliferation program and """lerous work for 
others" projects to support CW/BW defense and counterproliferation efforts. Both DoD aid U.S. 
Intelligence have long drawn on DOE National Uboratory capabilities in a broad range of areas 
through tiie "work for otiiers" process (through which other organizations can tap DOE National 
Laborator>r capabilities). Such activities arc focused on critical near-term defense requirements. 

The CW/BW R&D program is coordinating the application of technology developments 
arising from tfiese efforts to meet various CW/BW defense and countetproUferation needs 
identified by users from across the interagency community. The program is fociwmg its activities 
in four tiinist areas: fundamental biology, prediction, detection, and mitigation. The fundamental 
biology area includes tiie genomic sequencing of priority pathogens, understanding 
structiire/function relationships for biotoxins. and the development of tools for epidemiological 
monitoring. In tiie area of prediction, the program is focusing on tiie development of atinosphenc 
transport models for use in complex urban terrain (including, for example, tiie interior of stmctiires 
and subways). CW/BW detection activities center on tiie development of DNA-based 
technologies for bacterial agent detection and microseparation technologies for biotoxins and CW 
agents The mitigation effort is concentrating on developing rapidly deployable. envuronmentally 
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benign CW/BW decontamination technologies. DOE has budgeted $19.0 million in FY 1998 and 
is requesting $19.0 mUlion in FY 1999. 

DoD and, to a lesser extent, other government agencies are sponsoring approximately $30 
million in CW/BW detection technology development at the National Laboratories. TTiis work is 
primarily focused on expanding sensor capabilities, finding near-term solutions to the 
demilitarization of CW munitions stockpiles, and enhancing strategic and tactical intelUgence 
collection and battlefield surveillance. Nonproliferation technology development undertaken by 
DOE for its nuclear mission, but which at the scientific level is also directly applicable to CW/BW 
counterproliferation, amounts to approximately $70 mUlion out of the $210 million DOE 
verification and control technology R&D program. The National Laboratories annually conduct 
approxunatcly $1 billion in biotechnology and chemical sciences research involving such activities 
as studies of toxicological effects, development of new and miniaturized chemical and biological 
sensors, remote measurement and sensing of chemical and biological species, development of 
chemical and biological remediation techniques, and development of advanced chemical and 
biological laboratoiy analytical methods. This program is. therefore, well positioned to leverage 
this extensive technology base. 

r.cTT :! ^»*«"»»*» Technology, and Expertise in Russia, States of the 

FS»U, and the Baltics. Two DOE programs comprise the majority of this activity: the Material 
Protection, Control, and Accounting program and the Initiative for Proliferation Prevention (IPP) 
Tlie MPC&A program is primarily related to nuclear materials security and nonproliferation, and' 
the goal of the IPP is to engage scientists and engineers from the weapons institutes of the FSU in 
peacefiil technology applications in order to help stabilize persomiel and resources that represent a 
potenttal nsk of "expertise proliferation." Funding requested for FY 1999 is $152.3 million for the 
MPC&A program and $ 1 5 million for the IPP program, unchanged from FY 1 998. 

The MPC&A Program. Material protection, control, and accounting cooperative uperade 
programs are now under way at over 50 locations in Russia and seven other FSU states 
representing all of the known locations possessing weapons-useable nuclear materials 'The 
hundreds of tons of plutonium, uranium, and other weapons-useable nuclear materials produced 
dunng the Cold War are enough to make tens of thousands of nuclear weapons. Employing the 
latest commercially available technology in new door and vehicle monitors, physical barrios 
alarms, and bar code systems to track and inventory nuclear materials, DOE's MPC&A Pro-am is 
ZT^^^r^T ^mnmMng and terrorism through systematic and 

rapid MPC&A upgrades that compare favorably with U.S. and international safeguards DOE will 
contmue to negotiate formal MPC&A agreements for each FSU site identified as containing at-risk 

IIS^TmSlng ^"^ ' ■ ^^"""^ ^ ^'^'"^'^^ 

ti,.- "^^'^"^ governments and institutions of the FSU countries to strengthen 

their export cpntrol systems and. tficreby. stem tiie illicit fiow of nuclear materials, equipment and 
echnology. Much of this effort is accomplished at the grass-roots level through kboS!to: 

io^SLtT ''^r^, "''P^'' '^'^ ^ W their scientific 

E^SnTnlT «^POrt control systems, in the same way as the expertise of the 

DOE National Uboratones serves the U.S. government. DOE is also identifying and training 
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,„i.»i™l «,««ts in tht FSU ill how government agencies cm »tainister export controls. DOE 

provide eV -ivic. to «..age.Ki«^ 

n, IMMiv. f« fT0tlf«<^n Vw^^ As previously noted, ft. prim«y objective of 
^ IPP U to MsbiUa personnel associated with NBC weapon programs withm the FSU to 

Se^oTthe proliferation of>mC weapons expertise. The n-Pp^^ 
StiS engineers, and technicians ftom FSU NBC weapons programs mto conm.«e»l 

^ZZ with a true commercial strategy - a strategy that has engaged many msututes and 
hSsTp^or^el in real commercial enterprises. Under new leadership, the prog«m ha^^ 
S^e^oL a Lisition with a renewed vision to provide meaningful nor^-weapons^ated work for 
FSU weapons scientists with an additional focus on encouragmg commeraa^ enterprise 
deveSm v^iin FSU states and enhancing the position of U.S. industry m, the emergmg FSU 
mSetZe While engaging weapons scientists, engineers, and technicians at FSU mstitutes m 
not^S^prq^ctsJPPprclectsL^^^^^ 

secTr invesLnt to help accomplish the nonproliferation goals of the U.S. government. 

6.2.6 Reducing Inventories of Surplus Weapons-Usable Fissile Materials Woridwide 
in . Safe Sefure. TrJnsparent. and Irreversible Maimer. Efforts in 1998 will focus on 
mjleme^^^^^^ of surplus highly enriched uranium and plutonium and providing 
«S sup^^^^^ aVtain reciprocal actions for the disposition of surplus Russian plutomum. 
mSS cooperation is already under way to minimize the future demand for highly eimd^ 
^umt civiliak programs through the development of alternative low «l"«hed xmuuum fuels 
r^^a^h reactors' pLing requested for these activities in FY 1999 is $21.7 million, compared 
to $19.9 million in FY 1998. 

6.2.7 Strengthening the Nuclear Nonproliferation Regime. The Department >viU Iwd 
via joint chairmanship, an interagency task force on warhead and fissile m^^^^ 

ra options for warheTd elimination and fissile material disposition. DOE will conUnueite support 
to the IAEA and UNSCOM by providing equipment, technologies, and expertise to perform 
molSo^g and intrusive inspections in North Korea and I^^^^^-ii^^-^^^^^^^ 
their obligations under the Nonproliferation Treaty. In support of the CTBT, DOE wiU work 
toward finalizing a plan for joint coopeiation with the Russians m conducting joint confidenw- 
SngLivitiL In anticiUon of completing the canning of 8.000^^^^^ 
rods, DOE will focus its efforts in North Korea on long-term spent fuel i««^ntenance Fading 
requested for this activity in FY 1999 is $38.2 million, up from $34.4 million m FY 1998. 

6 2.8 Minimizing the Risks of Proliferation. As previously mentioned, DOE will 
continue its aggressive cooperative materials protection, conuol. and accounting upgrades at each 
of the 53+ facilities in Russia, the FSU states, and the Baltics that use or store weapons-usable 
nuclear material. The IP? program will continue 12 commercial development projects at 6 
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primary CW/BW research and production fecilities in Russia and Kazakhstan engaging an 
estimated 80 weapons experts. The IPP will also develop and implement 30 commercial 
development projects at nuclear weapons research and production facilities in Russia, Ukraine and 
Kazakhstan engaging approximately 1,000 weapons experts. The Department will complete 
techmcal assistance initiatives in Russia, Ukraine, and Kazakhstan in 1998 and develop a cadre of 
export control and technical advisers on supplier policy and nuclear transfer activities. 

6.2.9 Nuclear Emergency and Terrorisni Response. DOE maintains several emergency 
r^nse assets postured to respond to events that may occur should proliferation prevention 
efforts fail. DOE conducts analyses and provides operational and technical support in response to 
nuclear emergency and terrorism events worldwide. This includes the Nuclear Emergency Search 
Team which has pnmary responsibiUty for responding to acts of nuclear terrorism or otiier 
incidents involving nuclear weapons or devices. It can be deployed under the autiiority of tiie FBI 
for domestic incidents and tiie Departinent of State for foreign incidents. Requested fonding for 

S?r ^"""w '^^'^ P"'^^ ^ '999 is $48.3 million, up from $41.1 

million m FY 1998. Additional details are provided in Section 8.4. 

63 DOE Technolftgi«j« Develoned tn ICiC 

Except for tiie specific portions of the satellite nuclear detonation detection activities for 
nuclear test momtonng (discussed in Section 6.2.2). DOE-developed technologies are not 
normally taken to mitial operating capability (IOC). Under DOE technology development 
TfZ^Trfj" S * "^^"^^^ dernonstration of a system or method, most commonly in 
the fomi of a field-capable prototype, developed In direct response to requirements identified by a 
u^r agency (e.g.. DoD or U.S. Intelligence). It is at this stage in the hardware developmenrcyde 
tK^ program nwnagerj encourage and participate in die transfer of the technology product to 
the user community for field hardening, engineering refinements, and production. 

DOE currently produces satellite-based sensors for the national capability to monitor and 

GPS and DSP satellites (as described in subsection 6.2.2). DOE is develooine L next ffener«t,o„ 

of improved optical and electromagnetic pulse sensors to^ide a b^rerlp^bm;^^^^^^ 

co^nuationofti^eLTBTandtoenabIetheU.S.tomonitorandverifytheC^^ 

to^H?, developmem are planned to go from development, throuri^ Sc 

to production to meet required delivery dates for the next generation of GPS Lellit^rSdWon 

radionuclide sampling systems and is heavily involved in supporting DoD and other agencies of 
the U.S. government in identifying reliable commercial suppliers. 
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7. U.S. Intelligence Programs to Counter Proliferation 

In this section, U.S. IntelUgence activities and programs to counter f jP^J^^^^S 
strategic aS opStiokal planning processes, are briefly described, alongjiti. some m^elhgence 
sSes achieved to date. Additional, more detailed information may be found m the 

IntelUgence Annex to this report. 

1 1 T^trndurtion: P>i>v«nt ACEii a" ^ TT S f ntelligenf e Stritegy Objec^ves 

U S Intelligence has received clear and concise policy guidance for conducting its 
IntelUgence Sties. This guidancebeginswiti^P 

weamiw and related technology proliferation, induding. for example, nuclear smugghng. 
SonTXcc comes frfm'annual congressional Defense and Intelligence Authon„d 

forces and emergency assets to respond to NBC/M tiireats. 

A focused set of enduring intelligence needs has been developed in response to tiie policy 
ouidance reflected in ti»e four aspects ofU.S.nonproliferation strategy cited above. T^^^ 
!n£g Sgence needs are Ld to chart the progress of U.S. Intelligence m making use of 
existing capabilities and in defining and developing areas for new mvestments. 

U S Intelligence is working to provide accurate, comprehensive, timely and actionable 
foreign intelligence on a broad policy and enforcement front. This has included: 

. Supporting policymakers responsible for extending and implementing nonproliferation 
regimes', 

. Supporting efforts to counter tiie tiireat posed by biological and chemical weapons; and 

. Maintaining a surge capability to quickly deploy specialists outside the U^S^to the scene 
ofatenoristnuclearorradiologicaltiireattoprovidetiieU.S.Missionandhost 
govermnent advice and guidance on dealing witii tiie tiu«at. (During such an incident, 
tiie specialists would coonlinate fiiUy witti tiie appropriate U.S. govermnem agencies, 
keeping tiiem informed and drawing upon tfieir expertise should follow-up action be 
required.) 

Strategic Planning Process. U.S. Intelligence has instituted a corporate strategic planiung 
and evaluation process to support efforts to counter proliferation. This process contributes to tiie 
MeUigence Community's National Needs Process and tiie National Foreign ntelligence Program 
(NFIP). the Joint Military Intelligence Program (JMIP). and tiie Tactical l"i^»»g«««« ^^^^^^'^^^^ 
Activities (TIARA) Program and Planning Guidance. A major benefit of tius effort has been tiie 
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placement of a significant number of DoD personnel within the DCI's Nonproliferation Center. 
This has helped integrate intelligence support to DoD counteiproliferation needs and actions. U.S. 
Intelligence also has expanded its relations with the law enforcement community. Both the FBI 
and the U.S. Customs Service have assigned senior agents to the NPC to assist in developing 
initiatives to counter proliferation activities. The NPC is also working to enhance information 
shanng technologies and resources in support of the law enforcement community's 
nonproliferation efforts. 

As the threat of proliferation has increased, U.S. Intelligence capabilities to support 
nonproliferation efforts have been redirected or expanded and now include: 

• Ongoing efforts to increase the ability to provide intelligence on the biological and 
chemical weapons threat; 

• Assessing the intentions and plans of proliferating nations; 

• Identifying NBC/M programs and clandestine transfer networks set up to obtain 
controlled materials or launder money; 

• Supporting diplomatic, law enforcement, and military efforts to counter proUferation; 

• Providing direct support for multilateral initiatives and security regimes; and 

• Overcoming denial arid deception practices established by proliferators to conceal their 
programs. 

U.S. Intelligence has taken or participated in actions to address the overall challenges 
facing U.S. nonproliferation efforts, including: 

• Identifying funds to maintain technical intelligence collection piograms related to 

NBC/M tests; 

• Fostering the development of new technologies with the potential to improve the ability 
to detect NBC/M activities at significantly longer ranges than possible today; 

• Establishing relationships to enhance cooperation between U.S. Intelligence and R&D 
components; 

• Redirecting and reorganizing intelligence activities to increase and sharpen the focus of 
nonproliferation-related efforts, both analytically and operationally; and 

• Redirecting programs to assist the FBI and U.S. Customs Service efforts to identify 
target, and apprehend individuals engaged in the trafficking and smuggling of nuclei 
materials worldwide. ^ ©e e uw«s« 
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Operational Planning Process. DIA is linking counteiproUferation intelligence 
production more directly to the CMC's CONPLAN 0400 planning process. DIA is taking 
guidance from the Joint Strategic Capabilities Plan and direction from the CINCs' J-2s, J-3s 
(Operations), and J-Ss, enabling U.S. Intelligence to more clearly define and satisfy the 
intelligence requirements necessary to support CINC counterproliferation contingency planning 
and operations. 

Intelligence Successes to Date. Many of U.S. Intelligence's successes cannot be described 
in this unclassified setting. The Intelligence Annex to this report contains a more thorough 
discussion of the activities and successes of U.S. Intelligence. However, some that can be 
described here include: 

• Support to DOS efforts providing actionable intelligence to UNSCOM inspection and 
monitoring activities in Iraq: 

• Continued efforts to provide law enforcement officials with indicators that CW and BW 
are about to be used; 

• Support to congressional committees, including a report that reviewed and evaluated 
nonproliferation programs in the National Foreign Intelligence Program FY 1998 budget 
submission; and 

• Refining a detailed set of information needs, known as the Nonproliferation: 
Compendium of Country-Specific Priority Intelligence Needs and Actions, \o^\At ^ 

intelligence collection and analysis. 

But even if all of the intelligence accomplishments could be listed, the intelligence 
community recognizes that there is more to do. Over the next year, U.S. Intelligence will continue 
to: 

• Strengthen and focus its integrated collection strategy; 

• Work to enhance the intelligence community's information processing capabilities; 

• Implement unified and standardized infonnation systems, to include shared access by 
intelligence and consumer organizations; 

• Strengthen and broaden foreign language trsuning and support tools; 

• Review and evaluate new methodologies and technologies; and 

• Evaluate intelligence resources and capabilities for optimal support for actions to counter 
proliferation as part of the DCl and Secretary of Defense joint program and budget 
reviews. 



7-3 



1998 CPnC Report to Congress 



The danger of NBC use is taken seriously throughout the U.S. government. It has not been 
long since the poison gas attack in the Tokyo subway. Intelligence is the key. U.S. Intelligence 
has added resources to its efforts over the last few years as the threat has increased, and it will 
contuiue to do all it can to meet the needs of its poUcy. defense, and enforeement customer and to 
protect the American public at home and abroad. 

7J Status z^d Accomnlishments of U.S. Intelligence Program* ^ Counter Prnlife».rinn 

Descriptions of the status and accomplishments of U.S. Intelligence programs to counter 
proliferation, including details of new initiatives and an overview of capability shortfalls and areas 

niArn^'iJiTv/A u"""^'^ One new initiative, the 

DRAGON FURY/Athena project, is described below. 

tK • ; DIA, in collaboration with no fewer than 13 organizations in 

tiie mtelhgence community. DoD, DOE. and several national laboratories, is addressing the need 
for a comprehensive integrated counterprolifcration "information space" to support defense 
policymakers, force plamiers. and combatant commanders in their countciprolifcration plamiing 
and mission execution activities. This shared information space. cai\^ Athena (after the Greek 
goddess of wisdom), is managed by the DRAGON FURY joint program office. Not only will 
AAena contain substantive intelligence information, but it will also provide NBC warfare 

S^SiN FHRv'-r" '^T'^^' f*>^ by operators. The 

DRAGON FURY jomt program office is now in the process of reviewing intelligence consumer 
requirements, developing core products, revalidating the tool set required to optimf^th^ 
^aljtical processes inherent in Athena, and addressing key interoperability and connectivity 
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8. DoD, DOE, and U.S. Intelligence Programs for Countering Paramilitary 

and Terrorist NBC Threats 

This section provides descriptions of the R&D and acquisition programs and related 
activities of DoD, DOE, and U.S. Intelligence to counter paramilitary and terrorist NBC threats, 
including new interagency initiatives to deal with these threats. 

8.1 Introduction: Relevant ACEs and Poli cy Oblcctives ^ 

The activities and programs described in this section respond to the ACE priorities 
associated with supporting special operations forces (SOF) activities and defending against 
paramilitary, covert delivery, and terrorist NBC threats (DoDAJ.S; Intelligence ACE priority 5 and 
DOE ACE priority 2) and with pro>ading consequence management for terrorist incidents 
involving NBC weapons effects and the release or dispersal of NBC agents (DoDAJ.S. 
InteUigence ACE priority 6 and DOE ACE priority 4), including providing assistance and support 
to "First Responders." First Responders arc those local, state, and federal authorities that have 
crisis and consequence management responsibilities in the event of a domestic NBC terrorism 
incident and who are typically the first to arrive on the scene. 

The U.S. policy with regard to combating terrorism is set forth in a Presidential Decision 
Directive signed in June 1995. The document, titied "U.S. Policy on Counterterrorism," states that 
the United States regards all terrorist attacks against its citizens or facilities, whetiier they occur 
within U.S. borders or overseas, as a "potential threat to national security as well as a criminal act 
and will apply all appropriate means to combat it." In it, tfie President directs department and 
agency heads to take appropriate steps to reduce our vulnerability to terrorists, to deter and 
respond to terrorist acts, and gives the "highest priority to developing effective capabilities to 
detect, prevent, defeat and manage the consequences of NBC materials or weapons use by 
terrorists." In the area of response to terrorist acts, the PDD reaffirms existing lead agency 
responsibilities in countering terrorism. The Department of State is the lead agency for 
international tenorist incidents taking place outside of U.S. territory, and the FBI is the lead 
agency within U.S. territory (unless otherwise directed by the Attorney General) while FEMA is 
responsible for ensuring that the Federal Response Plan is adequate to provide consequence 
management in the event of a domestic, NBC-related terrorist incident. DoD is responsible for 
providing support as required to die FBI and its Domestic Emergency Support Teani in the case of 
crisis management and to FEMA for consequence management. More specific detmls on 
interagency efforts to combat NBC-related terrorist incidents are provided in Ihe rest of this 
section. 



H I ynteragftncy Initiativei to Counter Paramilitary and Terrorist NBC Threats 

8.2.1 Interagency Domestic Preparedness Initiatives. Subtitie A, "Domestic 
Preparedness." of the Defense Against Weapons of Mass Destruction Act of 1996 (Public Uw 
No. 104-201, Sees. 141 1-1417, 1 10 Stat. 2717-2725, 1996) directs tiie President to: i) enhance the 
capability of the federal government to jwevcnt and respond to terrorist incidents involving NBC 
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Z^Z'lJ ^""^f ''"^f* '"PP*''* *° capabUities of state and local cmcfgency 

re^me agencies to respond to such incidents; and iii) develop and maintain a DoD dSSc 
toton^ rapid response team capable of aiding federal, state, knd local officials in deS 

^ and dismantling CW/BW. The Senior Interagency CoordinJti^,S,uD 

facilitates mteragency coordmation of policy issues and program activks for 
managen^entmihatives. This group includes representativesTm the Dep^?m^^^^^ 
Energy. Justice. Health and Human Services, Transportation and AimciJm«^h^ PnIJl« I , 

FY 1999 to enhance emergency domestc preparedness and response to teirorist NBC attacks 
Under the leadership of ASD(SO/LIC). DoD is implementing Ae followSiS^ties: 

• Domestic Emergency Response Preparedness. The Secretary of the Army has been 
designated by DoD as the Executive Agent responsible foXlopIng^d ^pfrentin^ 
the Domestic Preparedness program with the Director of Military Lpport s^n.i 

(CBDCOM) serving as the program director. Activities completed in FY 1997 include- 
bamed over 3.000 local officials and first responders from several major me^o^^^^^ 

Swa^d "tTf Chicago. Phitadelphia. B^stot^ SLif 

activated a Helplme furnishing non-emergency expert advice to state and locdfirst 

responders; activated an emergency Hotline supported by FBI FEMA CBDrnM 
National Response Center; and initiated the shi^S^ent of ^ ig e^^f^^eS^^^ 

^f^J'TQ^.r? °^^-iVr ^'""S °f officii' S^g SriSr 
of FY 1998, the Haimng and delivery of training equipment to cities, as well as teS^ 
personal protection equipment, will continue. as weu as testing of 

. Joint ChemicamologicaURapid Response Team (OB-RRT). In support of the Domestic 
Preparedness program. DoD has delegated the i^ponsibility of devdoping a «p^^^^ 
response team to CBDCOM In 1 997 CBnrnM e,.K«,:« a '^'"h"ib a rapio 
the r/R RRT t« ti,. tYc A ' ' ^^^^^^ Submitted a concept of operations for 
Uie C/B-RRT to the U.S. Army Director of Military Support. The concept is currentlv 
being reviewed within OSD. the Department of the ArmV and th*. ir? a 1 
conununications. logistics, andpeiel packlg^istL'^ detetp^S fo^^^^^^ 
headquarters element The Domestic Preparedness prognun is devXL d« ZiL„M 

RRT.dunng CW/BW mcidents. Elements of the C/B-RRT participated in the final 
demonstration of the Consequence Management «9l LBio" ^Tl^'^e S^tiL g i2)^ 

for.u«n!"o^^il^^^' ^° '^^"'^^^ preparedness and response initiatives 

focusing on: i) providmg emergency response preparedness throueh First R«nnnA.r • ^ 
assi^ce to metropolitan area authoriti^; ii) i^pL^DoD^ ,^^d C W^^^ 

bS'agendeT' '"^ ""'"""^ '"^^ '^^^^^ wiA fedK. and 

Thr..#f ?r*';r '?**r"8«»«y Initiatives to Counter ParamUitaiy and TerrorUt NBC 
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The CPRCs Role in Countering Paramilitary and Terrorist NBC Threats. The CPRC is 
coordinating DoD, DOE, and U.S. Intelligence activities and programs developing technologies 
and systems that can be used by federal, state, and local emergency response teams to counter 
terrorist activities involving NBC weapons. It also coordinates these activities with other 
interagency organizations, including the TSWG. The CPRC brings senior level attention to the 
activities and programs of DoD, DOE, and U.S. Intelligence to help ensure the effective 
application of resources and expertise in countering these threats. In recognition of the CPRC's 
responsibilities for countering NBC paramilitary and terrorist threats, ASD(SO/LIC) is a charter 
member of the CPRC Standing Committee. 

The Technical Support Working Group. The TSWG develops and integrates R&D 
requirements for combating terrorism across the interagency spectrum. The TSWG is primarily 
concerned with rapid prototype development of equipment to address critical multi-agency and 
future threat counter- and anti-terrorism requirements. The TSWG has eigjit functionally aligned 
subgroups, which are chaired by representatives from several agencies. The subgroups are: 
Tactical Operations; Explosive Detection and Disposal; WMD Countermeasures; Personnel 
Protection; Surveillance, Collection, and Operations Support; Physical Security; Infrastructure 
Protection; and Investigative Support and Forensics. WMD countermeasures - developing 
techniques to detect, neutralize, and mitigate CW/BW agents - remains a high priority. A 
significant portion of the TSWG's technology development efforts are directly related to 
countering NBC weapons. The TSWG identifies requirements and develops technologies for a 
variety of users including: DoD, DOE, U.S. Intelligence, FEMA, Public Health Service, Secret 
Service, U.S. Marshals Service, Federal Aviation Administration, U.S. Customs Service, and the 
Centers for Disease Control and Prevention. The TSWG also provides prototype equipment to 
C/B-RRT units for domestic and overseas response to CW/BW incidents. DoD, under the 
direction of ASD(SO/LIC), develops technology to meet these interagency requirements through 
the Counterterror Technical Support program. (See also Section 4.6.) 

DoD Activities and Programs to Counter Paramilitary and Terrorist NBC Threats 

In coordination with the FBI and other U.S. government counterterrorism components, 
DoD is continuing to pursue several activities to counter paramilitary and terrorist NBC threats. 
These efforts include supporting, training, and equipping DoD teams to detect, neutralize, and 
render safe NBC weapons and devices in permissive and nonpermissive environments both in the 
U.S. and overseas. These DoD teams include select units from the Army, Navy, and SOF units. 
DoD is also actively supporting the development of robust consequence management capabilities, 
like those embodied in the Marines' CBIRF, to respond to incidents involving NBC weapons, 
including the release of NBC agents. These activities and programs are discussed in the remainder 
of this section. 

The Defense Against Weapons of Mass Destruction Act of 1996 (Sec. 1414 of the FY 
1997 NDAA) also directed the Secretary of Defense to **develop and maintain at least one 
domestic terrorism rapid response team composed of members of the Armed Forces and 
employees of the DoD who are capable of aiding Federal, State, and local officials in the 
detection, neutralization, contamment, dismantlement, and disposal of weapons of mass 
destruction containing chemical, biological, or related materials." In addition, PDD-39, dated 
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June 1995, is the principal interagency guidance for counterterrorism activities. The two DoD 
mission documents continmng to guide the Department's countcrtenorism response efforts are the 
CJCS s Counterprohferation CONPLAN 0400 and the Counterterrorism CONPLAN 0300 These 
documents developed by each CINC for their Area of ResponsibiUty, delineate user requirements 
and ensure requirements/demand pull" of technology developmem activities. The CINCs are 
developmg, m the current fiscal year, individual consequence management plans as part their area- 
specific concept plans as required by the Counterproliferation CONPLAN 0400. 

DoD is budgeting approximately $200 million for FY 1 999 in technology R&D and 
acquisition activities in response to ACE priorities directiy involving countering NBC paramilitary 
tTFYT99f ftSSbg ACEpriorities 5 and 6)..niis is an increase of o^er 15% compare? 

National D^ense Panel Study, A follow-on study to the QDR, Transforming Defense. 
National Security in the 21 Century, was conducted by the National Defense Panel and released 
m December 1997. This panel was charged with analyzing potential tiireat scenarios out to tiie 
year 2020 and providing recommendations. Responding to tiie need of domestic preparedness the 
'^^^^^oP'nS integrated active and passive defense measures against the iise 
of NBC/M; 11) developing and retaining tfie option to deploy a missile defense system capable of 
defeating limited attacks; ui) incorporating all levels of government mto managing the 
consequences of an NBC/M-type attack; iv) preparing reserve components to support consequence 
management activities; and v) using DoD assets to advise and assist law enforcement in 
combating terrorist activities. 

^ J^'^^'^""^*'*^"'^''^^'*''^^"*'*^ Study on Transnational Threats. In December 1997 
tiie Defense Science Board (DSB) Summer Stiidy Task Force submitted to tiie Secretary of ' 
Defense its final report on DoD Responses to Transnational Threats. The Task Force observed 
that with post-Cold War geopolitical changes, tiie U.S. increasingly faces transnational tiireats 
fi-om international terrorists, narcotics trafBckers, NBC weapons proliferation, and organized 
cmne. The Task Force recognized tiiat transnational adversaries represent a different and difficult 
challenge to tiie DoD because of a willmgness to employ NBC weapons; because of tiie difficulty 
detemng tiie threats/threat groups; and because transnational adversaries respect no boundaries 
whetiier political, organizational, legal, or moral. Neverttieless. tiie Task Force noted tiiat DoD 
possesses considerable assets to contiibute to, and leverage against, tiie overall U.S effort to 
combat these Areats. Notably, tiie DSB recognized tiiat, given tiie commonalities existing 
benveen DoD force protection requirements and civilian protection/domestic preparedness tfie 
U.S. shodd leverage DoD capabilities and expertise in tiiese areas. The Task Force also a^rted 
tiiat estabhshmg a global information infrastructure and facing head-on tiie "Too Hard" problems 
£,Pr*''^*"*^°°' ^ *° addressing transnational tiireats. In response ' 
ASp(SO/LIC) led an OSD/Joint Staff team to assess tiie recommendations from tiie Task Force 
In tiieir review, tiiey documented tiie numerous actions under way from OATSDrNCBI 
OASD(SO/LIC), 0ASD(C3I). tiie Services, and otiier agencies to improve V.S. capabilities to 
counter tiiese tiu-eats. TTie Secrctiiry of Defense approved tills course of action on March 12, 1998. 

83.1 New DoD Initiatives. In addition to interagency initiatives, several new DoD 
initiatives m tiie area of countering paramilitary and terrorist NBC tiireats are described below. 
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Air Force Antiterrorism Specialty Team and Force Protection Battleiab. In the Spring of 
1997, the Air Force Office of Special Investigations (OSI) activated its Antiterrorism Specialty 
Team, whose mission is to meet the force protection needs of Air Force commanders worldwide. 
Team members are highly trained in surveillance, counterintelligence, and personnel and fecility 
vulnerability assessments, and will work closely with local, national, and host country security 
agencies to gather and disseminate threat information. In conjunction with this unit, the Air Force 
established a Force Protection Battleiab, to explore and integrate technology, tactics, and training 
to increase all aspects of force protection readiness, from blast protection to detection of CW/BW 
agents. Additional project details are provided in Table 8. 1 and in Appendix C (Table C.5). 

National Guard/Reserve Component Rapid Assessment and Initial Detection (RAID) 
Teams. In early 1998, DoD allocated $49.2 million to activate ten Army National Guard RAID 
Teams in selected U.S. cities to respond to NBC incidents. Under tiiis initiative DoD will also 
establish National Guard and Reserve NBC surveillance and patient decontamination elements and 
a Reserve Component program office to oversee NBC consequence management response 
activities. Additional project details are provided in Table 8.1 and in Appendix C (Table C.9). 

DoD Combating Terrorism Program Standards and Vulnerability Assessments, In July 
1997, ASD(SO/LIC) signed a new DoD mstruction establishing program standards for combating 
terrorism. Key provisions include tiie development of CINC, Service, and Agency standards, 
requirements for antiterrorism awareness training, and ihc development of specific plans for 
collecting and analyang threat information and assessing vulnerabilities. In support of these 
initiatives, tiie Joint Staff, in cooperation with DSWA, formed five Joint Staff Integrated 
Vulnerability Assessment (JSIVA) teams. The teams arc conti-acted to conduct assessments at 
approximately 1 00 installations each calendar year and will evaluate preparedness against, 
vulnerabilities to, and ability to respond to terrorist attacks. Each geographic CINC and Service is 
given an appropriate share of the 100 assessments. The CINCs and Services tiien nominate 
installations for JSIVA teams to assess. The current potential pool of installations from which tiie 
CINCs and Services can draw is in excess of 600. (For more details on tiiis project, see Section 
8.3.3, DoD's Force Protection Initiative.) 

CJCS Combating Terrorism Readiness InUiatives Fund. In FY 1997, tiiis fiind was made 
available for emergency or otiier unforeseen, high priority requirements associated witii combating 
terrorists. The fund provides a means for tiie CINCs to react to unanticipated needs resulting from 
changes in die terrorist threat level, tiie political situation, or force protection doctrine/standards. 
The CJCS disbursed $24 million to tiie Combatant Commands in FY 1997 to help purchase 
antiterrorism equipment, and, cuirentiy, $15 million is available for FY 1998 requests. Additional 
project details are provided in Table 8.1 and in Appendix C (Table C.12). 

8J.2 Counterproliferation Support Program Projects to Counter Paramilitary and 
Terrorist NBC Threats. The Counterproliferation Support Program is coordinating its 
technology prototype development activities in this functional area witii tiie TSWG, tiirough 
ASD(SO/LIC) and its CTTS program, and tiie U.S. Special Operations Coinmand (USSOCOM) to 
ensure relevance and reqionsiveness in meeting user needs. The DOE National Laboratories are 
also contiibuting to these projects. Project details are discussed below, in Table 8.1, and in 
Appendix C (Tabled). 
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In support of the Counterterrorism CONPLAN 0300 and the Comteroroiiferation 

ASD(SO/UC) These agreements are facUitating closer cooperation among the organizations and 

streamlmmg the process of responding to the requirements of CINCSOCOMDoD and 
mteragency organizations for countering NBC paramilitary and terrorist threats Th'ese 

XTl,?™ tlT °" "'^f CW/BW defense technologies to accelerate their fielding and 
adapt them to the special operations environment. Accelerating technology development helos 
address the critical technology shortfaUs of Service and SOF uSits tasked^S ^S]? 
missions. ITiis imtiative will also facilitate the transfer of DoD^eveloped technologies to other 

ffldrD^aS^-^ol^^"^"-^-^^^^^^^^^ 

^™ ^® Counterprolifcration Support Program continues to work closely with the TS WG and 
CTTS pro^ to miprove capabilities unique to the interagency emergency response needs of 
first responders. Projects plamied for FY 1999 include: i) evaluation ^dfieldi^ a 
Chemical/Biological Sentry System (CBSS) for detection and warning of CW/BW aeents- ii^ 
dehvery of the SOF Chemical Agent Detector to users and increasinglhe numCf S can ' 
detect; and m) fielding a chemical simulant detection kit for training Firat RespoXs Key 
a(Xompl,shmentsfortheFirstResponderprojectssincelastye^ i)completed 
fabncation of four prototj^jc CBSS; ii) completed testing and evaluation of the Escaj^ffi L 
u.) field tested the Biological Detection Kit during the Consequence Management^U Mo" 

T^«Cojmteiproliferation Support Program also is fimding a wide range of ^^^^ 
technologies adapted to the special operations cnviromnent to detect, disable, rendersafe and. if 
necessary, recover critical components from NBC devices in nonpeimissive and time sensitive 
cnviromnents Specific details regarding technology developments in tiiis area cannot be 
discussed in tins unclassified setting. 

o- ^ Jii^'''"''9ue'*^eManagenutnt''9U.Bio*'ACTD, The Consequence Manaeement f9 11- 
Bio) ACTO was sponsored by tiie Office of the DATSD(NCB)(CP/CBD) and the^Sf Snd Jr 
?o«s^BmF f A^r^-f T«=hnology (DUSD(AT)). TTie ACTO involved^ MaSn7 

Coips CBIRF and the Amiy's Techmcal Escort Unit (TEU) and was intended to exercise key 
. r TlT°f '^'^^^''^ management technologies in a field environment. The ACTD a4s 
evaluated by teams from Dugway Proving Ground. Argomie National Laboratory, and A^^^e 
Oper^onal Test and Evaluation Center. TTie 91 1-Bio ACTO considered BW i^idSite a 

9?7'Rt'Ar^*'^*"'°"T ""^ "^"^ '^"'^"^^^ ^8^y P">^»g Ground, Utah. TTie 

^W^f^^f ""T ^ Demonstration (competed in June 

1 997) and a Final Demorurtration (completed in December 1997). TTie main objective of tiie 
Prelimmajy Demonstotion was to pcrfonn a "dry run" of tiie ACTO. so that critical problems or 
i^es could be Identified. Once key problems and issues were identified, tfie FinaTDlor^L 
was then smichired to elmiinate them. Results from tiie Final Demonstration are only 3 

" '''*^'"u*v!' ^ "^'^ After tiie demonsSon rldts 

are assessed, decisions will be made to field technologies, fiind additional development foSre 

^°-°^^-™oftiieACTOs;j& 
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ACTD Purpose and Achievements. The purpose of the 91 1 -Bio ACTD was to enhance 
worldwide military capabilities to respond effectively to the use of BW by demonstrating and ^ 
validating: i) key NBC consequence management technologies in a field environmajt and R&D 
and acquisition priorities; ii) operational concepts of the CBIRF and the U.S. Army TEU; and m) 
the ability of DoD units to integrate with federal, state, and local agencies m a scenano mvolvmg 
domestic counterterrorism. There were many notable achievements in each of these three areas. 
To begin with, the ACTD was successful in demonstrating 15 BW agent collection, concentration, 
detection, and identification technologies in a field environment Altiiough final evaluation of 
these technologies has not been completed, initial results revealed that some of tiie technologies 
have met or exceeded expectations. The ACTD also developed and/or improved facilities at 
Dugway Proving Ground that were necessary for instrumented consequence management training 
and testing These facilities will be available for fiiture exercises and demonstrations. Finally, 
several existing numerical models were adapted and evaluated for use as indoor hazard prediction 
tools Prior to tills ACTD, the identification and assessment of models for tiiis purpose had not 
been conducted, and, altiiough tiiis study was far ftom comprehensive, it is now possible to make 
judgements as to tiie spplicability of each model. 

In tiie area of operational concepts, tiie ACTD marked the first time tiiat tiie TE" and 
CBIRF units trained togetiier for BW scenarios. As a result of tiiis ACTO, the JEU and CBIRF 
Dublished a jointly approved concept of operations, a significant "leave-behind for tiie ACTD. 
Additionally, tiic ACTD represented tiie first opportunity for tiie DoD OB-RRT to exereise m a 
BW scenario. Finally, tiie ACTD demonstrations were successful in facilitating a refinement of 
biological sampling and sample handling techniques (chain of custody) for botii tiie TEU and 
CBIRF. ' 

In tiie tiiird area of DoD unit integration witii federal, state, and local agencies, tiie ACTD 
successfiilly brought togetiier for tiie first time non-DoD federal agencies, state emer^ncy 
management persomiel. and local first responders in a DoD ACTD. Representatives fix)m tiie FBI, 
FEMA tiie State of Utah, Salt Lake City, Salt Lake County, and Tooele County parttcipated in the 
two day demonstration in December, These players also benefited firom a one day biological 
consequence management training session prior to tiie final demonstraUon from a mulU- 
disciplinary team from OSD, DOE, Navy, Army. TEU, CBIRF, and Dugway Proving Ground. 

Two otiier major achievements ttiat should be highlighted include: i) tiiis ACTD was 
managed tiirough an innovative structure, relying on IPTs, video teleconferencing, and extensive 
support-contractor assistance, which resulted in tiie successfiil planning and completion of two 
dernonstrations in less tiian one year; and ii) integrated, dedicated chamber tests and a "vignette 
day" were used to establish definitive baseline technical performance levels for ttie sampling, 
detection, and identification technologies, while also providing realistic operator training 
opportunities for TEU and CBIRF. During tiie chamber tests, unit representatives received 
training and familiarization on tiie technologies, as well as tiie opportunity to develop working 
relationships witti tiie materiel developers who were present during tiie trials. Witii tiiese 
successes in mind, it is evident tiiat tiie 91 1 -Bio ACTD has facilitated ttie beginning of a more 
robust response capability for DoD support to otiier U.S. government agencies m a domestic bio- 
tcrrorism scenario, as well as provided a viable management model for future, similar ACTDs. 
Additional project details are provided in Table 8. 1 and in Appendix C (T able C. 1). 
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833 Other DoD Programs to Counter Paramilitaiy and Terrorist NBC Threats. 

DoD Agency and Joint Service prognuns are also addressing counterproliferation ACEs in 
oountenng paramilitaiy, covert delivery, and terrorist NBC threats. These are described below. 

* u,- l^f^''V"^^f^^''^^i^'*l^'*cideHt Response Force (CBIRF). The CBIRF was officiaUv 
established by the Marine Corps in February 1997 to deal with the consequences of inddente 
mvolving Ae release of CW/BW agents. Tie CBIRF consists of appro Wely 375 mS and 
Sailors and has recently established a 120 man Rapid Response Foi^ on 4 how alert i^^ZZ 
remforced withm 24 hours. The Rapid Reaction Force has placed heavy cmphas^on 
decontamination, casualty clearing, and service support, but also includes headquarters 
reconnaissance, and medical stabilization elements. 

DoD's Force Protection InUiative. DSWA, acting as the technical agent for the 
Combating Terrorism Directorate (1-34) of the JCS Operations Directorate (J-3). has staffed and 
toine4 an orgam^tion to conduct comprehensive integrated vutaerability assessments at DoD 
mstallations worldwide. Five teams, nominally comprising seven individuals, conduct on-site 
assessments and make recommendations to installation commanders on ways to enhance the 
installation s force protection posture. A review of results after the first year of operation 
indicates that most recommendations made by the teams are procedural, requiring an adjustment in 
operatmg practices of installation persomiel. A small number of recommorJdations reqdre folding 
ttie implementation of recommendations into long-term modification and construction plans 
because the cost of mitigation exceeds the ability of the installation to address the problem usin« 
avadablefu^^^ The products delivered by the 

^^l^tTJ^; Z '"f^^^^?." "^1"^ ^ °"tbrief at the end of the week-long assessment and a 
report that details the observations and recommendations of the Joint StaflF Integrated 

^^^rpin^'""""^? ?T- '^^.'*^P°^ ^ ^l^' analyzed for trends, which serve as one input 
into the R&D community for leveraging their investments to address the most pressing and 
common force protection problems. Additional project details arc provided in Table 8 1 and in 
Appendix C (Table Co). 

Chemical and Biological Defense Program Anti'Terrorism Support The CBD Program 
IS supporting anh-ten-onsm activities by assisting in the vulnerability assessments of DoD 
instdlations to CW/BW terronsm threats. The knowledge gained from these assessments is used 

i«Sr^ V '''^t'^ ^^^^ U S- overseas. In additi^ to 

developing traming programs, efforts are focusing on developing a suitable process and 
establishing an assessinent team to conduct vulnerability assessments. Plans for FY 1999 include 
updating standards and reviewing instaUaUon NBC weapon vulnerability implementation pTw 
and conductmg ii«tructional vj^rability exercises. Additional project det^Is are provid^l^ 
Table 8.1 and m Appendix C (Table C.2). 

ASnfSnn^r^Z'tAr'''' ^f^^''^''^!^"PP'>rt Program, The CTTS Program is managed by 

^'L'C) addresses the joint mteragency requirements developed by the TSWG The 
?JI!!^rT 4''^ ?^ t«<=hnoIogy and prototype equipment with direct operational application ^ 
to the national effort to combat terrorism. Projects include technology development to supSrt 
operations inyolvmg: hostage rescue; personnel protection; unconventional and NBC w^^and 

Sir ThTc"S^ o!^^^^ -^^ ^^"^'^ exS Sbn 

and disposal. The CTTS program responds to multi-agency requirements and priorities, and many 
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of its constituent projects are co-funded in cooperation with non-DoD emergency response 
organizations. Current priorities are the detection and neutralization of teirorist built explosive 
devices and developing countermeasures against CW/BW terrorism. Development of diverse 
products is continmng under the Explosives Detection and Disposal and Weapons of Mass 
Destruction Countermeasures segments of the CITS program, includmg: i) detectors employing 
advanced technology Raman light spectroscopy to detect, characterize, and identify residues of 
improvised explosive devices; ii) a jointly developed chemical detection system for SOF; and ui) 
an inspection system for non-intrusive package inspection. Key accomplishments smce last year s 
report include: i) deployed several Large Vehicle Bomb Countermeasures devices to CENTCOM; 
ii) completed fabrication of four prototype CESS; iii) delivered SOF Chemical Agent Detector 
(CAD) prototypes; iv) completed testing and evaluation of an escape hood; and v) field tested the 
Biological Detection Kit during tiie 91 1-Bio ACTD. Additional project details are provided m 
Table 8.1 and in Appendix C (Table C.9). 

SO/LIC Analytical Support. This project provides specialized research and analytical 
support for ASD(SO/LIC). Projects address a broad spectrum of technical, acquisition, and policy 
issues relating to special operations, counter- and anti-terrorism, peacekeeping, psychological 
operations, counterinsurgency, unconventional warfare, and contingency operations. Dunng FY 
1997 this project completed activities such as tiie counterproliferation capabilities table top 
exercise and otiier studies on psychological operations, future operations, and special operations 
force structure requirements. Additional project details are provided in Table 8.1 and m Appendix 
C (Table C.9). 

OSD Explosive Ordnance Disposal/Low-IntensUy Conflict Program, This program is a 
rapid prototyping effort providing advanced technology and equipment to Explosive Ordnance 
Disposal (EOD) and SOF operators who are confronted witii explosive tiireats. The technology is 
focZtd. on the detection, clearance, and safe disposal of all types of explosive threats mcluding 
NBC munitions and improvised terrorist weapons. Requirements submitted by tiie Joint Service 
EOD and SOF communities are prioritized by OSD's EOD/LIC Coordination Group. In FY 1999, 
an enhanced real-time radiography system will be fielded. Focus will continue on developing 
advanced access, diagnostics, and disablement prototypes equipment and techniques to counter 
NBC devices. Additional project details are provided in Table 8.1 and Appendix C (Table C.9). 

Navy Joint Service EOD Systems and Procedures Programs. These EOD R&D programs 
are sponsored by die Navy as the single manager for EOD technology and training. These 
programs field safe and effective EOD systems and procedures to counter unexploded ordnance 
(UXO) of all types. Improvised explosive devices, historicaUy used in terrorist activities, and 
special improvised explosive devices (SIEDs), incorporating explosives and/or NBC agents, are 
both subsets of tiie full spectrum of threat ordnance tiiat EOD foroes must be prepared to counter. 
The Joint Service EOD Systems Program develops operational EOD systems to detect, identify, 
render safe, and dispose of all types of UXO, including NBC munitions. Key accomplishments 
since last year's report include: i) continued development of UXO neutralization tools; including 
EMD approval for tiie Main Charge Disrupter and developmental testing of a Lightweight 
Disposable Disrupter in preparation for EMD in FY 1998; ii) EMD approval of tiie Remote 
Ordnance Neutralization System and EMD contract award; and iii) continued development of 
Advanced Radiographic System m preparation for production or fielding/deployment approval in 
FY 1998. 
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Sv^tems^^r^ k!^ f ? Procedures Program complements the Navy's Joint Service EOD 
Systems Program by devclopmg and fieldmg validated procedures and techniques for EOD 
pereoraiel against threat ordnance. Included in this effort are techniques for application of EOD 
^sterns agamst threat ordnance and evaluation of prototype equipnint for u^ by the Defense 
Technical Response Group (DTRO) in countering SIED incidents. This program develops 
specdized procedures required for detecting, localizing, and rendering safe unexploded ordnance 

?*5nn ^^nTr"^^^ ^ fielded EOD proc^ureV^e oT? 

2,800 EOD bulletins covering the full spectrum of threat ordnance. Key accLplidimenrs?n(L 

2 L'^nnTJv"' -'"^"^ ''f^S^'^^ ^'^'^"8 ^^'250 procedures; iid ii) ing DTRG Ses 

nnT^ . ^if^''^f«'''*ff'^'y'"f^g^ lliis program consolidates related 

DoD Jomt Semoe and Agency RDT&E programs developing advanced technologies for 
K cntical high value military assets from paramilitary, tenorist, intelligence, and other 
hosule threats Efforts focus on protecting persomiel, facilities, and high value weapons systems, 
including nuc ear and chemical weapons systems and storage facilities. This program is serving Ls 
Ae focal point for near-term upgrades to U.S. faciUtie^ under the Force Protection Initiative 
discussed above. Key accomplishments since last year's report include: i) demonstrating 
commercial-off-the shelf Force Protection equipment to government users; ii) completing a 
contractor test and evaluauon for the Saber 203 (Delay/Denial) system; iii) successfiilly 
completing the second technical feasibility test of the Mobile Detection Assessment Rwponse 
System-Intcnor; iv) completing Phases I and II of a Waterside Security System Advanced 
Technology Demonstration at Submarine Base Kings Bay, Georgia; and v) completing "Smart 
Ship equipmem testing and modification for installation of Shipboard Physical Security 
packages. Additional project details are provided in Table 8.1 and in Appendix C (Table C.9). 

OSD Joinf Robotics Program. This program was established in response to congressional 
guidance to consolidate Service and DoD Agency robotics programs on umLned grouS viS 
systems and IS executed under the oversight of the Director for Strategic and Tacticd Systems 
(under the PDUSD{A&D(S&TS)). TTie objective of the program is tfdemons^teld 
mature robotics technologies that are adaptable to multi-Service applications, provide an 

"P^'^^^'^^^^^^P^bility in hazardous and contaminated enviromnents. provide improved 
batUefield efficiency by permitting supervised autonomous operations, and serve to reduce force 
manpower and support requirements. Telerobotic technologies are under development that enable 
the peifonnance of missions in hazardous chemical and radiation environments and in situations 
vrtiere there is an explosive hazard or when NBC weapons might be present. ThZ pr^ 

Str? n"? "PP^'f !? NBC paramilitary and terrorist threats include: i the 

Remote C^ce Neutrdi^tton Syste^^ 

11) the Tactical Unmanned Vehicle (TUV), an organic, umnamied vehicle designed to pm^K S 
forces with general reconnaissance, surveillance, and target acquisition supportTincluding 
Z^^r IZ' T^ other hazards detection; and iii) the Robotic Excavation Vehicle System and 
ordn.^i H^f P»<xi«^ ^^^^ Gathering System to detect, recover, and dispose ofmc^l^ 
ordnance. Key accomplishments in these areas include: i) completing four TUV field trai^ nc 
exercises at Army/Manne Corps bases; and ii) delivering four SurveUlance and ReoTnS^ce 
Groimd Eqmpment systems to Army/Marine Corps units for user appraisal. Additi3 proST 
details are provided in Table 8.1 and m Appendix C (Table C 9) "^^^'^omi project 
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Table 8.1: Key DoD Programs to Counter ParamiUtaiy and Terrorist NBC Threats 



Progmm/Project Title 


Project Description 


DoD 

ACE ' 


igency 1 


FY 99 
ftudget 
[$M1 


PENo. 1 


N?wlniti|i.tiv^ 

• Air Force Antiterrorism Specialty ^ 
Team 


» Specialized team to support force protection needs 
nf A ir PatcB commandcrs worldwide 1 


5 


USAF 
OSI 


.312 


208047F 1 


• Air Force Force Protection « 
1 Battlclab 


» Explore and Integrate technology, tactics, and 1 
frointno ff% increase fbrce orotection readmess 1_ 


5 


USAF 


4.702 


208047F 1 


It National Guard/Reserve * 
1 Component RAID Teams 


» Provide augmentation forces to civil authorities 1 
through expanded National Guard and Reserve 
PAmnAnent assets to respond to NBC events 1 


6 


Army 


49.2 


Procurement 1 
P&M 1 


[♦ DoD*s Force Protection Initiative < 


• Conduct force protection assessments, field 1 
assessment teams to identify and evaluate shortfalls^ 
and develop an R&D support plan 


5 


DSWA 


4.400 


O&M 
208047J 1 


\m CJCS Combating Terrorism 
1 Readiness Initiatives Fund 


. i?.,«t#ie •vBiiflKl^ tA PrNCs for emercencv or other | 
9 r linos avaiiflviv w ^n^\^9 ■ 

unforeseen^ high-priority combating terrorism needs 


5 


JCS 
J-34 


15.000 




IcP SuDDort Program 
U First Rcsponder Support 


• Development of capabilities and technologies to 
enhance interagency response to CW/B W threats 


6,5 


SOCOM 


1.381 


603160BR 1 


• Specialized SOF Technologies 
1 and Prototype Devices 


• Spectaiized bUr lecnnoiogies lo q9icl>i» uiaawiv, 
render safe, and, if necessary, recover critical 
components from NBC devices in nonpermissive 


5 


SOCOM 


14.282 


603160BR 


|stron?lv Rflftt^d TP Programs 
|« Domestic Preparedness Initiative 


- r-MM-rkva xiRP ^m^rD^ncv resDonse oreoaredness 
• improve indv/ cnicigviiwjr a^siivimv 

and coordination with state and local agencies 

through First Responder training, interagency 

exercises, and tedmical assistance 


6 


ASD 

(SO/LIC) 
Army 


49.900 


O&M 1 


U Marine Corps CBIRF 


• Unit dedicated to managing the consequences of 
incidents involving CW/BW release 


1 6 


USMC 


9.000 
10.000 
L277 


O&M 1 
Procurement 1 
605873M 1 

605384BP 1 


• CBD Program Anti-Terrorism 
1 Support 


• Vulnerability assessments of DoD mstallations to 
CW/BW threats and training for threat response 


5 


Joint 
Service 


2.952 


603122D 1 


U Countcrterror Technical Support 
j Program 


systems to detect, render safe, and defend against 
paramilitary and terrorist NBC threats 


5 


ASD 
(SO/LIC) 


30.495 




U SO/LIC Analytical Support 


A ii»c^ftrrh/ftnsilv«i« of technical, acouisition, and 
policy issues relating to special operations, 
countefterrorism, and unconventional warfare 


S 


ASD 
(SO/LIC) 


1.335 


603122D 


U Explosive Ordnance Disposal/ 
1 Low Intensity Conflict Program 


m Daniri nr^inHmino ^fYvirt to nrovide technoloKV and 
equipment for (he detection and neutralization of 


5 


ASD 
(SO/LIC) 


3.983 


603122D 
603654N 1 


]• Navy Joint Service EOD Systems 
1 Program 


• Specialized equipment to locate, access, and render 
safe unexploded ordnance to include improvised 
explosive devices containing NBC materials 


5 


Navy 


5.505 




{• Navy Joint Service EOD 
1 Procedures Program 


• Develops tests and validates EOD procedures using 
specialized EOD techniques and systems to counter 
unexploded ordnance 


5 


Navy 


5.251 


604654N 


U Joint Physical Security 
1 Equipment 


• Consolidates DoD activities for facility and nuclear 
and other hijdi value weapons protection equipment 


S 


PDUSD 
(SATS) 


31.792 


603228D 


U Joint Robotics Program 


• Consolidates Service/DoD efforts to demonstrate 
mature robotics technologies for EOD 


5 


PDUSD 
(Si^TS) 


5.385 


6O3709D 
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8.4 DOEAcfiviriesaiiii ' 



ama for Nuclear Emcr 



' and Tet 



DOE maintains several emergency response assets postured to respond to terrorist or other 
mcidems involving nuclear weapons or devices. DOE conducts analyses md piovidw o^raS 
^d techmcal support m response to nuclear emergency and terrorism events woridwSe '^OE " 

^iZf^i'lT^'.'^^l?*'' ^^'^ f«>™ ^««hnical. operation J. 

and behavioral standpoints. The assessment is integrated into the decision process for deploymeit 
of operational assets TTie emergency response asset with primary responsibility for to 

^sol'^riTT?"^*^?.^?'- NESTprovidesoperatioSlandtechnicS^suppT^^^ 
resolution of incidents or accidents involving nuclear materials and can be deployed anywhere in 
AeworW under the authority of the le«i federal agency (i.e.. the FBI for opeS^SnAe 
U.S. and the Department of State for overseas operations). TOs national resource ofSed 
personnel tmd specialized equipment is buUt on DOE-s nuclear weapons design and production 
expertise. These resources are the most effective national assets to k^ate, identify ^ess ^d 
disable nuclear weapons and devices. Such devices include, for example. impro^seTn^i^ 

K P"^"^ * ""'^'^ y''^^ ^ ^"^f « radioloiickl dispersal de^S^at 

could be used to spread radioactive contamination. «uucvigesmai 

DOE'S integrated program to prevent or detect nuclear smuggling also plays a significant 

closely with others in the interagency counterterrorism community, providing technology sZo^ 
for the detection and interdiction of illicit nuclear material. Effom to secure nSZeS^ts 

DOE'S CW/BW agent detection R&D program (described in Section 6.2.4) will provide 
direct support to future capabilities for countering and responding to CW/BW terr^ri^ ncEs 
Tlie four thrust areas of fundamental biology, prediction, detection, and mftigaST^ Sct^^^^^^^^ 
improvmg capabilities to detect and identify CW/BW agents; understanding and prS^ctinTthe 
flow, dispeisaJ. and concentration of CW/BW agents; and providing cost-effective 
enviromnentally bemgn decontamination technologies suitable for use in urban environments 




Interagency Intelligence Committee on Terrorism QICT). The current mission and 
fimcuons of the IICT were established by a 1 990 DCI directive and reaffJI^ by l l 9?5 TOD 
The IICT has the mission of advising and assisting the DCI in the discharge of his duties and " 
mSi:; r ^ the coordination of national intelligence on terrori m "^^1 

promotog the effective use of intelligence community resources for this purpose. CuirenSXre 
n^flfrL f^^T*"* organizations from the intelligence. Enforcement. 

^T^Cf i ^n^nr ^es that have representation on the IICT and its subcomiiittees 
The IICT has seven subcommittees, including the Chemical. Biological, and RadiologiwT 
Subcommittee. TTie IICT carries out the following primary functions: pK,moSe Sge of 
intelligence; manage the Community Terrorist Threat Warning Systemfhold molAW WW 
and Forecast meetmgs; cooidinate the preparation of Community Threat AssessS - feSi 
the exchange of technical and forensic information; coordinate «d SlM^e%Sc^ "'^^^ 
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requirements; promote and coordinate R&D efforts; hold exchanges with other governments; 
promote training and instruction. 

The reader is referred to the Intelligence Annex for additional information on U.S. 
Intelligence activities and programs related to countering NBC terrorism. 
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9, CPRC Findings and Recommendations 

9.1 The Integrated Reanonae to Conntering PmliferatioP »nd NBC Terrorism 

Table 9.1 summarizes the integrated response of DoD and DOE in addressing the 
counterproiiferation ACEs. Key organizations are matched to the ACE priorities they address. 
For simplicity, the ACEs are listed by DoD priority. The response of U.S. InteUigcnce is discussed 
in the Intelligence Annex. Considerable R&D, acquisition, and operational activities are under 
way in each ACE priority area by multiple DoD Agencies (including through the Chemical and 
Biological Defense Program (CBDP) and the Counterproiiferation Support Program (CPSP)). 
OSD, the Services, Joint Staff, and DOE. 



Table 9.1: Integrated Response to Addressing the Counterproiiferation ACEs 



Counterproiiferation 
ACE 


Key DoD and DOE Programs 
To Counter Proliferation* 


• Detection, Identification, and Characterization of 
BW Agents 


• DoD: CBDP, CPSP, DARPA. and Jomt Service Programs 

• DOE: Chemical Biological Nonproliferation Program (CBNP) 


• Detection, Characterization, and Defeat of NBC/M 
Facilities with Minimal Coilateral Effects 


• DoD: DSWA. CPSP, and Air Force Programs 

• DOE: Production Detection R&D Program 


• Detection, Characterization, and Defeat of Under- 
ground Facilities with Minimal Collateral Effects 


• DoD: DSWA. CPSP, and Joint Service Programs 

• DOE: Production Detection R&D Program 

• DoD: BMDO, Service, and Joint Staff Programs 


# Ballistic Missile Active Defense . 

• Support for Special Operations Forces and Defense 
Against Paramilitary, Covert Deliveiy, and Tcnorist 
NBC Threats 


• DoD: OSD, Jomt Service, DbWA, ana urar urograms 

• DOE: Nuclear Emergency/Terrorism Response and CBNP 


• Provide Consequence Management 


• DoD: OSD, Joint Service, National Guard/Reserve 

Components, DARPA. and CPSP Programs 

• DOE: Nuclear Emergency/Tenorism Response and CBNP 

Programs 

• DoD: Service. BMDO, and Joint S|aff Programs 


• Cruise Missile Defense 

• Collection, Analysis, and Dissemination of 
Actionable Intelligence to Counter Proliferation 


• DoD: DARPA, Joint Service, DSWA, and CPSP Programs 

• DOE: Intelligence Programs 


• Robust Passive Defense to Enable Sustained 
Operations on the NBC Battlefield 


• DoD: CBD, Joint Service, DSWA, DARPA, and CPSP Progs. 

• DOE: CBNP Program 


• BW Vaccine RDT&E and Production to Ensure 
Stockpile Availabilitv 


• DoD: CBD and Joint Vaccine Acquisition Programs 


• Target Planning for NBC/M Targets 


• DoD: DSWA, DARPA. Joint Service, and CPSP Programs 


• Prompt Mobile Target Detection and Defeat 


• DoD: DARPA. Air Force, and CPSP Programs 


• Detection, Tracking, and Protection of NBC/M and 
NBC/M-Related Materials and Components 


• DoD: Navy, OSD, CTR, OSIA, DSWA, and CPSP Programs 

• DOE: Divezsion/Smuggling Detection R&D and MPC&A 


• Support Export Control Activities of the U»S. 
Government 


• DoD: OSD, DTSA, OSIA, and CPSP Programs 

• DOE: Nuclear Export Controls Program 


• Support Inspection and Monitoring Activities of 
Arms Control Agreements and Regimes 


• DoD: OSIA, CTR, DSWA, OSD, and Air Force Programs 

• DOE: Nuclear Test Monitoring and NPT Regime Programs 



• U.S. Intelligence prognms are discussed in the Intelligence Annex 
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9.2 Integrated Capability Shny tfaih and Arta« for Proirt«!i« 

Table^9.2 summarizes key CPRC-identified capability shortfalls and candidate areas for 
progress to address these shortfalls for each of the counterprolifeiation ACEs. While no claim of 
completeness should be inferred from these lists, they are indicative of the CPRC's conce^ in 
meetmg its responsibility to ensure the development and deploymem of highly effective 
technologies and capabilities in support of U.S. counteiproliferation and counterteirorism policy. 

9.3 Findings and Regn mmendatio| fs 

.jt-^ • ^^^^ .u"'''^'^ evidenced by the numerous program and activity accomplishments 
cited m the report, that the senousness of NBC/M proliferation and NBC terrorist threats and the 
%^^!^^^^^^o coxmttt them, are recognized throughout DoD (including OSD, the 
• Stoff ?nd CINCs). DOE, and U.S. Intelligence. Indeed, "countering proliferation^' 

^a„ established and mstiUitionalized priority within each of the CPRCrepresented Jrganiz^tio^ 
The development of capabilities to counter NBC terrorist threats is begimiing to receive added 
attention throughout DoD. DOE. and U.S. Intelligence. These efforts feflect'tht pSn^sfiim 
commitment to stem NBC/M proliferation and negate terrorist NBC threats. Much has been Ze 
but much remains to do. Moreover, as decision makers, policy makers, and warfighters contin^' 
to repnontize their nonprolifemtion. counterprolifeiation. and NBC counterterrorian Slicv wd^ 
strateer objectives, the CPRC will continue to review related DoD. DOE. and U S IniellieenT 

SrC wfrS "'^^ requirements, llie 

CPRC s recommendations for 1998 are summarized in Figure 9.1 and discussed below. 

imc/J!lU ^^^^ ^^Mon ' P"°"^ P^gf^s for countering 

NBC^prohf^tion and NBC terrorism. Therefore, the CPRC recommend that the FY 1999 
President's Budget for each of the CPRC-represerited organizations be authorized and 
appropriated by the Congress. 

fo'^^enjjgProHferation and NBC terrorism are chalte^^^^ 
for the foreseeable future. Although the activities and programs proposed in the 1^19^ 

St^l^H w ?KTnr *° P'^^""" '"^'^^'^ ^ omhilitics to counter 

n^rlT^lrP^rT^ ^r""* °f <=^^bility shortfall Jl remain. 

Therefore the CPRC directs each represented organization to continue to address 
nonproliferation. counterproliferation. and NBC counterterrorism needs and requirements as hO^h 
rJZlTvti^J' Wo«/.,e.r budgets. In light of the CPRC's frndl^Sirn^' 

for FY 2^2 '^"^^^^^^^^^ ^^.^^ ''^^'^"^ 'P^^- programmatic 

options for FY 2000. The CPRC expects the nonnal budget development processes of each 

CPRC-represented orgamzation to be adequate to ensure a robust, integrated program for 

ACEZSeX!"^ "T'?' P'^^^^^ addressing certain specific aspects of ST 

t^T^9 2) consideration during budget developmem activSes 
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Table 9,2: CPRC-Identified Capability Shortfalls and Areas for Progress 



ACE Priorities 


Capability Shortfalb 


Areas for Progress | 


1 . Detection, Identihcation, and • 

r'liflrarterizAfion of BW A&CntS 


Rapid early warning and identification of muUtple ■ 
agents, including standoff detection capability 
* identification of "designer** agents * 


Remote/early warning identification and 1 
improved detector sensitivity/selectivity 1 
Agenc nonspcciiic oBicciora ■ 


2. Detection, Characterization, and * 
Defeat of NBC/M Facilities with * 
Minimal Collateral Effects 


* Adverse weather precision slandon attack • 
» Counterforce effectiveness and muliipic attack options 

(straciural and functional defeat) with minimal collateral i 

effects 


All-weather precision standoff weapons 1 
and enhanced lethality payloads 1 
» Improved detection/characterization, 1 
functional kill, agent defeat, BDA, and 1 

l|j_t.i-ral ^^f^^c HptM*Hnn 1 

COIIBiwIcU Clici^is uctcviiuii 1 


3, Detection, Characterization, and « 
Defeat of Underground 
Facilities ivith Minimal 


■ Counterforce effectiveness against deeply buried and * 
tunneled targets * 
9 Location and characterization of underground targets 
• Identification of functional and organizational 
vulnerabilities — 


» Improved penetrating munitions 1 
* Remote sensors for target and geology | 
characterization and BDA | 
i Improved target functional analysis | 


4. Ballistic Missile Active Defense 


• Theater saturation 

» Probability of threat missile intercept and leakage 

• NBC warhead sure kill and collateral effects mitigation 

• Midcourse tracking of warheads by passive/IR sensors 
below the radar horizon 


• Reduction of saturation and leakage, 1 
including via attack operations 1 

• Enhanced interceptor warhead lethality 1 

• Agent defeat warheads and mechanisms 1 

• Long wave IR sensors and cryocoolers 1 


5. Support for Special Operations 
Forces and Defense Against 
Paramilitary. Covert Delivery, 
and Terrorist NBC Threats 


• Detection and safeing of NBC weapons and devices 

• Neutralization of NBC/M infrastructure elements with 
minimal collateral effects 

• Risk ro SOF personnel 

• Extended ranf^e operations 


• CW^W agent defeat devices 1 

• Specialized assault/breach equipment 1 

• crandoff/remote canabilitv 1 

• Improved NBC detection and transport 1 
model inR in urban environment | 


6. Provide Consequence 
Management 


• NBC weapon effects prediction in urban environments 

• NBC decontamination in urt)an environments 

• Integrated federal, state, and local agency operations 

• Medical response and long-term health risk assessment 


• Integrated/comprehensive civil defense 1 
ctrnteffies onerations. and trainins 1 

• Non-corrosive decon. techniques 1 

• Rapid nuiss casualty triage and care 1 
■ Improved modelins | 


7. Cruise Missile Defense 


• Attack early warning, leakage, and defense saturation 

• Integrated BMC4I and multi-service intcroperabilily 

• Mobile force protection 


• Extended range surveiUance | 

• Integrated BMC4I interoperability 1 

• Increased lethality vs. NBC warheads 


8. Collection, Analysis, and Dis- 
semination of Actionable Intel- 
ligence to Counter Proliferation 


• Prediction and identification of proliferation activities 
t Prediction and assessment of NBC weaponization, 

delivery force order of battle, and operations 

• Location and characterization of underf»round facilities 


• High fidelity proliferation pathway | 
analysis anu pivuiviiuii vuv/i^ ■ 

• Wide area underground facility detection 

• Country "Red Team'' assessments 


9. Robust Passive Defense to 
Enable Sustained Operations on 
the NBC Battlefield 


• NBC protection for host nation support 

• NBC decontamination for fixed sites, ports, and airfields 
and for sensitive equipment 

_ r\0*»/^:rkn and wflminar nf CW/BW contamination of 
food and water and prepositioned equipment 

• NBC defense logisucs requirements 

• Availability of collective protection shelters 

• No anti-nausea medication for nuclear casualties 


• UnaUended NBC protection, detection, | 
ana warning cunccpu i 

• Low cost civilian protection gear 

• Improved efficiency protective gear 

• Nonaqueous and wide area decon. 

• Improved, low cost collective protection 1 

• Improved nerve agent antidotes, 
anticonvulsants, and skin protectants 


10. BW Vaccine RDT&E and 

Pv/ti4iiMSnn In PrKlire StOcltDile 

Availability 


• Limited number of FDA-approved BW defense vaccines 

• Time required for FDA licensure 

• Stockpile availability for noncombatants 

• Protection against multiple B W agents and strains 


• Rapid vaccine development and approval 
strategies 

• Broad spectrum vaccines 


1 1 . Target Planning for NBC/M 
Targets 


• Centralized planning to support multiple counterforce 
options, including collateral effects mitigation 


• Improved collateral effects modeling 


12. Prompt Mobile Target Detection 
and Defeat 


• Identification and tracking of NBC/M forces 

• Rapid response targeting, standoff detection, and strike 

• Collateral effects release potential 


" • Target "fineer printing'* and data fusion 

• Tags and high sensitivity NBC sensors 

• Unmanned strike ootions 


13. Detection, Tracking, and Protec- 
tion of NBC/M and NBC/M-Re- 
lated Materials and Components 


• Security costs 

• Reliability/motivation of foreign security personnel 

• Strategic intell. and wide area, continuous surveillance 


" • Reliable automation and telepresence 
• Improved foreign MPC&A, unattended 
sensors, and sUategic intelligence 


14- Support Export Control Activi- 
ties of the U.S. Government 


• Detection of NBC/M and related components 

• Proliferation prediction and trends analysis 


• Rapid and reliable detection concepts 

• Improved analysis tools 


15. Support Inspection and 

Monitoring Activities of Arms 
Control Agreements and 
Regimes 


• Treaty imptementation costs 

• Remote/standoff monitoring capabilities 

• Support for nonprolifcration. IAEA sample analysis, ani 
accountability of alternate nuclear materials 

• Implemeiitation procedures for enhanced IAEA 
saKguard measures 


" • Improved autonuUion of monitoring and 

inspection routines 
1 • Enhanced sensor systems and monitoring 

instrument integration 

• Additional sample analysis laboratories 

• Resolution of alternate nuclear materials 
technical issues 

• Risk assessment of imnact on DoD ops, 
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• Approve the President's FY l^ift Budget for the CPRC-Repreeented 
Organizations Addressing Key Prlorittes in Countering Proliferation 
. ,aiid NeCTerrorism . ... 



Prollferi^bn end NBC Temil^i^ 
Budget Development ProcessH 

• Continue Close Coordination of R&D and Acquisition AcfivitlM atid 
Programs among DoD, DOE, and U.S. inteliigence, including the 
Continuation of Woridng Groii|^ in th0 Following Araas: 

• Establishing validation •tandildt fQr NQC hazaM pitdletion mocl«to 

• SS2'J2J2 P'"""'"8 Joriayan^hii!P«rVcilW^ 

• mtsgratod R&D and acqulsltidn 0Jannlii{| fs»r unattrtidad ground sanMra 

Expand International Cooperative Activities and Engage International 
Partnera In Countering Global NBC/M Proliferation and NBC Terrorist 
ThfBdts 

• Review and Repriorltize the Cpunteniir^ojlferatib^^ 
progress and Newly Emerging Priorities 

Figure 9.1 CPRC Recommendations for 1998 



To contmuc the record of interdepartmental achievement through an integrated response to 
meetmg the counterprohferation ACE priorities, the CPRC recommends a continuation of the 
close coordination of counterproliferation-related R&D and acquisition activities and programs 
among DoD. DOE. and US. Intelligence. To this end. the CPRC directs the CPRC SttmdiL 
Committee to continue to maintain its interorganizational coordination and oveisight of R&D and 
acquisition activities and programs to ensure that the integrated response of DoD. DOE and U S 

Intelligence m meeting the ACE priorities, which has characterized their cooperation to'date ' 
continues. 

Last year, the CPRC established Working Groups in three specific areas where improved 
S RTC^rr"^ coordmauon can improve the efficiency, cost^ffectiveness. and responsiveness 
of R&D and acquisition activities. These Working Groups are actively working toward: 

• Estaj)lishing and implementing validation standards for NBC dispersion and hazard 
prediction models; 

• Developing a usei^developer integrated cooperative R&D plan for advanced state-of-the- 
art active/passive hyper-Zultra-spectral sensors for chemical and biological detection to 
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improve coordination and synergize the efforts of ongoing R&D activities of the CPRC- 
represented organizations; and 
• Developing a user/developer integrated R&D and acquisition plan for unattended ground 
sensors to improve cooperation within the developer community and enhance prospects 
for user acceptance and "buy-in" of this maturing technology. 

As discussed in Section 2.2, these Working Groups have made substantial progress in pursuing 
their goals and objectives, including, in particular, improving user involvement m the 
R&D/acquisition process. The CPRC recommends that these Working Groups continue their 
activities working closely with the NPAC TWG R&D Focus Groups and other appropriate 
interagency and departmental entities, until their objectives have been met or until the CPRC is 
satisfied that their fiinctions can be assumed by the appropriate R&D/acquisition authorities. 

Recognizing the global nature of NBCM proliferation and NBC terrorist threats, the 
CPRC recommends continuing the development of international cooperative efforts to counter 
these threats by expanding existing cooperative activities in R&D, proliferation prevention, and 
NBC counterterrorism being conducted by DoD. DOE. and US Intelligence and by working with 
the policy community to engage international partners to participate in cooperative R&D and 
acquisition efforts in the future. The CPRC's immediate goal is to facilitate a broad mteragency 
discussion among CPRC-represented organizations to encourage the establishment of additional 
international cooperative R&D efforts (beyond NATO), while expanding existing cooperative 
efforts, and, eventually, explore possibilities for establishing joint acquisition programs. To more 
effectiiely meet the challenges posed by the global proliferation problem, the CPRC continues to 
encourage and endorse joint activities with our international partners, including international 
information-sharing conferences and outreach programs addressing the threats of NBC/M 
proliferation and NBC terrorism. 

The CPRC. through its Standing Committee, will continue to review and update the 
counterproliferation ACEs. reprioritizing them as required This process is central to ensure that 
the ACEs continue to reflect the integration of CINC warfighting priorities and the overarching 
national security policy and strategy objectives they support. Updated and relevant ACEs assist 
the CPRC in meeting its program review responsibilities, while improving the focus of future 
programmatic and managerial efforts among tiie CPRC-represented organizations to counter 
NBC/M proliferation and NBC tenrorist tiureats. 
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APPENDICES 

A. Establishment of the CPRC and Its Reporting Requirements 

B. CPRC Program Review Participants 

C. Summary of Key DoD Activities and Programs Strongly Related to Counterproliferation 

D. Planned FY 1999 Budget Profile for DOE Programs Related to Countering Proliferation 

E. Counterproliferation-Related World Wide Web Sites 

F. List of Acronyms and Abbreviations 

• Intelligence Annex (bound separately) 
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APPENDIX A 

Establishment of the CPRC and 
Its Reporting Requirements 



CHRONOLOGY OF CPRC ESTABUSHMENT 



• National Defense Authorizgtinn Act for F iscal Year 1994 («s amended) 

[Pub. L. No. 103-160, sec. 1605, 107 Stat. 1845 (1993). as amended by Pub. L. No. 103-337. sec. 1502. 
108 Stat. 2914 (1994)1 



• National Defense AuthoriMtion Act fo r Fiscal Year 1995 

[Pub. L. No. 103-337, sec. 1503, 108 Stat. 2916 (1994)1 



• National Defense Authorization Act fo r Fiscal Year 1997 

[Pub. L. No. 104-201, sec. 1309, 1 10 Stat 2710 (1996)1 



• CPRC Decision to Establish CPRC Sta nding Committee 

(November, 19961 



Extracts from the National Defense Authorization Acts are included in this appendix. 
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NATIONAL DEFENSE AllTR QRlZATION ACT FOR FISrAT. YEAR 1994 

(as amended) 

lors^^^^^^^^^ 1845(1993). as amended by Pub. L. No. I03.337,sec. 



SEC. 160S. JOINT COMMITTEE FOR THE REVIEW OF COUNTERPROLIFERATION 
PROGRAMS OF THE UNITED STATES i-tr iLfuii luw 

Ci.mJnl ™?.!;^^^^^^ "^'J' ^^'^^^ established a Counterproliferation Program Review 

Committee composed ofthefollowmg members: 

(A) The Secretaiy of Defense. 

(B) The Secretary of Energy. 

(C) The Director of Central Intelligence. 

(D) The Chairman ofthe Joint Chiefs of Staff 

of the coinlJec.*^'^ ""^^^"^ « Vice Chalnnan 

(3) A member of Ae committee may designate a representative to perform routinely the duties ofthe member 

Deputy Assistant Secretaiy. A representative ofthe Chairman ofthe Joints Chicfe of Staff shall be a pefsoL i^riSde 
equivalent to Aat of Deputy Assistant Secretaiy of Defense. » >n*ii ue a person in a grade 

dS:';;::?h='S^thrcr^^^^^ 

(b) PURPOSES OF THE COMMITTEE: THe purposes ofthe committee are as follows: 

(I) To optimize funding for, and ensure the development and deployment of 

(A) highly effective technologies and capabilities for the detection, monitorine. collection 
processing, analysis. »d dissemination of information in support of United States c;,u«te,^Kl,!^^ i'cy; and 

(B) disabhng technologies m support of such policy. 

(3) To establish priorities for programs and fimding. 

^ ^l^Z^tZ^' ""^ '"^ P«*«„ inch* «^ 
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(c) DUTIES: The committee shall 

(1) identify and review existing and proposed capabilities and technologies for support of United States 
non-proliferation policy and countciproUferation policy with regard to - 

(A) intelligence; ^ 

(B) battlefield surveillance; 

(C) passive defenses; 

(D) active defenses; and 

(E) counterforce capabilities; 

(2) prescribercquirementsandprioritiesforthedevelopmentanddeploymentofhighly 
capabilities and technologies; 

(3) identify deficiencies in existing capabilities and technologies; 

(4) formulate near-term, mid-term, and long-term programmatic options for meeting requirements 
established by the committee and eliminating deficiencies identified by the committee; and 

(^^ assess each fiscal year the effectiveness of the committee actions during the preceding fiscal year, 

including piti?^^^^^^ 
SSgJtsS^^^^ 

the fiscal year in which the assessment is made. 

<S\ ACCESS TO INFORMATION: The committee shall have access to information on all programs, 
nroiects and activities of the Department of Defense, the Department of State, the Department of Energy, the 

intS^recS^S^^ 
of the committee . 

(t^ RECOMMENDATIONS: The committee shall submit to the President and the heads of all appropriate 
dcpartmenuSTd ag^^^^^^ of the Government such programmatic recommendations regarding existmg. P'^^«^ 
J«^s » Ae coUttee considers appropriate to encourage funding for capabilities and technolog«s at the level 
necessary to support United States counterproliferation policy. 

(f) TERMINATION OF COMMITTEE: The committee shall cease to exist at the end of September 1996. 
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NATIONAL DEFENSE AlI THORIZATfON ACT FOR FISCAL VEAR ioo< 

[Pub. L. No. 103-337, sec. 1503. 108 Stat. 2916 (1994)J 

SEC. 1503. REPORTS ON COUNTERPROUFERATION ACTIVmES AND PROciuMS. 

(a) REPORT REQUIRED. (1) Not later than May I. 1995, and May 1. 1996. the Secretaiy of Defense shall 
submit to Congress a report of the findings of the Counterproliferation Program Review Committee established by 
subsection (a) ofthe Review Committee charter. 

(2) For purposes of this section, the tcnn "Review Committee charter" means section 1 605 of the National 
Defense Authorization Act for Fiscal Year 1994 (Public Law 103-160). as amended by section 1502. 

(b) CONTENT OF THE REPORT. Each report under subsection (a) shall include the following: 

( 1) A complete list, by specific progtam element, ofthe existing, planned, or newly proposed capabilities 
and technologies reviewed by the Review Committee pursuant to subsection (c) ofthe Review Committee charter 

(2) A complete description of the requirements and priorities established by the Review Committee 

(3) A comprehensive discussion ofthe near-term, mid-tenn, and long-tennprognunmatic options 
ronnulated by the Review Committee for meeting requirements prescribed by the Review Committee and for 
elmiinating deficiencies identified by the Review Committee, including the annual funding requirements and 
compleuon dates established for each such option. ' 

(4) An explanation ofthe recommendations made pursuant to subsection (c) ofthe Review Committee 
charter, together with a full discussion ofthe actions taken to implement such recommendations or otherwise taken on 
the recommendations. 

^ (5) A discussion and assessment of the status of each Review Committee recommendation during the fiscal 
year preceding the fiscal year in which the report is submitted, including, particularty, the status of recommendations 

. ? preceding fiscal year that were refiected in the budget submitted to Congress pursuant to section 
1 105(a) ofwle 31, United States Code. In the fiscal year ofthe report. "niioscciion 
(6) Each specific Department of Energy program that the Secretaiy of Energy plans to develop to initial 
operating capability and each such program that the Secretaiy does not plan to develop to initial operating capability 
♦h. rh-.™,„^ f^^ ^^'"'l"°'Tc'* sc\^ti to reach initial operational capability, a recommendation from 
the Chairman ofthe Joint Chiefs of Staff that represents the views of tiie commanders ofthe unified and specified 
commands regarding the utility and requirement ofthe program. 

(c) FORMS OF REPORT. Each such report shall be submitted in both classified and unclassified fonns 
mcluding an annex to tiie classified report for special compartmented infonnation. special access pioenmis and' 
special activities programs. f 

SEC. 1607. DEFINITIONS. 

For pufposes of this subtitle: 

(1) The term "appropriate congressional committees" means — 

» I A i^^c^* Committee on Anncd Services, the Committee on Appropriations, the Committee on Foreign 

Relations, and tiie Select Committee on Intelligence ofthe Senate; and 

Af&ir, .„rf tl,.^piJ!!'l^?ri"!V°" ^^7'",^: Committee on Appropriations, tiie Committee on Foreign 
Affairs, and tiie Pennanent Select Committee on Intelligence of tiie House of Representatives. 

Security Aa\n^nS^^S^^i'^'^'^ ""^"^ ' 
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M ATinM Al . nRFENSE ATITHORlZATin N ACT FOR FISCAL YEAR 1997 
[Pub. L. No. 104-201, sec. 1309, 110 Stat. 2710 (1996)] 

SEC. 1309. COUNTERPROLIFERAION PROGRAM REVIEW COMMITTEE 

(a) COMPOSITION OF THE COMMITTEE: Subsection 1605 of the National Defense Aulhotiration Act 
for Fisca Year 1994 (22 U.S.C. 275 1 Note) is amended by adding at the end of the fo"°>^B "f^P'"?*^!^^. 

^) Z Assistant to the Secretaiy of Defense for Nuclear and Chemical and BK,log.cal Defense Programs shall 
serve as executive secretaiy to the committee". 

fb\ ADDITIONAL PURPOSE OF THE COMMITTEE: Subsection (b)(lXA) of such section is amended 
bv ins«thig "and efforts, including efforts to stem the proliferation of weapons of mass desmiction and to negate 
ildt^ris; threats involving weapons of mass destruction" after "counterprohferation pol.cy . 

(c) FOUR-YEAR EXTENSION OF THE COMMITTEE: Subsection (J of such section is amended by 
striking out "September 30. 1 996" and inserting in lieu thereof "September 30. 2000". 

(d) REPORTS ON COUNTERPROLIFERATION ACTIVITIES AND PROGRAMS: Section 1503 
of the National Defense Authorization Act for Fiscal Year 1995 (22 U.S.C. 27561 note) is amended - 

(1) in subsectwn ^8)^- ^^^^^^ REQUIRED.- (1) Not later than May 1 . 1995 and May 1, 
1996. the Secretary" and inserting in lieu thereof "ANNUAL REPORT REQUIRED. - Not later 
than May 1 of each year, the Secretary"; and 

(B) by striking out paragraph (2); and 

(2) by adding at tiie end of the following new subsections: 

"(d) REVIEW COMMITTEE CHARTER DEFINED. - For purposes of this section, the tcim 
'Review immittce charter' means section 1605 of the National Defense Authorization Act for Fiscal Year 

1994 ^■^^^^•^^^l^j^Q^ Qp REQUIREMENT. - The final report required under subsection (a) is the 
report for the year following the year in which the Counteiprolifemtion Program Review Committee 
established under the Review Committee Charter ceases to exist." 
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APPENDIX B 
CPRC Program Review Participants 

gpnc Prindoab 

Honorable John J. Hamre - CPRC Chairman, Deputy Secretary of Defense 

Dr. Earnest J. Moniz - CPRC Vice Chairman, Under Secretary of Energy 

Dr Jacques S. Gansler - CPRC Executive Secretary, Under Secretary of Defense for 

Acquisition and Technology (and acting Assistant to the Secretary of Defense 
for Nuclear and Chemical and Biological Defense Programs) 
Mr. John Lauder - Special Assistant to the Director of Central Intelligence for 
Nonproliferation 

RADM James W. Metzgcr, USN - Deputy Director for Strategy and PoUcy, Joint Chiefs of 
Staff (J-5) 



CPRC Standing Committee 

Dr Jacques S, Gansler, Chairman - Under Secretary of Defense for Acquisition and 

Technology (and acting Assistant to the Secretary of Defense for Nuclear and 
Chemical and Biological Defense Programs) 

Ms. Rose Gottemocller, Vice Chairman - Director, Office of NonproUferation and National 
Security, Department of Energy 

Mr. John Lauder - Special Assistant to the Director of Central Intelligence for 

Nonproliferation > 
RADM James W. Metzger, USN - Deputy Director for Strategy and Policy, Joim Chiefs of 

Staff (J-5) 

Mr. H. Allen Holmes - Assistant Secretary of Defense for Special Operations/Low-Intensity 
Conflict 

• Other Senior Participants 

CAPT Pat Casey, USN - Joint Staff (J-5) and Deterrence/Counterproliferation Joint 
Warfighting Capability Assessment (JWCA) team 

Mr. Robert C. Doheny - Director for Acquisition, Office of the Assistant Secretary of 
Defense for Special Operations/Low-Intcnsity Conflict 

Dr. Gloria Patton - Senior Policy Adviser, DoD/DOE Liaison, and CPRC Action Officer 
Executive Director, Office of the Assistant to the Secretary of Defense for 

Nuclear and Chemical and Biological Defense Programs 
Dr. Ted Warner - Assistant Secretary of Defense for Strategy and Threat Reduction 
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Mr. Walter Busbee - Deputy for Counterproliferation and Chemical/Biological Defense, 
Office of the Assistant to the Secretary of Defense for Nuclear and Chemical 
and Biological Defense Programs 

Mr. Michael Potter - DCI Nonproliferation Center 

Mr. Robert E. Waldron - Director, Office of Research and Development, Office of 
Nonproliferation and National Security, Department of Energy 

Dr. James Miller - Deputy Assistant Secretary of Defense for Requirements, Plans, and 
Counterproliferation 

• tPRC Action Oflicera 

Ms. Alane Andreozzi-Beckman - Counterproliferation Program Office, Defense Special 
Weapons Agency 

Maj Lynne Baldrighi, USAF - Strategy and Concepts, Policy Division, U.S. Air Force 
(AF/XONP) ' 

CDR Ken Blevins, USN - Office of the Deputy Assistant to the Secretary of Defense for 
Counterproliferation and Chemical/Biological Defense 

Dr. Salvatore Bosco - Special Assistant for Chemical/Biological Matters, Office of the 
Deputy Assistant to the Secretary of Defense for Counteiproliferation and 
Chemical/Biological Defense 

LTC Mike Brown, USA - Joint Staff (J.5)/Countcrproliferation Joint Warfighting Capability 
Assessment (JWCA) Team " ' 

Ms. Tracy Cronin - Office of Special Technology 

Mr. Steve Day - Office of the Deputy Assistant to the Secretary of Defense for 
Counterproliferation and Chemical/Biological Defense 

LTC James DeBroux, USA - Policy Analyst, Office of the Deputy Chief of Staff for 
Operations and Plans, Headquarters, Department of the Army 

Dr. Mildred Donlon - Program Manager. Biological Weapon Defense. Defense Advanced 
Research Projects Agency 

LtCol Ken Firovcd, USMC - U.S. Marine Coips 

LtCol Jan Fladeboe, USMC - On-Site Inspection Agency, Interagency Af&irs 

Mr. Mark Flohr - Office of the Deputy Assistant to the Secretary of Defense for 
Counterproliferation and Chemical/Biological Defense 

MAJ Tony Francis, USA - Office of the Deputy Chief of Staff for Operations and Plans, 

' Chemical and Nuclear Biological Chemical Defense Division 
Lt Col Michael Glaspy, USAF - CounterproUferation Policy, Office of the Deputy Assistant 
Secretary of Defense for Requirements, Plans, and Counterproliferation 

Mr. Chuck Gonzales - Office of the Assistant Secretary of Defense for Command, Control 
Communications and Intelligence ' ' 
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CDR Randy Grimm. USN - Nuclear Deterrence/Countetproliferation Joint Mission Area 
Working Group Chainnan (OPNAV N87D1) 

Maj Max Hanessian. USAF - Strategy and Concepts. Policy Division, U.S. Air Force 

(AF/XONP) 
Dr. Elisa Harris - National Security Council 

LCDR Paul Hayncs, USN - Counterproliferation of Strategic Warfare 

Col Reed Heddleston, USAF - Executive Assistant for Counterproliferation, Office of the 
Deputy Assistant to the Secretary of Defense for Counterprohferauon and 
Chemical/Biological Defense 

Dr. Gregory Henry - Office of Management and Budget 

Mr. Rob Irvine - Director, Counterproliferation Policy, Office of the Assistant Secretary of 

Defense for Strategy and Threat Reduction 
MAJ Mark Malatesta, USA • Joint Program Office for Biological Defense 
Mr. John Mentz - Office of the Under Secretary of Defense for Acquisition and Technology 
Lt Col Howard Meyer, USAF - Office of the Deputy Assistant to the Secretary of Defense 

for Counterproliferation and Chemical/Biological Defense 
MAJ Edward Mount, USA - On-Site Inspection Agency, Interagency Affairs 
LTC Jim Murphy, USA - Joint Staff CJ-5) 

Lt Col Jim Player, USAF - Strategy and Concepts, Policy Division, U.S. Air Force 
(AF/XONP) 

CAPT Ed Quirk, USN - Office of the Deputy Assistant to the Secretary of Defense for 
Cooperative Threat Reduction 

CAPT David F. Smith, USNR - Office of the Assito Secretary of Defense for Command, 
Control, Communications, and Intelligence 

Mr. Markham Smith - Office of the Deputy Assistant to the Secretary of Defense for 
Counterproliferation and Chemical/Biological Defense 

Mr. Richard Soskin - Defense Technology Security Administration 

COL Carmen Spencer, USA - Executive Assistant for Chemical/Biological Defense, Office 

of the Deputy Assistant to the Secretary of Defense for Counterprohferauon 

and Chemical/Biological Defense 

Ms. Janet Strafer - Office of the Deputy Chief of Staff for Operations and Plans, 

Headquarters, Department of the Army 
Mr. Mark Swiecicki - U.S. Anns Control and Disarmament Agency 
LtCol Landon Thome, USMC - United States Marine Corps 
Lt Co! Mike Williams, USAF - Assistant for Special Operations Acquisition 

LCDR Marcy Wilson, USN - Office of the Assistant Secretary of Defense for Command, 
^ Control, Communications, and Intelligence 
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Mr. Alan Yuriditsky - Defense Intelligence Agency 
CPT Maria Zumwalt, USA - Joint Staff (J-5) 
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APPENDIX C 

Summary of Key DoD Activities and Programs Strongly Related to 

CounterproUferation 



Introduction. In the tables that follow, the CounteiproHferation Support Program (Table 
C 1) and the Chemical and Biological Defense Program (Table C.2) are suimnarked alor« with 
other key Service (Tables C.3 - C.5), DoD Agency (Tables C6 - C.8 and C.IO - C.12), OSD 
n'ableC9),andJointStaff(TableC.13)activiticsandprogramsstronglyrelatedto 

CounterproUferation. The summaries include: program/project title, program descnption. program 
accomplishments, key program milestones, relevant DoD CounterproUferation ACE pnonties, 
program/project executing agencies, FY 1999 budget figures, and Program Element (PE) number. 
It should be noted that detailed program descriptions, including project accomplishments, 
milestones, and plans are provided to Congress annually as part of the President's Budget 
Accomplishments and milestones cited in the foUowing tables represent selected highlights rather 
than an exhaustive characterization of counteiprolifeiation-related activities and programs. 

Please be advised that the Defense Reform Initiative calls for the consolidation of DSWA. 
OSIA DTSA and other OSD offices into a single new DoD agency called the Defense Threat 
Reduction Agency effective October 1, 1998. As a result, a unified DTRA budget has been 
prepared for FY 1999. For consistency with previous CPRC reports, this appendix provides 
separate OSIA, DSWA, and DTSA budgets. 
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